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SCIM2.0%0

SREAKSEE

SNREE IdP FEE SCIM thil , BRFERFEELEISH 0 - AFREEN , FEXTANE. FRSBNIE

HE5 (54N : Okta. Azure ADZ ) 12(1H9 SCIM FEEERT |, BEAEERTAHRY,

QSN

SCIM 2.0#2[9sCILERE RFC 7644 , BfNEKiHBIES M RFCIZRY,

SCIM #Z=O#MY
Discovery Endpoint

/ServiceProviderConfig
SR
o SRENARSS U sZIFAITIRE.
{EFRLIR
« RBETAIL.
5Kz

curl https://scim.{F1}/scim/v2/ServiceProviderConfig -H "Content-type:application/json"

iR B
{
"authenticationSchemes": |
{
"description”: "Authentication scheme using the OAuth Bearer Token Standard”,
"documentationUri": "",
"name": "OAuth Bearer Token",
"primary": true,
"specUri": "",
"type": "oauthbearertoken"
}
1,
"bulk": {

"maxOperations": 1000,
"maxPayloadSize": 1048576,
"supported": false
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1
"changePassword": {
"supported": false

2

"documentationUri": "",

"etag”: {
"supported": false

17

"filter": {
"maxResults": 100,
"supported”: true

1

"patch”: {
"supported": true

17

"schemas": [
"urn:ietf:params:scim:schemas:core:2.0:ServiceProviderConfig"

1

"sort": {
"supported": false

}

}
REERER

o THEAUTHEE : patch, filter,
o ASZIERITHAE : bulk, changePassword, sort, etag,

/ResourceTypes
ThiefEiA
o SRENIRSS I >AFAYZIRSEEY | iR[A] User #1 Group,
=R GR

curl https://scim.{Z1g}scim/v2/ResourceTypes --header 'Authorization: Bearer <your scim credential>'
--header "content-type:application/json”

A ElN

"Resources": [

{
"description”: "User Account”,

"endpoint": "/Users",
"id": "User",
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n,on

"name": "User",

"schema": "urn:ietf:params:scim:schemas:core:2.0:User",
"schemaExtensions": [],

"schemas": [

"urn:ietf:params:scim:schemas:core:2.0:ResourceType"

"description”: "Group”,

"endpoint": "/Groups”,

"id": "Group",

"name": "Group",

"schema": "urn:ietf:params:scim:schemas:core:2.0:Group",
"schemaExtensions": [],

"schemas": [

"urn:ietf:params:scim:schemas:core:2.0:ResourceType"

}

I
"itemsPerPage": 100,

"schemas": [
"urn:ietf:params:scim:api:messages:2.0:ListResponse”

1
"startIndex": 1,
"totalResults": 2

/Schemas
ThEeHIA
o SRS IS Schema |, IR[E] User 1 Group ¥4l Schema,
{ERLR
o XIRREIRHEEER,
o WY PUENFREBIFZREFAXDKNE,
o RSTRF RSOOSR FER.
IERGN

The schema to request all resources.

curl https://scim.{F1}/scim/v2/Schemas --header 'Authorization: Bearer <your scim credential>' --
header "content-type:application/json"
The schema to request users.

curl https://scim.{Z1}/scim/v2/Schemas/urn:ietf:params:scim:schemas:core:2.0:User --header 'Auth
orization: Bearer <your scim credential>' --header "content-type:application/json”
The schema to request user groups.
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curl https://scim.{F1}/scim/v2/Schemas/urn:ietf:params:scim:schemas:core:2.0:Group --header 'Aut
horization: Bearer <your scim credential>' --header "content-type:application/json"

iR [E]7f51

e FAF&IE Schema

{
"a
{
catet

ttributes”: [

"caseExact": false,
"description”: "Unique identifier for the User, typically used by the user to directly authenti
o the service provider. Each User MUST include a non-empty userName value. This identifie

r MUST be unique across the service provider's entire set of Users. REQUIRED.",

}
{

name

"multiValued": false,
"mutability”: "readWrite",
"name"; "userName”",
"required": true,
"returned": "default”,

Iltypell: Ilstringll’
"uniqueness”: "server"
"description”: "The components of the user's real name. Providers MAY return just the full

as a single string in the formatted sub-attribute, or they MAY return just the individual co

mponent attributes using the other sub-attributes, or they MAY return both. If both variants are r
eturned, they SHOULD be describing the same name, with the formatted name indicating how t

he co

(e.g.,

WAL : TCloudFinanceZone

mponent attributes should be combined.",
"multiValued": false,
"mutability": "readWrite",
"name": "name”,
"required": false,
"returned”: "default”,
"subAttributes": [
{
"caseExact": false,
"description”: "The family name of the User, or last name in most Western languages
'Jensen' given the full name 'Ms. Barbara J Jensen, III').",
"multiValued": false,
"mutability": "readWrite",
"name": "familyName",
"required": false,
"returned": "default",
"type": "string”,

"uniqueness”: "none"
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{

"caseExact": false,
"description”: "The given name of the User, or first name in most Western languages

(e.g., 'Barbara’ given the full name 'Ms. Barbara J Jensen, III').",

b
{

"multiValued": false,
"mutability": "readWrite",
"name": "givenName”,
"required": false,
"returned": "default",

n,on

"type": "string”,
"uniqueness”: "none"

}
1,

"type": "complex”

"caseExact": false,
"description”: "The name of the User, suitable for display to end-users. The name SHOULD

be the full name of the User being described, if known.",

b
{

"multiValued": false,
"mutability": "readWrite",
"name": "displayName",
"required": false,
"returned": "default”,

"type": "string",

"uniqueness”: "none"

n,on

"description”: "A Boolean value indicating the User's administrative status.",
"multiValued": false,

"mutability": "readWrite",

"name": "active”,

"required": false,

"returned": "default”,

"type": "boolean”

"description”: "Email addresses for the user. The value SHOULD be canonicalized by the ser

vice provider, e.g., 'bjensen@example.com' instead of 'bjensen@EXAMPLE.COM'. Canonical type

(]

values of 'work’, 'home', and 'other".",

WAL : TCloudFinanceZone

"multiValued": true,
"mutability": "readWrite",
"name": "emails”,
"required": false,
"returned": "default",
"subAttributes": [

{
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"caseExact": false,

"description”: "Email addresses for the user. The value SHOULD be canonicalized by the
service provider, e.g., 'bjensen@example.com’ instead of 'bjensen@EXAMPLE.COM'. Canonical ty
pe values of 'work’, 'home’, and 'other'.",

"multiValued": false,

"mutability": "readWrite",

"name": "value",

"required": false,

"returned": "default",

n,on

"type": "string”,

"uniqueness”: "none"

}l
{

"canonicalValues": [
"work",
"home",
"other"

]I

"caseExact": false,

"description”: "A label indicating the attribute's function, e.g., 'work' or 'home'.",
"multiValued": false,

"mutability": "readWrite",

"name": "type",

"required": false,

"returned": "default”,

"type": "string”,

"uniqueness": "none"
17
{

"description”: "A Boolean value indicating the 'primary' or preferred attribute value for t
his attribute, e.g., the preferred mailing address or primary email address. The primary attribute
value 'true' MUST appear no more than once.",

"multiValued": false,

"mutability": "readWrite",

"name": "primary",

"required": false,

"returned": "default”,

n,on

"type": "boolean”

}
1
"type": "complex”
}
1,

"description”: "User Account”,
"id": "urn:ietf:params:scim:schemas:core:2.0:User",

"name": "User",
"schemas": [
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"urn:ietf:params:scim:schemas:core:2.0:Schema”
]
}

e FAF4E&R Schema

"attributes": [

{
"caseExact": false,
"description”: "A human-readable name for the Group. REQUIRED.",
"multiValued": false,
"mutability”: "readWrite",

"name": "displayName”",
"required": true,
"returned": "default”,

"type": "string”,

n,on

"uniqueness”: "none"

"description”: "A list of members of the Group.”",
"multiValued": true,
"mutability”: "readWrite",

n,on

"name": "members",
"required": false,
"returned": "default”,
"subAttributes": [

{

"caseExact": false,
"description”: "Identifier of the member of this Group.",
"multiValued": false,

"mutability": "immutable”,

"name": "value",
"required": false,
"returned": "default”,

n,on

"type": "string”,

"uniqueness”: "none"

b
{

"caseExact": false,

"description”: "A human-readable name for the group member, primarily used for displa
y purposes.”,
"multiValued": false,

"mutability": "immutable”,

"name": "display”,
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"required": false,
"returned": "default",
"type": "string”,

"uniqueness”: "none"
}
1,
"type": "complex”
}
1,

"description”: "Group”,

"id": "urn:ietf:params:scim:schemas:core:2.0:Group",

"name": "Group",
"schemas": [

"urn:ietf:params:scim:schemas:core:2.0:Schema"

]
}

Users
POST /Users
IheetmiA

 FERF.
EJZEENES

» RBDPOPFERBHIFILNIERNAR | NStlEKRW.

5K

SREAKSEE

curl https://scim.{F1}/scim/v2/Users --header 'Authorization: Bearer <your scim credential>' --heade

r "content-type:application/json" -X POST -d '<data>'

Hep , data Z5H7=BIA0T -

"displayName": " <user display name>",
"emails": [
{
"primary": true,

"type": "work",

n,on

"value": "<user email>"

}

1,

"name": {
"familyName": "<user family name>",
"givenName": "<user given name>"
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L

"userName": "<user name>"

}

iR [E]7=f51

"active": true,
"displayName": "<user display name>",
"emails":

[

"primary": true,
"type“: Ilworkll,
"value": "<user email>"

}
1
"id": "u-00vrs1119d6gbsi5****",
"meta":

{
"created": "2023-08-01T13:16:30.000Z",

"lastModified": "2023-08-01T13:16:30.000Z",
"resourceType": "User”

1

"name":

{

"familyName": "<user family name>",
"givenName": "<user given name>"

L

"schemas":

[

"urn:ietf:params:scim:schemas:core:2.0:User"

1,

"userName": "<user name>"

GET /Users/{id} #0 GET /Users
IhaginA
o GET /Users/{id} : ZiflfgzE ID BIAF.
o GET /Users : iz EAAPEESERIERAPYIZE.
EJZENE
o WIRT /{id} , MIRMELZ ID WMAYAF. R {id} F2EFENAR |, NESEEK.
o WERAH /{id} BE filter , MiLEERNAIEFIRE |, filter I37#F userName FE , BRXHF eq 1#/ERT.
o WIRAT AidRIRE filter , WIREIFFERAFSIZE | 3F SCIM IMYAWRESTRA T | BTERZIREI1005102
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R, NRIBREECKTF100 ( count>100) , MFL10040E,
o (NEEEIAHRELAIA,.

1. =1 : EiE¥gEE ID FIARF
BERRG

SREAKSEE

curl https://scim.{Z15H}/scim/v2/Users/<userld> --header 'Authorization: Bearer <your scim cred

ential>' --header "content-type:application/json" -X GET

EIEN

"active": true,
"displayName": "<user display name>",
"emails":

[

"primary": true,
"type": "work”",
"value": "<user email>"
}
1,
"id": "u-00vrs1119d6gbsi5****",
"meta"™:
{
"created": "2023-08-01T13:16:30.000Z",
"lastModified": "2023-08-01T13:16:30.000Z",
"resourceType": "User"

17

"name”:

{
"familyName": "<user family name>",
"givenName": "<user given name>"

1

"schemas":

[
"urn:ietf:params:scim:schemas:core:2.0:User"

1,

"userName": "<user name>"

2. 73012 : mEMERRFPEESRERRERFYIE
=8 Gl
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curl https://scim.{Z1&}/scim/v2/Users<?parameters> --header 'Authorization
m credential>" --header "content-type:application/json" -X GET

iR
GET /Users?filter=userName eq "Test_User"

"Resources":

[

"active": true,
"displayName
"emails":

[

n,on

<user display name>",

"primary": true,

"type": "work",
"value": "<user email>"
}
1,
"id": "u-0015b4962vrywtzb****",
"meta”:
{

"created": "2023-07-07T17:21:07.000Z",
"lastModified": "2023-07-07T17:21:07.000Z",
"resourceType": "User"

17

"name":

{
"familyName": "<user family name>",
"givenName": "<user given name>"

17

"schemas":

[

"urn:ietf:params:scim:schemas:core:2.0:User"

],

"userName": "<user name>"
3
{
"active": true,
"displayName": " <user display name>",
"emails":
[
{

"primary": true,
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}
1,

"type": "work",
"value": "<user email>"
}
1
"id": "u-00vrs1119d6gbsi5****",
"meta":
{

"created": "2023-08-01T13:16:30.000Z",
"lastModified": "2023-08-01T13:16:30.000Z",
"resourceType": "User"

17

"name":

{
"familyName": "<user family name>",
"givenName": "<user given name>"

17

"schemas":

[

"urn:ietf:params:scim:schemas:core:2.0:User"

]I

"userName": "<user name>"

"itemsPerPage": 10,
"schemas":

[

"urn:ietf:params:scim:api:messages:2.0:ListResponse”

]I

"startIndex": 1,
"totalResults": 2

"Resources"”: [],
"itemsPerPage": 10,
"schemas": [

"urn:ietf:params:scim:api:messages:2.0:ListResponse”

]I

"startIndex": 1,
"totalResults": 0

PUT /Users/{id} #1 PATCH /Users/{id}

f#is
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 PUT /Users/{id} : &#2FFER.
e PATCH /Users/{id} : EFHEPEE.
LR
o {id} % , IEMRIFESBE/I Schema RENXHIFER,
» PUT HBEREREM.
e Patch 37§ Add. Replace.
o (NBEIEBURRIZHIFF.
=R

1. &MAAER (PUT)

curl https://scim.{Z15}/scim/v2/Users/<userld> --header 'Authorization: Bearer <your scim cred
ential>' --header "content-type:application/json" -X PUT -d '<data>'

Hep |, data 5/7RBIA0T -

{
"active": false,
"displayName": "<user display name>",
"emails":
[
{
"primary": true,
Iltypell: Ilworklll
"value": "<user email>"
}
1,
"name":
{
"familyName": "<user family name>",
"givenName": "<user given name>"
17
"userName": "<user name>"
}

2. PSR (PATCH )

curl https://scim.{Z18}/scim/v2/Users/<userld> --header 'Authorization: Bearer <your scim cred
ential>' --header "content-type:application/json" -X PATCH -d '<data>'

Hrp , data £5/7=BIA0T -
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// replacet®{E
{
"Operations”: [
{
"op": "replace”,
"path": "",
"value": {

"active": false,
"displayName": "displayName",
"name": {
"familyName": "familyName",
"givenName": "givenName"

}

1,

"schemas": [
"urn:ietf:params:scim:api:messages:2.0:PatchOp"

}
// addi2{E
{
"Operations”: [
{
"op": "add",
"path": "",
"value": {
"displayName": "displayName",
"name": {
"familyName": "familyName",
"givenName": "givenName"

"op": "add",
"path": "active”,
"value": true
}
1,
"schemas": [
"urn:ietf:params:scim:api:messages:2.0:PatchOp"
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iR

//replace

{
"active": false,
"displayName": "displayName”,
"emails"™:

[

"primary": true,

"type": "work",

"value": "<user email>"

}

1
"id": "u-00vrs1119d6gbsi5****",

"meta™

{
"created": "2023-08-01T13:16:30.000Z",
"lastModified": "2023-08-01T13:16:30.000Z",
"resourceType": "User"

17

"name":

{
"familyName": "<user family name>",
"givenName": "<user given name>"

}I

"schemas":

[

"urn:ietf:params:scim:schemas:core:2.0:User"

1,

"userName": "<user name>"

//add
{

"active": true,
"displayName": "displayName”,
"emails":

[

"primary": true,
Iltypell: Ilworkll’
"value": "<user email>"

"id": "u-00vrs1119d6gbsi5****",
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"meta”:

{
"created": "2023-08-01T13:16:30.000Z",
"lastModified": "2023-08-01T13:16:30.000Z",
"resourceType": "User"

L
"name":
{
"familyName": "<user family name>",
"givenName": "<user given name>"
L
"schemas":

[

"urn:ietf:params:scim:schemas:core:2.0:User"

1,

"userName": "<user name>"

DELETE /Users/{id}
ThREEAR
o MHBRIERE ID RIFAF,
{EFRLAIR
o {id} %,
o (XREMIBRH RS HIRER.
=B Gl

curl https://scim.{Z1g}/scim/v2/Users/<userld> --header 'Authorization: Bearer <your scim credential
>' --header "content-type:application/json" -X DELETE

iR

HTTP/1.1 204

Date: Tue, 31 Mar 2020 02:36:15 GMT

Content-Type: application/json

x-Requestld: abbf9e53-9ecc-46d2-8efe-104a66ff128f

/Group
POST /Groups
TOREEIA

» FERAFE.
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fEFRZIER
o RBDPOPFERBRIFLNCIZNBIE |, UStlEKN,
=B Gl

curl https://scim.{Z153}/scim/v2/Groups --header 'Authorization: Bearer <your scim credential>' --head
er "content-type:application/json" -X POST -d '<data>'

Hep , data 5H7RBIA0T -

{
"displayName": "<group name>",
"schemas": [

"urn:ietf:params:scim:schemas:core:2.0:Group”

]

}

y{EI Nl
{

"displayName": "<group name>",

"id": "g-00ngnd7hoevdlunv****",

"members": [],

"meta”:

{
"created": "2023-08-01T13:30:23.000Z",
"lastModified": "2023-08-01T13:30:23.000Z",
"resourceType": "Group"

L

"schemas":
[
"urn:ietf:params:scim:schemas:core:2.0:Group'
]
}

GET /Groups/{id} #1 GET /Groups
ThaeHmA
 GET /Groups/{id} : EifE5E ID U4,
 GET /Groups : {2&ZMHERAFEEESERRERFAEYIE.
EJZEFILS
« SZHFER id AT filter &if,
o filter 3745 displayName FE , BRHr eq #BEFF.
o WNERES /{id} , MIREIZ ID SR AE , BEEE members 25 , (R {id) AEEEENAEPE , NIELS
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BEK.

o SNERAH /{id} HigE filter , WREIFMERFASIZR , B members BYEAZ ( BIFIFRGEFRE]
members ) , 3X§F SCIM HXAWRED T | RZSIREIL00FKICH , WIRICRFEHKT100
(count>100) , $Z21004hHE,

o (NEEE IR HIFIF4H.

1. 7=~fI1 : E\iEE 1D HIAF4A
=8 Gl

curl https://scim.{Z15}/scim/v2/Groups/<groupld> --header 'Authorization: Bearer <your sci
m credential>' --header "content-type:application/json" -X GET

EEIEN

n,on

"displayName": "<group name>",
"id": "g-00nqnd7hoevdlunv****",

"members":
[
{
"display": "xxx",
"value": "u-00vrs1119d6gbsi5****"
}
1
"meta":

{
"created": "2023-08-01T13:30:23.000Z",

"lastModified": "2023-08-01T13:30:23.000Z",
"resourceType": "Group”

}I

"schemas":

[

"urn:ietf:params:scim:schemas:core:2.0:Group"

2. 7="612 . EMENRFEEERERREBFEIR
=8 Gl

curl https://scim.{Z1}/scim/v2/Groups<?parameters> --header 'Authorization: Bearer <your sc
im credential>' --header "content-type:application/json" -X GET
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iR B

"Resources":

[

"displayName": "<group name>",
"id": "g-00nqnd7hoevdlunv****",
"members": [],

"meta”:

"created": "2023-08-01T13:30:23.000Z",
"lastModified": "2023-08-01T13:30:23.000Z",
"resourceType": "Group"

}I

"schemas":

[

"urn:ietf:params:scim:schemas:core:2.0:Group"

}
1,
"itemsPerPage": 10,
"schemas":

[

"urn:ietf:params:scim:api:messages:2.0:ListResponse”

1
"startIndex": 1,
"totalResults": 1

PUT /Groups/{id} 1 PATCH /Groups/{id}

o PUT /Groups/{id} : EiaFAFHEER.

o PATCH /Groups/{id} : ETFREFEER.
EJZENES

o {id} & , EEFESEEI Schema FENHIFER,

o PUT ABEFBREMN , 23FEH member,

e Patch 37§ Add. Replace #1 Remove,
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o (NBEEXHESHIARFA.
=B Gl

o B BER (PUT)

SREAKSEE

curl https://scim.{Z15}/scim/v2/Groups/<groupld> --header 'Authorization: Bearer <your scim ¢

redential>' --header "content-type:application/json" -X PUT -d '<data>'

Hrh |, data 507 -

{
"displayName": "<group name>",
"schemas": [
"urn:ietf:params:scim:schemas:core:2.0:Group”
]
}

» BEFfFAF4AER ( PATCH)

curl https://scim.{=£15}}/scim/v2/Groups/<groupld> --header 'Authorization: Bearer <your scim ¢

redential>' --header "content-type:application/json" -X PATCH -d '<data>'

Hrp , data £5/7=BIR0T -

//M <groupld > XN AVERFEIRIEERIFEF <userld >

{
"Operations”: [
{
"op": "remove”,
"path": "members”,
"value": [
{
"value": "<userld>"
}
]
}
1,
"schemas": [
"urn:ietf:params:scim:api:messages:2.0:PatchOp"
]
}

//M <groupld >33 NAYBRFZIRETE FBF
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{
"Operations”: [
{
"op": "remove",
"path": "members"
}
1,
"schemas": [
"urn:ietf:params:scim:api:messages:2.0:PatchOp”
]
}
//18 <groupld>X$RAYEMZRIN3ANEF
{
"Operations”: [
{
"op": "add",
"path": "members”,
"value": [
{
"display": "<userNamel>",
"value": "<userld1>"
1
{
"display": "<userName2>",
"value": "<userld2>"
17
{
"display": "<userName3>",
"value": "<userld3>"
}
]
}
1,
"schemas": [
"urn:ietf:params:scim:api:messages:2.0:PatchOp"
]
}
IR [E]7=451

HTTP/1.1 204 No Content

HTTP/1.1 204

Date: Tue, 07 Apr 2020 23:59:09 GMT

Content-Type: application/json

x-Requestld: dad0c91c-1ea8-4b36-9fdb-4f099b59¢1c9
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DELETE /Groups/{id}
IhgetmA
« MifsiETE ID BRI,
fEFRZIR
o {id} 1E,
o F1E member BIRHEAFIFAIBRZE.
o {NEEMIpR#ERICRIFE 4.
=P %Nl

curl https://scim.{F1}/scim/v2/Groups/<groupld> --header 'Authorization: Bearer <your scim credent
ial>' --header "content-type:application/json" -X DELETE

iR [

HTTP/1.1 204

Date: Mon, 06 Apr 2020 22:21:24 GMT
Content-Type: application/json

x-Requestld: abbf9e53-9ecc-46d2-8efe-104a66ff128
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B SSO &R

BIEm=

EHARSEERSHPOSHFET SAML 2.0 HBERER (SSO BR ) . aFaRRSREME (SP)  MEWVBEBENBSHEERRS
WESHRMEE (1dP ) . 8d SSO &R , IR TALUERA IdP FRBFREEERSHH0.

BRAELER

J5F SSO &&

1EREAKSEE > SHPOEE > 88 *>*SSO BRWA , B SSO BERE , EafHTENRMUBEEERSE.
L
LRI SSO BR |, ERUSHEPRIIERER.

1. 7£ SSO BRXIE, , ¥JF SSO BERFFX.

wE

@

Al
1]
3ilig

SSOEH

2. E[EA SSO BRIHEE , BEHE.

@ FEssous

BEERSREMEE (SP) ER

EHESNER 1dP PECERRERAT , TEEMA SP TR | BOULESEAKSEE > SHHTOERE > iRE >*SSO ERATR
SRME (SP) ERKIE , BdE R SP JTAUE R |, T# SP sTuE . BT , SthALAEEEH] ACS URL, Entity ID ,
BEERATINE IdP NFahicE.
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SSOEF

RSIRAF(SP)ES 1 THiSPTuEry

https://tencentcloudsso.cc o

https://tencentcloud . ® 7

BHRME(DP)ER GmESHRHEESR
http://www.ok 3]
https://dev-72283370.okta.com/app/dev-72283370 o

2024-06-28 19:35:40

1MER

EEBMIREME (1dP) E-2
BRERESHREE (1dP) F8 , AHE SSO BERFFX , ABEIERER SSO ERIIEE.
FFFHEEN LETEIE AN L B E R D RAUBIER.

o HhFECE(NBEECE SSO BERTURAIREME : Entity ID, ZERHUBUEF] SAML BZIEH.
o NREFEEREEZ IdP ER | 1B 1dP inEpoTaE X R LIETaERI S U TEC .

EESpRMHE (1dP) 52
CRELRBESHIMIEES | THERRRER.

1. CEREAKRSEE > Sodil.
2. FEMSHE  BFERE.
3. £ SSO BERMIBMHIEMHE (1dP ) EEXE , BERESNHRHEBER.

4. FEESHIRMUBEEINEE , ITF LETHIEERFIRE | EESHRHEBER.
USSR LMEBEE—HTEE | BXTEE X aii EE R BN SO IR IREN.

o HAETTERESE
BEEEXMY | CESIRHEREITEIE .
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EESHRHUBER

mEs O LTSRS FicE

EAE3fH +

SRS
e B
o FahfcE
EESHRHBEER
mEss | bEwsExsy O FHRE
EOUYID T htp:/www.okta.c
SFIIEY T https://dev-72283370.¢
T, BEFE

= Entity ID : BRHEFEIRR.
» TR | SHREREERMIL,

= IE B - BNREEAT SAML IBNEZRNER. ELBREGEEIE , HESDRHBINES.

5. BAEHRE.

BB MIREME (1dP) -2

SREAKSEE

HERERUTHESERRSE |, GEAILERSNREBER. EEABRETERN , IRFRENSHNREBERSRE

AIEEARED , FTRESSHAFRRERAN  HEEELE.

HRIFTE : TCloudFinanceZone 2026/7/14 04:42:22

3 94Tt 34011



O BATTCE ]

1. 7£ SSO EEMNBMHIRME (1dP) FEKI , BEEESMIRUHBER.
2. FEREBMIREHEEXEE , EREEA , HENESER. Ef HEIRTilEXEs | BlfE.
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EESKSFIN
ZR SR

ESWSENAHE , SILIRESERKSHIBREN , Bi& CAM BFRE.

S ORFRLIEY CAM BFRIGEKSHZER , BARRBINT.

]IV i

R CAM DFERWESH O SESTEFENER |, Bd
R e CAM BRREE , SLHAPESIIRRKERN
= CAM FF , AEHEZERWEN=EE,

CAMAF B2

SREAKSEE

RZHI

£EcE CAM FIFELH , B
DRFREANTTAE ( BFP-K

5 ) BafES.

B CAM HRTEEERA
T, FEE CAM PRE,

MREBIZNKS. STBEOHHTOREHERN , ETUHANEAKSEE > SO0 NSKSHIREER

H , NS BRMFHITUTERE

1. EREFEE— NS TIKS.
2. EBFEARSPTEDFOED.
3. BEERECAMAFREY | B URSHAEIETREL.

o EBRELSH , WTEHHLBEFENREY  MRWEHITESERF , SRFRW. BE—HPrIFIEE

SRERERII.

o BEMNINE  SEBERKSHEIE— N S3HHORFRER CAM AR,

» BN HEEFRKS |, B E—PeIER CAM BREI.

CAM BFEVARBERHIRIR , BRER FEXNERAIER,
» SipthORAFET CAM ARS8 BiRKS FROERIRRIEIR.

BIMEE , 1520 & CAM BFREL.
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BcE CAM BE8EL

= =
;,gﬂfi/% =
IRIREFNEEAEN | RS KSIRBAYPSENERSERE | LRI RS,
RSB , BB (userl ) FERRAKE ( Accountl ) FERERIRRE , ZAUREBENT
CVM BOSIERR , SCIEHAThiOBIFRR (userl ) {REGHIERERIKE (Accountl ) By CVM &R,

Ellfr== S

IBHREEEIE TR E.

KBk | (EREPRECE EHPETIRRES | A ElZBE R,
ISHREE IR TR,

KBk, ERSMTOEIERIAER (userl ) .
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=18 CAM BFES
fE CAM BFREHS

BIEn=

A LB E CAM BFESE |, EEFRKEFEEIE— 58600 BEFPERN CAM B |, AEiEdiZ CAM BRBEZKEHIE
ﬁgo

AIERE— RG], BIEE CAM BFREY | EEKE (Accountl ) FEIE—NS5HFOAF (userl ) [@EA9 CAM BF
(userl) , A58 CAM AR (userl) % CVM PUEEEASR , SCELED CAM AR (userl ) SHiHEEMEMS ( Accountl ) FaY
CVM &R,

BFLR

SB— : BE CAM BAFRZ
EREEKSHESHTLHEE CAM BFRES.

1L EAEARSEE > FHH0.
2. EEMISHEE | B CAM @8 > SKSIFINETE,
3. EZ KSR EERE , EEERKS.
Kbl | EEERWS (Accountl ) ,
4. BEHECE CAM BRREE,
KIS WNER AERD

@ BREAAKEN, TTUHBIESREAFFINMERAFLMA, URMNNSERR X

,  Root_test

Account!

5. £k E CAM BFRRESER  EBrAFEmrdE  ARBRE 2.
iR, EERESHPOAF (userl) .
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EECAMAFRES
(1 FT

4 mr

EERP (E331)

user1
yt-test4
yt3

yt2

yt1

RAFa

T BUH

6. RELUTERSR  REBET—.
i. N\ CAM BFRZAEA.
ii. BCEIPERERRR,

&R Y

Fanoli

Fanplie

Fanplie

Fanpli

FapelE

FapelE

B4

o MEREREE | HEMKSAFERE CAM BFRIAILIRRES.
» Hif  HOENCAMABFRSEECHFAER CAM AF.

» EERE - #rEUERY CAM BRI RSED
iii. BCEABRIRRR.
o MBRIRES : MibR CAM BRESHE , WERPHI CAM FFRILIESRER.
= (REE : HiB% CAM FIFESHT ,
= % : #iB% CAM FIFESHET ,
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EECAMABFES

Q@ szrre > @) wmmsmR O

CAMAFRESEE
b
R - v
TelZENCAMBFR &
1REE v
ESHFOIRCAMAFES R, SRECA NGB
ENERISRIAF 4

P/ 11MAFP, 0TEFP4A
BikERF

user1

7. BE5EK.
EEMINE  SEERKSNEIE— N EZNCAMEBR. ARfld , BREMRKS ( Accountl ) FERIZEIE—ESH+HOA
A (userl) EBHICAMBEFRF (userl) .

£, /3 CAM B

B 84+0 > BBE CAM BFREE | AFEE CAM BIFBFPRETEHIRIR , FEE CAM EHEMAFRN. NFEEISHHO
FIRIPR | IBEIEFERE CAM fEREE.

1. ERERWS (Accountl) .
2. 79 CAM FBF (userl) 181%,
KRGIF , BEF CAM AR (userl ) CVM BEIERIR. BEMNEE | B8 IFEFRRIRE.

TB= BodOBARERE¥ES
SpFOERP (userl ) BIECAMAFR (userl ) SpifAEERMKE (Accountl ) FRICVMEZFIE,

1. BpOAER (userl ) BEREHPOBRIIF.
BINEME , 520 B OBRER.
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HCAMAF B R

Account1 userll 5] G
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BEE/IZ5U/MRRERREZ

BIEmS

AHENBUFTEE CAM FBFFEEE. 3 CAM FBRRSTH CAM SRR,

BAFL R

BE CAM BRES

1 HNERAKSEE > S,
2. EEMISAREE | 558 CAM @ > BRESERE,

RAFRSEE

us
AP
us
il
yt-test1
Jiilnd”:|

2u-yt1
ArPda

yti TR
AN

3. EAFRLEERE  BHBETARESRFFINESRFS.
4. ERFELSFEENR , EERAFRLFRE. 8i& CAM BRES ID. K&

&2 CAM BFE$

L HENEAKSERE > S0,

2. EEMSME | 8 CAM BFF > BFRRSERE,

3. tAFRLEERE  REETAFRESRIFFINESEFS.

4. ERFEZFEER , BERwE | (EXSumAsbReREs.
XTERETNEX , 52 k& CAM BFRRZE.

WAL : TCloudFinanceZone 2026/7/14 04:42:22

2024-07-03 19:50:55
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2024-06-29 14:58:53
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AFPESER

userl
ilad

userl
mBP

yt-testl
i

20yt
RPE

yt1
1o

fiER CAM FBFEZ
L ENERAKSERE > B0,

2. EEMSME , 8 CAM B > BFRRSEE,

IGEZS

G202

[GEZ22]

[GEZ2%0)]

G222

3. tAFRLEERTE , BLEBERARRESERIEIRIMER.

4. IR HRHIETE |, BBEHRE.

RAFRSEE

user1

AP

Account1 user1

AP

yt-testl
RBP4
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[BEZ253%)]

23]

2024-0°

2024-0°

2024-01

2024-01

2024-01

CAMAFEF¥1E

[SEZ52]

it

RAKS
2024-07-03 19:29:53

2024-07-03 19:29:56

BEEMRCAMAF RIS B?

HERRFEY, SRRSHTLRFPSCAMTR
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AFExR
B ORPER

BIEnS

SEHHORPERAFNIFGE  JUEEECHEMRIGENIKS | FLL CAM BRIGRIKSHII NI,

BRELER

LR— | SREERIIFaibik

1. B3 OEEREAERAKSERE > S50,
2. EEMSHEE , BESHPOMRE.
3. e mEAN , EENEHAFER URL,

SRS

SRS
S 2] CAMBFRISH
1 1 0

BREE

SR_  BRBHPORFTIF
1. SHFOAPRTHRAFESR URL.

2. RIEEERENERSI  ERBHHPORFIIF.
Ae
EXFFAF SSO BR | AR EIRER.

3.7 SSO B&RIH , Bkl , RASBEEEIE W IdP FERTH.

4. fEREIY IdP NRAFEMEREER,

= i[EksE

LA CAM AFPER

MAPERURL »

]

SREAKSEE

E5HHhOFEET CAM BREZE | sialLiEE CAM AFiDRKS®RIR. BE&EDi= , 550 & CAM BREZL.

WAL : TCloudFinanceZone 2026/7/14 04:42:22
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LA CAM BFERIE |, BEETKSEFIINER. JESMKSHINENRE , SRRz E RiEEFEEE
KRS,

WaBR :
WMRFFNIT , FTREEEHAIKERNSEENR.
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B IR
R EIR)R

1. ERKSEBRERTHARR ?

SRR SERERTERSHEREEIVRBZ N T FEEKS.

=

2. ERXEEHEIKS ?

TeE. EEWSASHFRE.,

3. A EHRNBLERINZFEKS ?

ErBYEIBARNAT  RARFRMIZTFERS. BINEEFESN RINARMR.

4. — P oEEWSHEERS MARAIKR ?

e, — I FEEWRS—RABER—MARIIKR,

5. a{aIBUERERI] ?
EFAMNE T IFTEATER J58M, SUERRIEMNSEES MAIEER ],
1. UEEKESHERETEE SHKSEE,
2. SR A NS AIER ST,
3. EEREHP S EGEE RTINS, SRR TR , tte LR ez,
4, BATEITIBER] | SRS TZER HRM— B, ZEFRMEENERNMREE—.

==

HREAT LR RRIZER .

6. MR R=FEKEBN/BHER] ?

BiREE | 152N BEkR.
SRR TSRS R R SR INZUERI ] -

1. EFaERAKSEEERaT  EFEERIEERm-FR,
2. iEFENNEFEIKS | ARIEERANRREFR HAR.
3. [EXHEIET | IERER T FEWSHERIER .

7. — 1= FEWRSHLZS 18R JRIAR ?

AELA, — P aFEKSREER— B JRIKA.

8. BRI IRREWHAILIBZ VR ?

EEILASER IIRES R, SEERREN )T IZRRKSHIZFaRSER |, SIS IRREETLIASE.
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APISZ#Y
Cam Identity Center ( cic)

WS (2021-03-31)
API *E s

APIRRZR

V3

SHOEESCIMRELSHEXEO

EOBR EOIhREE
CreateSCIMCredential BESCIMZEA
DeleteSCIMCredential fBRSCIMZ5A
GetSCIMSynchronizationStatus HASCIMEEEMAE
ListSCIMCredentials EiASCIMEZRFIER
UpdateSCIMCredentialStatus B ZEESCIMZ4$8
UpdateSCIMSynchronizationStatus BREEERASCIMERE

SrUEERREREXZEO

EOSWR ¥OThae
AddExternalSAMLIdPCertificate FIISAMLES RIS
ClearExternalSAMLIdentityProvider BESAMLBDIRItEEREER
GetExternalSAMLIdentityProvider HRASAMLEMRHEEEREER
GetZoneDetail IR ERIRNEEER
GetZoneSAMLServiceProviderInfo EHFSAMLIRSIRHEER
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EOBR ¥OTheE
ListExternalSAMLIdPCertificates ERSAMLEZIEPFIER
RemoveExternalSAMLIdPCertificate FBERSAMLEZUEH
SetExternalSAMLIdentityProvider FEESAMLEBMDIRARER

BprbEEZKSRNARED

EOER BOThaEE
CreateRoleAssignment R RS HHY

S UEEFRFPEEAEXEN

EOBMR EOIhEe
CreateUserSyncProvisioning RIECAMBRFES
DeleteUserSyncProvisioning HBRCAMRBF R
GetProvisioningTaskStatus EHRFRSESAESIIRES
GetUserSyncProvisioning HiRCAMARFREZ
ListUserSyncProvisionings HRACAMABRFRLIZE
UpdateUserSyncProvisioning B CAMBRFREZE

SprbEENRECEEXEO

OSSR BO8EE
CreateRoleConfiguration CIENRECE

S OEEAPRXED

EOAR EZMIheE
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EORR
CreateUser
DeleteUser
GetUser
ListUsers
UpdateUser

UpdateUserStatus

SfiprbEEAFAEBXREN

EORR
AddUserToGroup
CreateGroup
DeleteGroup

GetGroup
ListGroupMembers
ListGroups
ListJoinedGroupsForUser
RemoveUserFromGroup

UpdateGroup

S+ O EEEXREO

EORR
DescribeldentityCenter
GetZoneStatistics

OpenldentityCenter

WAL : TCloudFinanceZone
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pillEaEE
FHAFER
BiRAFYIE
IERPER
BRI

EOThAE
AREFERMBAF

ellfe Aozl

MERRFE
BRRAFPAER
ERRFESRIBFIE
ENAFESIE
ESRFMARBFE
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ERAFEER
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HITENFEIHER
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EORR
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AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java

KRARFFE : TCloudFinanceZone 2026/7/14 04:42:22 % 11573t 34011



2 BAETCE ]

e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");

KRARFFE : TCloudFinanceZone 2026/7/14 04:42:22 % 116 W3t 34011



2 BAETCE ]

/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

SREAKSEE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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SREAKSEE

2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) Efe¥IRRIEEREHORIMIEXIE, TCloudFinanceZone3dISIFARREINE Z [B7LMRE | (RERE
i B R AFEEASEMF RS, ATHREAENE. B THRE , B GEERFEIEEPME,

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone API fIprEZEOYEIT HTTPS #{T@EE , IRItELeMmEEEE,

3. 18 KGE

S HTTP Bk A%

o POST (#7F )
o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.
Resourcelnsufficient BIFAE.
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BR7E V3
{8 TC3-HMAC-SHA256 && 7540 , ARSHEZEESH—E HTTP Header iE3LEH , a0 -

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e . _
X-TC-Action  String 2 oemmisen Y Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

SHEWR ESis ik A
Acti , = BrrEOEMR. BESEROXETMASHATLSH Action AR, HINZ=IRSSER
ction String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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SHER it Wik R
: = Z4/7 UNIX BY[E)2 , FliSRAHS APLiERAIEIE, 518011529223702 , dNRS5ZFIRTENE
Timestamp INMeger = sy, 23lEBEITHEE,
Nonce Integer =& BEHIEEEEL , 5 Timestamp BXS#ek , AFRLEERINE.
Secretld Stri = FE=APIZSE_E BRIBARREHMAHY Secretld , —4 Secretld X3RIME—H SecretKey , T
ecre nng = SecretKey & FRARIEXKEHE Signature,
. . = BREE , ARWIEHRERNEE | FERPRESRAMASEITESEH. Bt
ignature MG B mrmre RO
Version String = #RFRY APL RORRA, EUESEREOSERASRILSEL Version RUH, BHIMI=ARSS S0
=
k2 2017-03-12,
SignatureMethod  Strin - &2A= , BaixdE HmacSHA256 1 HmacSHAL1, RBEiEEtE&#08 HmacSHA256
gnaturelvietho 9 = BY , Z{ER HmacSHA256 BELAIIEE R , HAitbiERI9ER HmacSHAL 1iFsE,
T . IGEHERBFTAR Token , FELESIGINEE—REEA. IGITZE Token FEEHEE
oken String &=

EIRSERZORE. KHZHPAFE Token .

stis IR

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,
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=vile

Bl SCIMZ5$R

O EESCIMBIZTEREZO

L. FZOfER

ZEOiEkE2 - cicapi3.finance.cloud.tencent.com,

BIESCIME4H

BOMZ AR : 200%/70,

FEOEHATE : 2024-12-11 12:17:58,

EORIGER NEN,

2. WANSEY

IUTIERSEHFIFRNG B T EZEOBERSEFE D AHSE , TBEAHSHEFIRN A TERSL],
SHBFR D4yvis FEFNULL St R
Action = B String ANHSE, AEOBUE : CreateSCIMCredential
Version =2 i String NHESE, AEZEOEE ; 2021-03-31
Region 2 & String AHBY , WHERNEORNTERBLSEL.
Zoneld = = Strin =EID, z-gIIFk | BEREL2MEHEF/NEF5
= = 9 RGWE: z-2d8shd8***
A s\l
3. S
SHEWR it R
CreateTime Strin SCIM EZSRAIEIEAIIA,
9 RfE : 2025-01-03 12:12:23
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}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation

WAL : TCloudFinanceZone

183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,

2026/7/14 04:42:22 #2303t 34011



2 BAETCE ]

FEIRED izl
FailedOperation EMERI,
InternalError N ERFEIR.
InvalidAction EORNFHE,
InvalidParameter SHBEIR.
InvalidParameterValue SHEUEEIR.
LimitExceeded B ECEPRE.
MissingParameter ROSEEER,
NoSuchVersion BEOMRAAFE,
RequestLimitExceeded TERAVREGEY T SRERPRE,
ResourcelnUse R SR,
Resourcelnsufficient RIRALE,
ResourceNotFound RIFAFIE,
ResourceUnavailable RIFAA R,
UnauthorizedOperation RIZRURIE.
UnknownParameter RAISEGEIR,
UnsupportedOperation BMEARSZH,
UnsupportedProtocol http(s)iEXIMYEEIR , R3Z#F GET #1 POST 153K,
UnsupportedRegion BEOARSHFAT S,

W SSEEIRES
S izl

InvalidParameter.ParamError
LimitExceeded.RemoveUserFromGroupLimitExceeded
ResourceNotFound.RoleConfigurationProvisioningNotFound

InvalidParameterValue.ZoneNameFormatError
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SRR izl
InvalidParameter.ScimCredentialNotFound
ResourceNotFound.UserNotExist
FailedOperation.SynchronizedGroupNotRemoveUser
FailedOperation.TokenExpired
FailedOperation.AddUserOverLimit
InvalidParameter.ConfigurationNameAlreadyExists
InvalidParameter.NamePasswordNotExist
FailedOperation.SynchronizedGroupNotUpdate
InvalidParameter.UsernameAlreadyExists
InvalidParameter.GroupNameFormatError
ResourceNotFound.UserProvisioningNotFound
FailedOperation.GroupOverUpperLimit
InvalidParameter.UserAlreadyExistsGroup
FailedOperation.UserAddGroupCountOverUpperLimit
InvalidParameter.EmailAlreadyExists
InvalidParameter.GroupUserAlreadyExists
InvalidParameterValue.LoginTypelnvalid
FailedOperation.JWTClaimsFailed
FailedOperation.IdentityCenterNotOpen
FailedOperation.IdentityCenterNotEnterpriseAuth
InvalidParameter.SPEntityIDError
ResourceNotFound.X509CertificateNotFound
ResourceNotFound.SAMLServiceProviderNotFound
FailedOperation.IdentityProviderNotConfigured

FailedOperation.DecodeMetadataDocumentFailed
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FEIRD 5488
InvalidParameterValue. X509CertificateFormatError
FailedOperation.SAMLServiceProviderCreateFailed
FailedOperation.ScimCredentialGenerateError
FailedOperation.AccountPasswordLoginNotSupport
LimitExceeded.CreateUserSyncProvisioningLimitExceeded
FailedOperation.SSoStatusEnableNotClearldentityProvider
ResourceNotFound.SAMLIdentityProviderNotFound
FailedOperation.UploadMetadataFailed
LimitExceeded.CreateRoleAssignmentLimitExceeded
ResourceNotFound.UserProvisioningTaskNotFound
LimitExceeded.AddUserToGroupLimitExceeded
FailedOperation.SAMLMetadataDocumentGetFailed
InvalidParameter.GroupNotExist
FailedOperation.UserProvisioningExists
FailedOperation.MetadataCosParsingFailed
LimitExceeded.CreateUserLimitExceeded
FailedOperation.RoleConfigurationAuthorizationOverLimit
FailedOperation.IDPMetadataVerifyFailed
FailedOperation.UserForbidLogin
FailedOperation.IdentityCenterOrganizationNotOpen
FailedOperation.RoleConfigurationAuthorizationExist
FailedOperation.XMLDataUnmarshalFailed
InvalidParameter.SAMLResponseNotExist
ResourceNotFound.ServiceRoleNotExist

FailedOperation.RoleConfigurationAuthorizationAlreadyExist
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FEIRD 5488
FailedOperation.GenSamIResponseError
InvalidParameter.RequestParamEmailRepeat
InvalidParameter.UserScimCredentialStatusError
FailedOperation.AESCryptoFailed
FailedOperation.UserProvisioningAlreadyExists
FailedOperation.IdentityCenterNotAuth
InvalidParameter.GroupNameAlreadyExists
InternalError
FailedOperation.SAMLResponseVerifyFailed
FailedOperation.DeleteGroupNotAllowExistUser
FailedOperation.ZoneldNotExist
InvalidParameter.GroupUserNotExist
FailedOperation.ManualUserNotDelete
InvalidParameter.ScimSyncStatusError
FailedOperation.UserProvisioningOverLimit
FailedOperation.SynchronizedGroupNotAddUser
FailedOperation.SynchronizedUserNotDelete
FailedOperation.PrivateKeyDecodeError
InvalidParameter.ConfigurationNameFormatError
InvalidParameter.UsernameFormatError
FailedOperation.AddUserToGroupOverLimitPerRequest
FailedOperation.X509CertificateAlreadyExist
InvalidParameter.RoleConfigurationNotExist
FailedOperation.RoleConfigurationProvisioningStatusError

FailedOperation.IdentityCenterNotOrganizationManager
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FEIRD izl
FailedOperation.X509CertificateParsingFailed
FailedOperation.ManualGroupNotDelete
FailedOperation.SynchronizedGroupNotDelete
LimitExceeded.ScimCredentialLimitExceeded
FailedOperation.ManualGroupNotUpdate
FailedOperation.AudienceFormatError
FailedOperation.UserProvisioningFailed
InvalidParameterValue.SSoStatuslnvalid
InvalidParameter.NextTokenlInvalid
FailedOperation.JWT VerifyFailed
FailedOperation.ManualUserNotUpdate
FailedOperation.ConfigurationOverUpperLimit
FailedOperation.UserOverUpperLimit
InvalidParameterValue.IdentityCenterZoneNameAlreadyExist
FailedOperation.GroupUserCountOverUpperLimit
FailedOperation.SynchronizedUserNotUpdate
FailedOperation.JWTSignFailed
FailedOperation.DBOperationError
InvalidParameter.RequestParamUserNameRepeat
FailedOperation.GroupTypeUserTypeNotMatch
FailedOperation.OrganizationMemberNotExist
FailedOperation.ParsePrivateKeyError

FailedOperation.IdentityCenterAlreadyOpen
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SHFIKSEIE ( organization )
hRZs ( 2022-05-08 )
API #ErS

APILRZR

V3

R RGF—EFRBEREN

EORR O
CreateOrganizationldentity RINEBRSHD
CreateOrganizationMemberAuthldentity N INARLR PR R3IEHEAR
CreateOrganizationMembersPolicy BURBRRRIIEIREE
DeleteOrganizationldentity HBRBLIS {0
DeleteOrganizationMemberAuthldentity FRIBRLBER AL R
DeleteOrganizationMembersPolicy FHIBRLALR p% R 3IEI AR
DescribeOrganizationMemberAuthldentities IREVALR pl RiHIRIRING 3R
DescribeOrganizationMemberPolicies IREVABLR ol RAVIBRIR S 2R
ListOrganizationldentity RENVALR R RIBIRSOFIZR
UpdateOrganizationldentity EFBRSHD

—/\ E*E?&?& L

EORR MMV
CreateOrganization etlfE eI ZASEAR

DeleteOrganization IRl 2HER
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EORR #MOTNRE
QuitOrganization IBHEIELR

PSS SEIE

EORR OO0
DescribeOrganizationFinancialByMember VAR R4EESREVERIMSER
DescribeOrganizationFinancialByMonth AR #EREVBLRA S5 Eass
DescribeOrganizationFinancialByProduct PAF= R RBVRRAI S5 ER

=R SRR EEEREO

ORI ¥O108E
AddOrganizationMemberEmail N INABLA R R HRFE
CreateOrganizationMember BB R
DeleteOrganizationMembers M ERFREW AR
DescribeOrganizationMemberEmailBind B REREFSEIFHER
SendOrgMemberAccountBindEmail ERTRIER RSB ERRE R B
UpdateOrganizationMember EFIARRER
UpdateOrganizationMemberEmailBind BB RHEFFE

RS RS ER IR

EOBFR ZOINEE
ListPolicies BERIRYIREUE

ListPoliciesForTarget B BRKBAAVSRIRIZR
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2 BAETCE ]

AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I

KRARFFE : TCloudFinanceZone 2026/7/14 04:42:22 % 238703t 34011



2 BAETCE ]

SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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2 BAETCE ]

e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");

KRARFFE : TCloudFinanceZone 2026/7/14 04:42:22 242703t 34011



2 BAETCE ]

/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

SREAKSEE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) Efe¥IRRIEEREHORIMIEXIE, TCloudFinanceZone3dISIFARREINE Z [B7LMRE | (RERE
i B R AFEEASEMF RS, ATHREAENE. B THRE , B GEERFEIEEPME,

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone API fIprEZEOYEIT HTTPS #{T@EE , IRItELeMmEEEE,

3. 18 KGE

S HTTP Bk A%

o POST (#7F )
o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.
Resourcelnsufficient BIFAE.
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BR7E V3
{8 TC3-HMAC-SHA256 && 7540 , ARSHEZEESH—E HTTP Header iE3LEH , a0 -

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e . _
X-TC-Action  String 2 oemmisen Y Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

SHEWR ESis ik A
Acti , = BrrEOEMR. BESEROXETMASHATLSH Action AR, HINZ=IRSSER
ction String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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SHER it Wik R
: = Z4/7 UNIX BY[E)2 , FliSRAHS APLiERAIEIE, 518011529223702 , dNRS5ZFIRTENE
Timestamp INMeger = sy, 23lEBEITHEE,
Nonce Integer =& BEHIEEEEL , 5 Timestamp BXS#ek , AFRLEERINE.
Secretld Stri = FE=APIZSE_E BRIBARREHMAHY Secretld , —4 Secretld X3RIME—H SecretKey , T
ecre nng = SecretKey & FRARIEXKEHE Signature,
. . = BREE , ARWIEHRERNEE | FERPRESRAMASEITESEH. Bt
ignature MG B mrmre RO
Version String = #RFRY APL RORRA, EUESEREOSERASRILSEL Version RUH, BHIMI=ARSS S0
=
k2 2017-03-12,
SignatureMethod  Strin - &2A= , BaixdE HmacSHA256 1 HmacSHAL1, RBEiEEtE&#08 HmacSHA256
gnaturelvietho 9 = BY , Z{ER HmacSHA256 BELAIIEE R , HAitbiERI9ER HmacSHAL 1iFsE,
T . IGEHERBFTAR Token , FELESIGINEE—REEA. IGITZE Token FEEHEE
oken String &=

EIRSERZORE. KHZHPAFE Token .

stis IR

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,
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RRGT—EFBEXREO
IIJ\JJ I:I QH—/ \%'ﬁj\

L. FZOfER

ZOiEk1E4 : organization.api3.finance.cloud.tencent.com,

S INERG D

BOMZ AR : 200%/70,

EOEHATE : 2024-09-09 21:54:23,

EOBINER NEN.

2. WANSEY

UNBRSEGIRGVH T ZOBRSENRO AHSEH , mBAHSHGIRD A TSRS,

SHBMR
Action
Version

Region
IdentityAliasName
Description

IdentityPolicy

3. IS

o C KA

WAL : TCloudFinanceZone
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=

=
=

i

fil

i

fil

ADIFNULL

=
[}

=S
[ }

3=
[

fim

il

fim

SREAKSEE

gt fiA
Strin AHSE, AEORE :
g CreateOrganizationldentity
String ~HSE, AEOBYE : 2022-05-08
Stri ~HSE , HRERARZOFETEEEL
tring o
Strin B ERR
g ~BE : admin_identity
Strin BntEa
9 ~5H& : admin identity
Array of BHRRE
IdentityPolicy g =F
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SHER RE T

511D

Identityld Uinte4 _
entity n EIfE 1001

Requestld String H—iEX ID , ®RiEKRESIRE], EARNEEREIZRIEKRKA Requestld,

4. SEIRAY

PIMMXAIHE T 2O S ZAEERR0EIRED | BfERBIF AT 5=,

IR A
ResourceNotFound.OrganizationNotExist EFREAFE

InvalidParameter

InternalError
FailedOperation.OrganizationldentityNameUsed
ResourceNotFound.PolicyNotExist
LimitExceeded.IdentityExceedLimit

FailedOperation.GetPolicyDetail
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N INZEZRRY S [B)RAY

L. O

Ak : organization.api3.finance.cloud.tencent.com,

ININZBLR Bl RIS
FOANZOIBERIRIRE : 200%/F0,
EOEHAE : 2024-09-09 21:54:23,

EOARGER NEN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS

SEBR ik FRPFNULL K3
Action = B String
Version = = String
Region = & String
. Array of
M = =
emberUins 2 = Uint64
. Array of
Identityld ~ ~ .
entityics = = Uint64

3. S

o C St HEiR

| REAHSYPIERR SRS,

RNESE, AEOBYE
CreateOrganizationMemberAuthldentity

NHBE, ANMZEOBYE : 2022-05-08
NHSBE , MIFEERNEOFREEEGBIL S,

RLRUINFIZE, &Z101
aIE : [111111111111]

BipldyIzk. &&=51, AILUE
g ListOrganizationldentity $REX
g - [13]

Requestld String H—iEK ID , ®RiEkEPSIRE]l, EfRAHEERAIZRIEKE Requestld,

4. SEIRAY
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LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

HiRt TR
ResourceNotFound.OrganizationNotExist ERBRLAFEFE
UnsupportedOperation

InvalidParameter

InternalError

ResourceNotFound.OrganizationMemberNotExist R SAFE
FailedOperation.CreateRole

ResourceNotFound.OrganizationldentityNotExist

FailedOperation.OrganizationldentityPolicyError
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L. O

Al

i

Ak : organization.api3.finance.cloud.tencent.com,

BIE BRI R IR SRS

BOMZCIERIERIRS] © 200%/7D,

EOEHAE : 2024-09-09 21:54:23,

EOARGER NEN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS

SHEWR
Action

Version

Region

MemberUins

PolicyName

Identityld

Description

3. I SE
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RNHEBE, MEORE
CreateOrganizationMembersPolicy

NHSE, AEOBYE : 2022-05-08
AH2BH , HFERKEOREEEBILLSEH,

ARRUINFIZE, &Z101
~fE - [111111111111]

R, KEL~1280F4F , SHFRNFH. 7.

FS+=.0@_-
MHME : policy_name

FRIBIAISARID, AJLAE
17 ListOrganizationldentity ¥KEX
g : 101

RESHER, BRAKEN128DFHF
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SHER KA fiid

ERESID,

Policyld Int64 _
ey n RElE : 1001

Requestld String HE—IEK ID , 8XiEkESIRE. EJRNFEERHIZRIEKE Requestld,

4. SEIRRY

PAIMXAIE T O S ZAEERREIRED | BfERDIF N A THEIRS,

ERTD A
ResourceNotFound.OrganizationNotExist EFBRATFE
UnsupportedOperation
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"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}
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