S BASTCE

B TCE

WAL : TCloudFinanceZone



S BASTCE N

B=

- IEHEEIRIER -
« ZRAIRARIRIGEER -
< EETANE -

5

6

6

7

« R :
« ElasticsearchZRG#f - - :

- ZEHITESRGENE - :

* EIHEFCRER

BEER -

- B
* FEERTEY
* FEA - -
- PR -
o FEERIIRE - -
- RIFAS - -

- =Hit (cloudaudit) ----
« B (2019-03-04) -

BN o PP 30
RAA - 31
EOERVL 31

- BEOSAEVS - -
- BEER -
< AHBHY

IR : TCloudFinanceZone 2026/7/11 05:11:09 2o



O BATTCE =eit

CHEIEIER
- NS
ZEF R iR ER
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ERSIRIEERNSEtEiEes TENER , HiEEKes server , 5IRSkilftkatka , iR cam&EB LX)
kafka,auditrepotéB{4MkafkaiHZEEURE | #HIT R IBEBEIES A\ES,
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EaET BN A

REDEBN B mBEXNEZREETE. TREEGSITAER.

B4R

1. MRIEGERKE | BIaN7zip , BTFRERERGE , ETENES ML TEEIE,
2. putty , BFERHLEIEFEWIndowsES EIFAIE MR |, BlLAAREIchiark=ETTTE,

& RN

1. /tce/entrypoint.sh , HRZEsA , TRECEXHFIASBERIVES.
HITAR © cd /tce && sh entrypoint.sh

IR REEMEEEMITIZIEIE |, FILI—RIERTEEXRLD.

2. /tce/healthchk.sh , REREMA , MRSHARTRN , RENESERHE.

IR MBGREME | ZHARSERHIT,
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=i

AR5 =T At

IRIEREEREISRSER | BIXRSAIES +imOit Tcurl | WIERFSERESIES | HlA0

1. kg tcloud-tcenter-platform-cloudtrail
HEIZSEEIP , tban: 192.168.241.175 curl -v -d " http://192.168.241.175:50030 header R7&FE&[E] 200 ,

NZRIAHEIARSSIER.
2. kg tcloud-cloudaudit-auditreport
HApodEME , ps -ef&&pythonHiEE B FEstartAuth, startSignature, startSeni#ig , IRFE , MFE

BRAIEARSSIER.

ARSS R R I
BREPH , SASRHATEIE , SERSEHE  JENARERIMERATS , AHIRES , 25T

BRBESGEME. FE50ME  BRRINEES | UREGRERE  RESNSTHEIINE | RAEIERR
THAT .

RS TIPRSRE

#4Tps aux | grep QC, XiZmasteriHiZF] worker HIZRBIERIEIT , workerHERIEIR R SRS TIHA.

BT HEEMCE

1. ## Nauditreportfgs%
2. cd /data/log/audit
FIFFSRIRERIS G MREESEHREE  RLERFEHES , —HEEERRAE~E | | NIRS1E
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B PSR
BT B ZRARNHRE

pun

BT SRR R

HPEINSR
HENTEHITRE , BRI ESEE . SiREXEFEREN,

LA
=)
E AL TE

1. # A cloudtrailfRss , #11Tps aux | grep QC , MEEworkerHFERBIEEHIT. WRAIEE |, HfTsh
server.sh -t restart -n QC_CLOUD_TRAIL , H{TIRSER.

2. #147cd /data/release/cloudtrail/application/logs/sys && vim sys_{HEHf}.log , BEEEAERIN
"QC_CLOUD_TRAIL_worker start" Bz1HE , MIR&E , IR HEEEE

3. HTEFoNiRIERR , grep lookupEvents /data/release/cloudtrail/application/logs/detail/daily_{H
Hi}log , UREEEREHT , IRE , tREresponse code¥ IR EUEREREILResHE., HIMXITRIEEMF
HITHEIE,

4. cloudtrailfgs5Hiresponse code B0 , HBHERSIES , HMEHESRS.

5. # Nauditreportfgss , tail -f /data/log/audit /audit_report.logger.log , EEEREFNEEBEEN.

6. IRBEFMNVEFHT , RASUEE KA , FEXAEesHIAE | EF2HIMBENRIFRZEE les mapping
FrFE  SHEANKW , & ReshIEMREA |
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ICREIEHIN R F (TREEUE)

ICREIELMRE (FRERE)  FIRIUTERAE ¢

1. i#F A\ tcloud-tcenter-cam-authZ3gs:

#iTtcpdump -Xnp port 9503 , IR AIEIREEE |, BiuEcam-authfRSEEFE BNIEE
Hi&/data/release/cam_swoole/log/ , H{TAIRRENL

2. # Atcloud-tcenter-cam-log-yunapiazs:

HiTtcpdump -Xnp port 9503 , EERBWEIEIRES , IRIRE , WAKESRE | SHIEEEHER
HfTtcpdump -Xnp port 50021 , MEZBERAIEE , 50021 AHTTPIRS , EItBEREREXET
HTTP/1.1 200

3. i Atcloud-cloudaudit-cloudtraillog 28

4. M=EEIHHE/data/release/cloudtrail_log/application/logs/ca , IR HEARAFE | iBiRiEdetailflreqB R
HNBEHITIRSS 2T

5. ps auxiZZfilebeatiHiZRBFE(ZHTZIEHE LIRZIES) , ATLAEE/usr/local/services/
qcloud_filebeat-1.0/logstiT15)

6. #R¥E/usr/local/services/qcloud_filebeat-1.0/filebeat.yml Bc&fJoutput.elasticsearch , {FRcurl s &EE
esfRSEEMERE , tkcurl 10.10.2.21:9202

MRBFmZF T RNEI IARE | BHE

1) #1417 kubectl get pod -n tce -o wide | grep tcloud-cloudaudit-cloudtrail < , EEERAIFE ! , FKEX
podidIP, FHcurlt&MIEEERIENT , 40 : curl -v 192.168.254.250:50021 , {NREH , —Jﬁgggngmau /dat
a/release/cloudtrail/application/logs

2) IS BEESET AN |, #HAtcloud-cloudaudit-cloudtraillogzszs , #R#&/usr/local/services/qcloud_filebeat-1.0/
filebeat.yml EZ&HRJoutput.elasticsearch , {FAcurl AN EEesIREEEM/E , ttllcurl 10.10.2.21:9202
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M= ES
ElasticsearchZXFi{f&=

WSS
Elasticsearch RFEHfE , TTiAIEFEIRARSS.

A
i AR MEGERIT™E | AR TSR NAIIERRRERN , RERSEEIEEXR.

E=blsid

1. # A\ auditreport g3,

2. TRITMERRIEE |, vim /tce/healthchk.sh 55—470 exit 0,

3. cd /data/release/tcloud-cloudaudit-auditreport/scf_report 117 bash service.sh -t stop , {F1LEHE
SN, \iuRiiRes serverfJtaZ,

4. {EZEBAFILLIR Elasticsearch RAAIRE , NIEFIE=EHITRE , SIEEERRIEUES  vFTLUAS
Elasticsearch (RS 1EFE.

5. cd /data/release/tcloud-cloudaudit-auditreport/scf_report && bash service.sh -t start , EFffS5)
auditreport fRS3HFE HZRkafkaZiES N\ES,

6. auditreport X[FHAE , BUEASHIEZR | 2URFFEE Kafka, auditreport BFEEN , ©M Kafka HIEEGE |
RREEASERX.
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O BATTCE =eit

~HITEERFHE

BUESIIES
ZHITUESEE | TAEFRHRS.

#itH& #fFcs

B =itE®
2024-03-06 00:00:00 ~ 2024-03-1223:59.59  [7] Q

% @] | Eleme onsole Memory  Application  Security Lighthouse LR -
® 0 vQa C vt ¥
Filter (O Hide data URLs All [0 JS CSS Img Media Font Doc WS Manifest Other (] Has blocked cookies [ Blocked Requests

100 ms 200 ms 300 ms 400 ms 500 ms 600 ms 700 ms 800 ms 900 ms 1000 ms 1100 ms 1200 ms 1300 ms 1400 ms 1500 ms 1%
— — — —

: "cloud audit search error}, Returniessage: "ok”,.}
audit search error"}

{Code: "Interna;

BRI
HitBELEEREE.

bl
1. EinEOEEREDR | JRERERRSNSEE  RERRRSIRS | HERiRpodIKSEER.
kubectl get pod -n tce | grep cloudaudit

[root@tcs-10-25-2-54 tunnel_user]# kubectl get pod -n tce | grep cloudaudit

oc loud-c loudaudit—auditreport-7c/5/84908-bcmt] 1/1 Running ) Zod
ocloud-cloudaudit-auditreport-7¢757849b8-hgfpv 171 Running 0 312d
ocloud-cloudaudit—cloudtrail-7cb9c858b8-mrxcv 1/1 Running 0 53d
b | ocloud-cloudaudit—cloudtrail-7ch9c858b8-zwz5d 1/1 Running 0 312d
tcloud-cloudaudit-auditreport-78dbb97f69-7hjhn 1/1 Running 0 312d
] tcloud-cloudaudit-auditreport-78dbb97f69-p6n84 1/1 Running 0 102d
tcloud-cloudaudit-cloudtrail-694f fdbbdd-kslc2 1/1 Running 0 116d
tcloud-cloudaudit—cloudtrail-694f f4bbdd-q97p5 1/1 Running 0 312d

) Troot@tcs-10-25-2-54 tunnel_user]#

2. [FimpodINERE |, JLMRIRESpodiRiEKRES.

=1
H
g
21
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~HIHE(FCRETAS

HIRIR
RECAERE | REHUE.

LU=
HitATLEEEES.

NS4
1. NETREIRE  iRB8E | —RESdResEikakfa R ESHEIIAZIEE.

##HEpodW ----HFIREG] , EEIRERERGE

kubectl exec -it -n tce tcloud-cloudaudit-cloudtrail-xxxx
cd /data/log/cloudtrail/detail

#ERREMAE  EfesiBXIREE

tail -f daily_2025xxxx.log

#iHtEpodA ----HHFRES , EERERERGE

kubect! exec -it -n tce tcloud-cloudaudit-auditreport-xxxx
cd /data/log/audit

#EEEMAE  EaBkafkatlBXiRiE

tail -f audit_report.logger.log

2. e Ees K&, &5,
el

ip="kubectl get secret -n tce es-cloudaudit -oyaml | grep ipv4 | awk -F ' ' {print $2}' | base64 -d’
port="kubectl get secret -n tce es-cloudaudit -oyaml | grep port | awk -F ' ' ‘{print $2}' | base64 -d
user="kubectl get secret -n tce es-cloudaudit -oyaml -oyaml | grep -w user | awk -F ' ' "{print $2}' | base64 -d
pass="kubectl get secret -n tce es-cloudaudit -oyaml | grep -w password | awk -F ' ' {print $2}' | base64 -d

#EFesEEHINGERIER

curl -u $user:$pass -s http://$ip:$port/_cluster/health?pretty

#EEesEHRORIE

curl -u $user:$pass -s http://$ip:$port/_cluster/settings | python -m json.tool | grep -i read_only

#EERSI
curl -u $user:$pass -s http://$ip:$port/_cat/indices?v | grep traillog_server_log

EE i
ip="kubectl get secret -n tce es-ocloud-cloudaudit -oyaml | grep ipv4 | awk -F ' ' {print $2}' | base64 -d°
port="kubectl get secret -n tce es-ocloud-cloudaudit -oyaml | grep port | awk -F ' ' {print $2}' | base64 -d
user="kubectl get secret -n tce es-ocloud-cloudaudit -oyaml -oyaml | grep -w user | awk -F ' * *{print $2}' | base64 -
q
pass="kubectl get secret -n tce es-ocloud-cloudaudit -oyaml | grep -w password | awk -F ' ' {print $2}' | base64 -d

#EEeSEHINTERIES
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curl -u $user:$pass -s http://$ip:$port/_cluster/health?pretty

HEFesKHRRRIE

curl -u $user:$pass -s http://$ip:$port/_cluster/settings | python -m json.tool | grep -i read_only
#EFERS|

curl -u $user:$pass -s http://$ip:$port/_cat/indices?v | grep traillog_server_log

3. esEHIEE , HUMIREE , —RBesERBHERT , SRFEHEITERS].

#EFERS|
curl -u $user:$pass -s http://$ip:$port/_cat/indices?v | grep traillog_server_log
#51EAY A HRYZRS|
#XMes IR
curl -u $user:$pass -H "Content-Type:application/json" -XPUT http://$ip:$port/_cluster/settings -d '{
"persistent”: {
"cluster.blocks.read_only_allow_delete": false
}
y
curl -H "Content-Type: application/json" -u $user:$pass -XPUT http://$ip:$port/_all/_settings' -d '{"index":{"blocks":
{"read_only_allow_delete":null}}}

#FF R EMBREZUE
curl -H "Content-Type: application/json" -XPUT http://$ip:$port/_cluster/settings -d '{

"persistent”: {

"action.destructive_requires_name": false
}
y

#EREMPRERS]
curl -XDELETE http://$ip:$port/traillog_server_log-2022*

o WResERINERE | FEHSIEN TR esiElE,
o WNResERPNSIER | IRBHIMRAE , NFtaEkafkaikE.

4. taBkafkalk7. topicEEEIEE.
i. 2&kafkakSHREE

# 1B kafkazLflpodk7
kubectl get pod -n sso | grep kafka-kafka

# BRkafka podly , 10EEHIHIRSSHItopicRBIER IR

kubectl exec -it -n sso $(kubectl get pod -n sso | grep “kubectl get sb -n tce | grep kafka-cam | grep -v export
er | awk {print $2}" | head -n 1 | awk ‘{print $1}') bash

unset JMX_PORT

# $RENzkittiE

zk=$(grep '~zookeeper.connect="/etc/kafka/server.properties | awk -F= "{print $NF}")

# E RS BSE

export KAFKA_LOG4J_OPTS=-Dlog4j.rootLogger=INFO

cd /opt/kafka_2.11-1.1.1/bin/

./kafka-topics.sh --list --zookeeper $zk | grep -E 'cloudaudit|req_production’

#ILEEECIEEAIkafka topic

WAL : TCloudFinanceZone 2026/7/11 05:11:09 FURHF TR
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kubectl get sb -n tce kafka-cam -ojson | jq .spec.parameters.topicList

kubectl get sb -n tce kafka-tcenter-ocloud-cam -ojson | jq .spec.parameters.topicList

o IEFtopic

status: "True™
type: InfoSynced
message: Binding updated
state: Ready
[root@tcs-18-27-8-25 ~]# kubectl get sb -n tce kafka-cam -ojson | jq .spec.parameters.topiclList

[root@tcs-18-27-8-25 ~]# kubectl get sb -n tce kafka-tcenter-oclowd-can -ojson iq .spec.paraneters, topiclist

o WNRkafkalXEFRH | FEHSIEINT IS E kafkaa)RE,

ii. FRDERIHERRtopic , MIBRERIHEFERRIsb , EfEtopic , BREtopicZERIEFHEEIE,

kubectl delete sb -n tce kafka-cam/kafka-tcenter-ocloud-cam

HRIFTE : TCloudFinanceZone 2026/7/11 05:11:09
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Ex{ESCH

EE T A% HBIEE , BTSSP AMSETE.
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TRER

ZHITRREE , MvR.
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S

TR &

LERFEEFENKENIHRE , EEEINTETRNEE. EFETkubernetesi#H{TRSRHINEE , ILISETF RN
¥l {Kubernetes-&E&H Fi&ilnode T R) HITTH =T B,

swoole worker

SR ABAR , REMREAER , JABTIBIN TR ERSERIR S RS IEE .

1. ERW1E8,

2. #117kg tagke {node id},

3. #147cd /data/release/swoole_tag/applicationvim product_env.php,
4. FEIWORK_NUM—1T , EBIN A FHEET BRI,

5. BT,

elasticsearchEEEH &

esERHETF(FRZ D R ZaIARIERYE |, Hes serverZHEENAER , JLABIENnode T T7KEY E. TS
EFEME (est BRIt .
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FHIDHRE

@it S shard , SreplicateZBtafest=RE , B ISTM 7 HURFAEIUS BT AL,
WiBg :
ESUEENESNERERT , ENEAROIRE A INENRANE, SEURENES M EIRNERT ,
EARIAH ISR AINEANRANS |, @idtranslogRiFEIERSEL, SHRANNTHWETRESH

SWEETRATIINAIETT | BalESHERNERPRTS | SEFRENIE B HHRER shard FSRRIFERHY
=M.

HEIANET RRENERER |, esA]LABRNISRIATIEAIZ shard B3, MWISCHL 7 HUIEIRERS.
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Z2(ER

REXHZZE

1. idc/database_config.php

o THRE : BUREEE
o ¥l :

<?php class DatabaseConfig {
public static function getDbInfo(){

WAL : TCloudFinanceZone

$database = array( //dict53: db_name => BLEFIE

‘default’ => array(
ip' => '127.0.0.1,
‘port’ => 3306,
‘user' => 'root’,
'password’ => '123456',
'charset' => 'utf8’,
'mode' => 'async'

),

'qcloudTag’ => array(
ip' => '10.182.21.52',
‘port’ => 3300,
‘'user' => 'ccdb’,
'‘password’ => 'UEDh5ZVx93I0GYCs',
'charset’ => 'utf8',
'mode' => "async'

)

cloudTagCheck' => array(
ip' => '10.182.21.52',
‘port’ => 3300,
‘user' => 'ccdb’,
‘password' => '"UEDh5ZVx93I0GYCs',
‘charset’ => 'utf8’,
'mode’ => "async'
),
‘cAuth’ => array(
ip' => '10.182.21.52',
‘port’ => 3300,
'user' => 'ccdb’,
'password’ => 'UEDh5ZVx93I0GYCs',
'charset' => 'latin1’,
'mode’ => "async’

),

2026/7/11 05:11:09
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)i
return $database;

}

/*
* SEfhIl2
=
* 58
*
*/
const DEFAULT HANDLER = 'default’;
const TAG_HANDLER = 'qcloudTag’;
const TAG_CHECK_HANDLER = 'qcloudTagCheck’;
const CAUTH_HANDLER = 'cAuth’;
/*
* dbsg
*
*/
constDEFAULT _DB = 'test’;
constTAG_DB = 'qcloudTag’;
constCAUTH_DB = 'cAuth_test’;

}

HEFEETYRERTFARFE—EKE  SPAFENARE  NEEE , BRR—EZAREF.

2. idc/hosts_config.php

o INgE : THFIRSBECE.
o T

const CMSI_URL ="http://sz.cmsi.isd.com/interface.php”;// {EEMRSZurl , BT RIXE SF0HRLE
const ACCOUNT_URL ="http://account.xxx.com:50001"; // Mk RS url
static $elk_url_module = array(
self:ACCOUNT_URL => 'QC_ACCOUNT,
) //EEREekBEN T RS
static $elk_all_http_report = true; //BEFELBelkiRs
elk_all_http_reportFX¥1F5 , =iE£EMhttpARAET I Elelk,

(3= =10

o HitHEHME pct99: 300ms,
o CPUfERIZER 20%,
o RESAZE 10%.
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BeFrEr (FHPm
ES=i=(ED

1 EEEFCR

L BRETE , A (58] > [FESHT] > [Z8iH] | S S8 FE.
2 (ERIBERAET , BB SRS ARSI R TEHER, B,

o XET  AILERREPISRASEHEXIXRFHTEMGRR. NG, ZHRIPSHTXREFHLEES , 7
EFIRTREREIARISER,
o PERE  ALURIEAFS. RRRE. IE. SHID. SHER. BRE. FMRSRIpIEFRHITASE
EEILAEA36SRUIMAVRFER , FEEANRMFCRESLIIRNIFARTL® , FETHESHICR J8E
(REMHEZ] . FTLUBSA LANTERE , THRMFCR.

B{FCR b
i |
i | i
: Lo
2020-12-10 00:00:00 ~ 2020-12-16 23:59:59 [ XRF v Qo
HiERIE 121 BHER =] HRE BHREMW
v 2020-12-16 10:12:41 root ConsoleLogin - account(ISIEP)
WA Xig chonggqing
HIRED 0 = 1D a4e39f00c909532¢47efa5dbc9B366Me1
BHER ConsoleLogin L cloud.tencent.com/login
G 2020-12-16 10:12:41 K ID a724ba91d2e335c9e53b3068dd59e22d
iR IP ity 192.168.10.16 APE root
BEEF G HES
» 2020-12-15 10:35:03 root ;m%) SRR - cam(FBF SHUR) Uin/100004605892
> 2020-12-15 10:35:02 root ListSubAccounts(SRENFBF515%) - cam(FF SHUR)

2 BEIFE
1. IEFERERIRMECRIIRG |, IREEH—F THRBEMNAMECHE , TLRHZIRECRENN (V] |, &Fis

BEILRMPCRAFRS , BiENEEHA. KiK., HRB. M ID . BHEMR. SR, S4E. BKID ., RIP
ik, AFPE. B, JLBE (BEEFH] | #TTESGIEXER.
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BFCR

ETR 2020-12-10 00:00:00 ~ 2020-12-16 23:59:59 [

FHRIE

v 2020-12-16 10:12:41

P

BRI 0

BHFER ConsoleLogin
H{4adi 2020-12-16 10:12:41
I8 1P itk 1 3
EREF

» 2020-12-15 10:35:03

» 2020-12-15 10:35:02

BRE FHER =]
root ConsoleLogin
Xi chongging
=##1D a4e39f00c309532¢47efa5dbc98366fe1
R cloud Vlogin
&K ID a724ba91d2e335c9e53b3068dd59e22d
BraE root
root L icies (BB EAIE
BEBIE)
root ListSubAccounts(SREXFEF51I%E)

2. RE'EESEH  JLUEERXARER.

"actionType": ""
"apiErrorCode
"apiErrorMessage": "",
“apiVersion": "1.0",

"errorCode"

19,

"errorMessage": "",

"eventID":

"eventName"

"ade39f 2ca7ef
: "ConsoleLogin",

"eventRegion”: "chongging”,
"eventSource": "clou: om/login",

"eventTime"
"eventType"

: "2020-12-16 10:12:41",
: "Consolelogin",

"eventVersion": "1.0",

"httpMethod": "",

“region": ""
"requestID"

>

: "a724ba91d2e335c9e53b3068dd59e22d",

"requestParameters”: {

"s_url"

s

"project”: "

: "cloud. .com"

)

"resourceName": "*",
"resourceType": "account",

"resources”

B

"sourceIPAddress": ™

"userAgent": "Mozilla/5.8 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chr

3 [hSRICRSH

1. REHLIERSH

SIS

ESzi)

2. AEHETREDENSHIEKR , REHEBESH.
3. BB ZHITHIRB SHECOSH, BRIFETIEEERTSH. FiHCRIUSHENENEFEREILIS
HEFZAVEER. SSHENER , FEEHREHPEIEAE : CloudAudit QCSRole F4BECOSFullAccess

R,

WAL : TCloudFinanceZone
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BE X ASE)

BIZEFAS

COSTHERE * -1255000280

SHHNEFE, HFH - NHEES, FRERIT40FFT
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B IR

— R EIa)RR

H4LE2 CloudAudit ?

CloudAudit 2—Fh Web fRSS , FliCRERIKS LHTAIES) , FISEEXUHEEZEERY COS 5.

CloudAudit BHpLe{E ?

CloudAudit TNBITIERKS _ EHITHRIESRIRIEEsI eI IitE, CloudAudit ANEREMEENEE(EE , 81F
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CloudAudit , ZRILUCRARS. FHEUGEFHREBSENEMIREPEREEXAKSE). CloudAudit IRIERFEEMK
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BRI, SR LIEMCRMEE S FERKA P EFTIREINEMES , Nt SRS
tZdig |, R LAESEERFE AEEIE. RBIASMAIE. INRSEEEIRREFH IR N
ZRIBRANEE,
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WEEZIRFRISIER | RE. ERRISTELE AR RERESMNARFT | MEDKFHEER
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ERIBESEHEERRFCRIIER , URYNEFSM4RE. BRa. SH2R. JFLE. BRSNS,
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EIRTERT LRV MEFCRIFS | BERAER. X, ERB. S4 1D, BHRR. R, BHRTE.
iEK ID, & IP #eht, FAFRE.

ASERICRSH

ZHIHERI S ELEIRIT365RIAE.

o BESHTE
ERERERAGIRSHE S BEEESHIES
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NAZR

TEDM

SAPNZKSHERFAEREAMAT , CloudAudit FCRAATSEER BB SRR, thal , CloudAudit 21
FRRAFNFMERKSERERE , BIFRE. IR IP ittt EREAZEFALIER , XEEHEFAICR , BEXEICR ,
RBFELFIIKS REFERSE-.

RIFZEIE

SAPNRRHISRFEZER , CloudAudit FMiCRAVEFATGRESIAAHAIRE. N, SAFAI—& CVM
SSHWEHT , BFPALUEE CloudAudit $EIFERAYERERTE), IR IP tbhiE , LALCROHTAEAYSHIRIE.

BT
REPISESHS 1  | MERBEERET AN (AN REREBILRSE | BT ARG

BIRNEHHFEITERE , APRERNE M RAFEER(FCR, CloudAudit FRCRAMMFSMISEEREXTIEM
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AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");

KRARFFE : TCloudFinanceZone 2026/7/11 05:11:09 $3BIESTRH



2 BAETCE =eit

/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

=EHiI

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

KRARFFE : TCloudFinanceZone 2026/7/11 05:11:09 $44TE TR



2 AT TCE =it

nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) Efe¥IRRIEEREHORIMIEXIE, TCloudFinanceZone3dISIFARREINE Z [B7LMRE | (RERE
i B R AFEEASEMF RS, ATHREAENE. B THRE , B GEERFEIEEPME,

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone API fIprEZEOYEIT HTTPS #{T@EE , IRItELeMmEEEE,

3. 18 KGE

S HTTP Bk A%

o POST (#7F )
o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.
Resourcelnsufficient BIFAE.

KRARFFE : TCloudFinanceZone 2026/7/11 05:11:09 $ 49T TR



2 AT TCE =it

SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BOARISRTE b,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

SHEWR ESis ik A
Acti , = BrrEOEMR. BESEROXETMASHATLSH Action AR, HINZ=IRSSER
ction String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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SHER it Wik R
: = Z4/7 UNIX BY[E)2 , FliSRAHS APLiERAIEIE, 518011529223702 , dNRS5ZFIRTENE
Timestamp INMeger = sy, 23lEBEITHEE,
Nonce Integer =& BEHIEEEEL , 5 Timestamp BXS#ek , AFRLEERINE.
Secretld Stri = FE=APIZSE_E BRIBARREHMAHY Secretld , —4 Secretld X3RIME—H SecretKey , T
ecre nng = SecretKey & FRARIEXKEHE Signature,
. . = BREE , ARWIEHRERNEE | FERPRESRAMASEITESEH. Bt
ignature MG B mrmre RO
Version String = #RFRY APL RORRA, EUESEREOSERASRILSEL Version RUH, BHIMI=ARSS S0
=
k2 2017-03-12,
SignatureMethod  Strin - &2A= , BaixdE HmacSHA256 1 HmacSHAL1, RBEiEEtE&#08 HmacSHA256
gnaturelvietho 9 = BY , Z{ER HmacSHA256 BELAIIEE R , HAitbiERI9ER HmacSHAL 1iFsE,
T . IGEHERBFTAR Token , FELESIGINEE—REEA. IGITZE Token FEEHEE
oken String &=

EIRSERZORE. KHZHPAFE Token .

stis IR

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,
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=ERLT
mEREE

L. FZOfER

ZOiEkE : cloudaudit.api3.finance.cloud.tencent.com,

HwRATEO

BOMZ AR : 200%/70,

O EHATE : 2025-03-11 15:35:38,

EORIGER NEN,

2. WANSEY

SHBMR
Action
Version

Region

StartTime
EndTime

MaxResults
NextToken

OwnerUin
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String
String

String
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UNBRSEGIRGVH T ZOBRSENRO AHSEH , mBAHSHGIRD A TSRS,

R

N

NHSE, AZEOBYE : LookupEvents

HE¥ , AEOEYE : 2019-03-04

>
\

\

RNESY , WEEERRROFFTREEISH.

BT afd(a
~GWE : 1729094400000

EiERAE]

~HE : 1729094400000
BRRAETHE
wHfE : 10

=il

THUE
82bf3ccad18b0db62ea4f9790b969833

EiFAFuin
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SHER

LookupAttributes

LookupType

ContentValue

3. I ESE

SHER

Events

NextToken

ListOver

ReturnMessage

Requestld

4. $81%

ZEOE T ESBIEEIAEIRD |, M EIRGIFEN A LEIRD
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5

ESig)

Array of
Events

String

Bool

String

String

FVFNULL 258U

G
[

Iy

ol

Array of
Attr

String

String

U

=L
g 2E

T—Tratoken

Hk

EAEHET
THIE : EE

BREREE
~HUE : keyValue

2BABIERES
5HE : 100

T1E : 82bf3ccad18b0db62ea4f9790b969833

BARE—T
HHE : false

ReturnMessage

BHE : ok

E—IEK D, SIRIERESIREl. EMARAGHEERAZRIERE

Requestld,
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Resources

el

BAFEOIN - Lookuptvents
&

Resourcehame
ResourceType
Resourceegion
ResourceCoame
ResourceEntiame.

ResourceTypetiame

ExportList

s

[ ———
an

B
Ounerin
Coucet
Costegion
St
Strrime
Endime
Cuenetime
UpdateTime
Subccoumtuin
Flesize
stoagetype
Fletye

Language

Events

mw
BTFEOSN - LookupEvents

n on L
[ sung
Eventd z = suing
[ stng
Eentime P suing
Secred P suing
Erorcode z = umer
Reauesid ® = Sy
Accountd 2 =& Vit
sowceprdaress B B suing
Bensouce B B suing
Eentegon & & Sy
Userame 2 =& sung
Resources P Resources
Ureysion s = sung
aprorcode E B Sy
Aproessage & & sung
roject 5 = suing
Resourclypecn & & suing
Resourchegion & & Sy
Benomecs @ & sung
Benztame  ® @ suing
ResdWredesl & R suing

Attr

s

TR - Lookuptvents
&0

Atbutekey

Arbutevaie
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=EHiI

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
rect.”"
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"
}
}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

EEIRADYIZR
NIHEREE
BI=ig
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation

DryRunOperation
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183
BHIEE (T2 APLERRE ),
MFA $&iR,

BRAGE. BEEHONERRRESCHMREESR  IIREIE
®  BNERARGESIER  TRAENMEETE,

BRUH, Timestamp MRS HESEEENGBIR ST , BORES
MR ELE SN EREEE,

BRER. ERUEER  BYREALNPROSSCHEEES
ZitEIE,

token &R,
Bkk CAM 1%,

DryRun 1##{F , (CRIBRESEMIINT , RRZET DryRun 244,
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