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2 BAETCE iR

AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I

KRARFFE : TCloudFinanceZone 2026/8/27 07:30:30 % 10 70|



2 BAETCE iR

SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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2 BAETCE iR

ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

R

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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L. frssHbtt

s ( Region ) Efe¥IRRIEEREHORIMIEXIE, TCloudFinanceZone3dISIFARREINE Z [B7LMRE | (RERE
i B R AFEEASEMF RS, ATHREAENE. B THRE , B GEERFEIEEPME,

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone API fIprEZEOYEIT HTTPS #{T@EE , IRItELeMmEEEE,

3. 18 KGE

S HTTP Bk A%

o POST (#7F )
o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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IR[Bl55

IEffR B

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

EIRIR[EILER
SN, FORENERAIT -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.
Resourcelnsufficient BIFAE.
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BOARISRTE b,
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BRTTIAE V3

{5 TC3-HMAC-SHA256 &2 75 50T ,

BB

X-TC-Action
X-TC-Region

X-TC-
Timestamp

X-TC-Version

Authorization

X-TC-Token

o=yl

ES

fr#

String

String

Integer

String

String

String

=
=

el

alil

el

fil

iy

NHEBHEEZE—HKE HTTP Header i53K3LEfeh , W0F :

fhik

BENEORRR. BESEEOSETEMASEATESE Action AIREA. FIAN=RSEENE
EsCAIFIZREN , BYEN Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S
NHSE Region RURHA. TR | REROFAFTEEBZSH , BOSHEPXIAFFNRA |
LR B RIZ S AR ERN.

250 UNIX RHEE , elicRARE APLIERAOATE. FIg0 1529223702, iFE : MR SRSEE
FEEEBIE S , 23 REFITHIER.

{FEY APL BURRAE., BUESEZOSEPASLILSE Version B, FIIN=ARSS2RAIR
A 2017-03-12,

HTTP iRESHIAIESLERFER |, 0 :

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,

- TC3-HMAC-SHA256 : €£75)% , BRIBEERNZE ;

- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FENAHSE X-TC-Timestamp EH) UTC FER B HEF—3 ; service ir=ma . R
S5ARNFRIRE—5 , flglcvm ;

- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;

- Signature : EZHE,

IRRHEBATARR Token | FEESIGRIER MR, IRIEBEM Token FEENLRERR
SHEAROREL. KEIEHEAFE Token,

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

g C

Action

Region

WAL : TCloudFinanceZone
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=
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el

A
BEEOBR. BESEEOSETEMASEANESE Action AYIHEA. FIIN=IRSES
RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

R

LSHERTRRAFMZEOLSNENNSE  HE | A8 MEORMAZRASXEPABXESHHITRE , B8REKIIFE
BHXLSH , FREERKEIEK,
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SHER it Wik R
: = Z4/7 UNIX BY[E)2 , FliSRAHS APLiERAIEIE, 518011529223702 , dNRS5ZFIRTENE
Timestamp INMeger = sy, 23lEBEITHEE,
Nonce Integer =& BEHIEEEEL , 5 Timestamp BXS#ek , AFRLEERINE.
Secretld Stri = FE=APIZSE_E BRIBARREHMAHY Secretld , —4 Secretld X3RIME—H SecretKey , T
ecre nng = SecretKey & FRARIEXKEHE Signature,
. . = BREE , ARWIEHRERNEE | FERPRESRAMASEITESEH. Bt
ignature MG B mrmre RO
Version String = #RFRY APL RORRA, EUESEREOSERASRILSEL Version RUH, BHIMI=ARSS S0
=
k2 2017-03-12,
SignatureMethod  Strin - &2A= , BaixdE HmacSHA256 1 HmacSHAL1, RBEiEEtE&#08 HmacSHA256
gnaturelvietho 9 = BY , Z{ER HmacSHA256 BELAIIEE R , HAitbiERI9ER HmacSHAL 1iFsE,
T . IGEHERBFTAR Token , FELESIGINEE—REEA. IGITZE Token FEEHEE
oken String &=

EIRSERZORE. KHZHPAFE Token .

stis IR

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,
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ZEOiEkiE4 : tapproval.api3.finance.cloud.tencent.com,

HEBTERAL
BOMZ AR : 200%/70,
O EFAYE : 2023-12-15 04:27:58,

EORBEZREN,

2. WANSEY

LITNERSEGIFRNGIH TEROBERSEMEO LS, 5T

SHER E RIFNULL
Action 2 &
Version 2 &
Region 2 &=
PaperIDs =2 5
Operate = &
Opinion & &

3. IS

o C KA fiaid

String
String

String

Array of Uint64

Uint64

String

R

NH2E , AEOBYE : BatchPerformApproval

\

\

HE% , ANEOBYE : 2022-05-18

b

RNESY , WEEERRROFTREELISH,

\

FERIIDAIZER
THE : 1

BEME , 12: K[, 14: FEE
g : 14

HHEL
~BE : Approved

Requestld String HE—igK ID , ®RiEkEPSIRE]l, EfRAHEERAIZRIEKE Requestld,
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ZEOiEKE2 : tapproval.api3.finance.cloud.tencent.com,

HEIRATE RS
FOANZOIBERIRIRE : 200%/F0,
EOEHRATE : 2023-12-15 04:25:16,

EARBER LN,

2. WNSEY

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER IEF RIFNULL
Action 2 &
Version 2 &
Region = &
Reason = &=
PaperIDs = &
A Ry 4
3. HSE
SHBR KA A
Requestld String HE—i&3k ID

4. SE1RAY

KRB
String
String

String

String

Array of Uint64

e NRY=E

, BN18

N

\

\N
7

IS, ANMEOBYE : 2022-05-18

RESY  WEHERRROFTFEEGELLSH.

ERiEEH
~Fl{E : Reason
EHLEAIDFIZ
g 1

KREPIRE, EEEFERAIZRIEKR Requestld,

ZEOERWSEERXANERD , AtERIGFEN L HER0,
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ZEOiEKE2 : tapproval.api3.finance.cloud.tencent.com,
FRIBRER AL

EOAEZOERIRERRS : 200K/70,

BEOEFAE : 2023-12-15 04:21:07,

EOREIRE A IS,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

BEEFR WA FEEFNULL e St A
Action =2 & String AHBE , KEORUE : DeleteApprovalFlow
Version 2 Fi String ~HSE, AEOBYE : 2022-05-18
Region 2 & String NHBHY , WEERNMEOREEZBILSE,
. EfitRid
FlowID = & Uinte4 -
= a | T 1

3. JHESH

SHER ESit ik

Requestld String ME—iEk ID , BRiEKRESIRE]., B EEREZRIERAY Requestld,

4. FEIRAY

ZEOELWSIEERXANERD , EMERGFEN A ERS,
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ZEOiEKE2 : tapproval.api3.finance.cloud.tencent.com,
SRR
EOAEZOERIRERRS : 200K/70,
BEOEFAE : 2025-04-26 21:40:23,

EOREIRE A IS,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHBFR W% MBIEFNULL 288 REA
/\:I:I:7“<
ModlfyApprovaIFIow
Version 2 & String &80, ANZEOBYE : 2022-05-18
INHES ¥ 5 2
Region = = String f\,\/éﬂl,ﬂﬂﬂz{ BAEOATEGBLS
.
. EHHURBIR
Name = 5 St
= | B ng TEHE : Name
o . EHLREA
Description = = St
P = a ring & : Description
) &M Eaction schema
SchemaProps = 5 St
e = - g FHE : SchemaProps
| =z N QE
Activated = & Bool AEERA
= a 0 U : true
Az
ActionIDs = = Array of Uint64 AR5 idFIR

THHE : [1.2,3]

Array of TRBIE
StageParam ~hE : EE

2l
iy

Stages
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SEBR g FSIFENULL 28 S
Scopes = = Array of Scope RELEE

e : EE

_ _ ) EitiRid
FlowID = Iz:- Uinte4 /_.I_TWME 1
AlowSme = = Bool f_ti?ﬁﬁittﬁﬁﬁﬁ?*ﬂ%ﬁiﬂ%i&ﬁﬁﬁﬁt
& : false
. \ _ EEBEEEH
AutoReject B a Bool TAEE : false
. &
A N
Remark A & String TENE : remark
A ) 4
3. ImHEH
SHER KB A

Requestld String WE—IEK ID , 8RiERESIRE. ERNFERMIZRIEKE Requestld,

4. $EIRAY
IATFIRBIH T EECNL S BB AOARTS | EUBRSRIS I 5 27,

HEiREI IR

InternalError.Approval AFEETEIES
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EOAEZOERIRERRS : 200K/70,
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EOARGER NEN,
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UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEER WHsE FEFFNULL i) A
Action 2 & String AHB% , AEOEYE : OperateFlowStatus
Version =2 & String nH&#, ANEZEOBYE : 2022-05-18
Region = B String NHEHSE , HREEAEORNEEEIBLSEH,
. EHitiAid
FlowID = ‘B Uinte4 _
= - wElE : 1

true/2 A8, false&i#t
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A A 4
3. S
SHEMR il U

Requestld String H—iEXK ID , ®RiEkEPSIRE]l, EMRAEERAIZRIEKE Requestld,
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EREF KBRS RIS
EOAEZOERIRERRS : 200K/70,
BEOEFAE : 2024-11-06 21:52:54,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER W AIFENULL ZE A

Action =2 & String AHSH, AEOBE - QueryApprovalFlowStatus
Version 2 & String NHESE, AEOBYE : 2022-05-18

Region 2 & String RNEBH, WEHEENEOATEERILSE.

v3EOSE

ApprovalApilnfo = 5 Apilnf _
PRrovalAp! = | B PR iy . =E

3. JHESH

SEBR et S
data
Data IsOpenAttr

~hE - =5

Requestld  String E—iEK ID , ®RiEkEPSIREl, EMRAHEERAIZRIEKE Requestld,

4. SE1RAY

ZEOERWSEERXANERD , AtERIGFEN L HER0,

R

KRARFFE : TCloudFinanceZone 2026/8/27 07:30:30 $F4TETOR



O BATTCE EitEE

KRARFFE : TCloudFinanceZone 2026/8/27 07:30:30 ERVE -



ERELERIFE

L. O

BOERES
FeRYEEHL- BRI L/ BRI ERIB”

BOMZCIERIERIRS] © 200%/7D,

EOEHAE : 2025-04-26 22:46:29,

}§ D 7 \H_L g Té*y

2. INSE

 EEFIFEREO

R

tapproval.api3.finance.cloud.tencent.com,

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEBR ik FREFNULL
Action 2 &=
Version 2 &
Region P &=
ID 2 a
£ s
3. S
SHER RE
Data Array of
ApprovalPaperAttr
Requestld  String
H N
4. (EI=AS

WAL : TCloudFinanceZone

KRB
String
String

String

Uinte4

ot

A
ANHE2E, AEOBYE : QueryCurrApprovalDetail
RESE, AROBYE : 2022-05-18

RS, WHERRNEORT RGBS,

ERiiLER id
whlE : 1

)

Data
A EE

:

X ID , 8RiEKRESIRE]., BRI EERZRIEK

A9 Requestld,

2026/8/27 07:30:30 EEEY (0



Q) AT TCE e

ZEOERWSEERXANERD , EtERGFEN A LER0.

KRARFFE : TCloudFinanceZone 2026/8/27 07:30:30 $AMTHE 0T



2 AT TCE

SRENAE Fum R BRI

<7 74D
1. E=OER
EOiEKiE2 : tapproval.api3.finance.cloud.t

SRENFE Fim B BRI
BOANZEOIBRERERIRE © 200/,
EOEHATE : 2025-04-26 22:30:20,

EOREIRE A IS,

2. INSE

LITNERSEGIFRNGIH T EOBERSEFERD 2

SHER Ik RPENULL KA
Action = = String
Version = & String
Region B2 = String
ID = & Uint64
L X
3. M S

SEBR RE

Data Array of

ApprovalPaperAttr

Requestld  String

+35

4. sEiRtS

WAL : TCloudFinanceZone

encent.com,

AHBH , TBAHBHGIRN A TLERSL,

Bt

A

N

NS, ANEOBYE : QueryCustomerApprovalDetail
NIEBE , AEOBYE : 2022-05-18
AHBH , WHERAEOLTEEGRILSEH,

ERftLERid
THfE : 1

)

Data
A EE

E—IFK ID , ®IRIEKERIR
A9 Requestld,

[, EfIEEEFEERHZRIEK

2026/8/27 07:30:30

R

FASTHIT0R



Q) AT TCE e

ZEOERWSEERXANERD , EtERGFEN A LER0.

WAL : TCloudFinanceZone 2026/8/27 07:30:30 Fa6mt 70M



2 AT TCE

EAfFHIEIIR

L. O

R

ZEOiEKE2 : tapproval.api3.finance.cloud.tencent.com,

BiRFRIENIR
FOANZOIBERIRIRE : 200%/F0,
ZEOEHRATE : 2025-01-24 22:43:58,

EARBER LN,

2. INSE

LITNERSEGIRNGIH TEROBERSEMEO AHSE

SHAR Wik FREFNULL
Action 2 &
Version 2 &
Region = &
ActionName & B
ApplicantUin B B
Applicant & &=
OwnerAccount & B
Reason = ray
Limit = =

WAL : TCloudFinanceZone

it fR
String ~HSE, AEOBYE : QueryPendingApprovalDoc
String AHSE, AEOEYE : 2022-05-18
String AHBE , WHEEAEOLRLTEEBIL S,
. AV SSEZFR
St —
nd & : Name
Strin FRiEAuin
J ~f5{& : 130000000281
: FRiB
Strin _
"9 ~BHE : Lucy
String FiEEWS
E : Tom
String FRSIEE
~BIE : Reason
=
Uintes

wHE ;1

2026/8/27 07:30:30 FATIHT0R



O BATTCE iR

SEBR Wik ARYFNULL  3%E A
i =& ume gl
3. BitH24]

SRR il R

Data ApprovalPaperSet R [EEGE

~hlE : =5

E—IEK ID , BRERESIREL. EMARATHEERAZRIERE

Requestld  String Requestld

4. SEIRAY

ZEOERWSEERXAERD , EtERIGFN L HER0,

WAL : TCloudFinanceZone 2026/8/27 07:30:30 48T T0R



ROIXEIREE

=z -

1. E=OfFR

ZEOiEKE2 : tapproval.api3.finance.cloud.tencent.com,
RIXEHIRER

EOAEZOERIRERRS : 200K/70,

BEOEFAE : 2023-12-15 04:31:06,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

BEEFR Wik FEFNULL gl fA
Action 2 5 String ANHBE, AEOEYE : SendApprovalReminder
Version =2 & String &8, ANZEOBYE : 2022-05-18
Region 2 & String AHBH , WRERTNEOANTEERL S,
. EHLERID
PaperID = & Uinto4 —
P = |7 TUE : 1

3. JHESH

SHER ESit 533!

>

Requestld String ME—iEk ID , BRiEKRESIRE]., B EEREZRIERAY Requestld,

4. FEIRAY

ZEOELWSIEERXANERD , EMERGFEN A ERS,

KRARFFE : TCloudFinanceZone 2026/8/27 07:30:30 %49 70R



2 AT TCE

RIXEEHLIGIERY

L. O

R

ZEOiEKE2 : tapproval.api3.finance.cloud.tencent.com,

RIXERHISIERD
BOANZEOIBRERERIRE © 200/,
EOEHATE : 2023-12-15 04:59:22,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHAR ik FRPFNULL 258
Action = = String
Version = B String
Region B = String
ApproverUin ) = String
PaperID = -y Uint64
StageSerialNum & & Uint64

3. IS

SEBR St 533!

>F

Requestld String

WAL : TCloudFinanceZone

E—IEK ID

NHSE, AEOBYE : 2022-05-18

)
\

NESY , WEERNZOFFEEELLSH.

\

BE#LAUIN
7~BI{& : 130000000281

EiLERID
g : 1

SREETRFS
THE 1

, BRIEKERIRE], EAEEFRRAIZXIEKAY Requestld,

2026/8/27 07:30:30

S0mt 70m



O BATTCE et
4. (EI=S

EBE

ZEOERWSEERXANERD , EtERIGFEN L HER0,

IR : TCloudFinanceZone 2026/8/27 07:30:30 HS51ME 707"



2 AT TCE

RS ER LA (SIS IR

L. O

R

ZEOiEKE2 : tapproval.api3.finance.cloud.tencent.com,

R B R SIS
FOANZOIBERIRIRE : 200%/F0,
EOEHRATE : 2023-12-15 05:01:08,

EARBER LN,

2. INSE

LINERSEGIRNGIH T ROBRSEFEBO AHSE , TBAHK

SEBR ik FSRIFNULL
Action = a
Version =2 &
Region = &
ApproverUin B &=
PaperID ‘B &
StageSerialNum B &
Code &= &
A Ay 74

3. IHEE
SHER St R
Requestld String

WAL : TCloudFinanceZone

2RE
String
String

String

String

Uint64

Uinte4

String

2026/8/27 07:30:30

W

&
2
it
=
?ﬁ
X
W
s

N

\

NS, ANEOBYE : VerifyApprovalSmsCode

\N

NHESE, ANEOBYE : 2022-05-18
NHBH, MIFEENEOAZTEERLSE,

BE#LAUIN
7~E{E : 130000000281

ERHLERID
hE: 1

R ERITNRFS
hE : 1

EHHE ST
ENE : 1234

E—IEK ID , ®REREEIREl. EAEEIFERHIZXIBEKAY Requestld,

%52 70R



O BATTCE et
4. (EI=S

EBE

ZEOERWSEERXANERD , EtERIGFEN L HER0,

IR : TCloudFinanceZone 2026/8/27 07:30:30 $S3ME 70



2 AT TCE

RGBS

<7 4R

1. O

ZEOiEKE2 : tapproval.api3.finance.cloud.tencent.com,
HAFEHERERINEMSR , [IBNEFREER | SR ATECEREER
EOAEZOERIRERRS : 200K/70,

BEOEFAE : 2024-04-14 21:18:23,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR Witk FEIFNULL it} U
Action = & String AHESE, AEOBYE - WithdrawApplication
Version =2 & String &8, ANZEOBYE : 2022-05-18
Region 2 & String AHBE , WEEERNEOLRTEERIL S,
. L ERid

PaperID 5 5 Uint64 —

P = = | pIME < 1

. i (EIEE AR s
sy =~

Reason A A String —/lf& : Reason

A A 4

3. WS

SHEMR il )%

Requestld String H—iEXK ID , ®RiEkEPSIRE]l, EMRAEERAIZRIEKE Requestld,

j:t A Y
4, EIl?l:lEﬁE.'J
ZIEOE TS BIEEIAEIRE |, EMtERIEN A HLE IR,

WAL : TCloudFinanceZone 2026/8/27 07:30:30

R

FSAmF 70W



O BATTCE EitEE

KRARFFE : TCloudFinanceZone 2026/8/27 07:30:30 & S5 70



2 BAETCE iR

SRS

SealParam

SealParam for user approve record

WA OS5I : CreateCustomerFlow, GetApprovedSet, GetFlowDetail, ModifyApprovalFlow,
QueryApplicationForm, QueryCurrApprovalDetail, QueryCurrApprovalDoc,
QueryCustomerApprovalDetail, QueryCustomerApprovalDoc, QueryPendingApprovalDoc

B Wik AFFNULL il fiA
® 2 |® fnté O 1
PaperID = & Int64 igﬁ i:d )
StageSerialNum = B Int64 ?j;ﬁfgﬁﬁmfr%
OpUin = = string ;%L'JJ{;: 130000000281
ApproveTime 2" Datetime.iso ,—A}%{r;:egcr?zil-os-03T12:oo:oo+08:00
Operate 2 & Int64 ;?ﬁj{r;t? 14
Opinion =2 = String ;?;J}gn Approved
Request & = String ;;UES} json RawRequest
FlowsData
BRI
WA 405 |F : DescribeFlowSet
BFR WhisE FEHFNULL el A

KRARFFE : TCloudFinanceZone 2026/8/27 07:30:30 % S6mEt 70m



2 AT TCE

BR Witk FEIFNULL
Flows = =
Total &= &

IsOpenAttr

REFEEIR

#HAN OS5I - QueryApprovalFlowStatus

BR Wik FSREFFNULL
IsOpen 2 )

Apilnfo

yunapi v3#£[1 =JtES#

BN TEOSIA - QueryApprovalFlowStatus

& it

Action =

Module =

Version =
ApproverIlnfoParam
ApproverInfoParam

Bool

FIFNULL

P
[

iy

iy

57

Array of FlowBaseAttr

Int64

fk

ES

fre

String

String

String

. QueryCustomerApprovalDoc

feik

EO#
THE

R

THNE

RS
THE

S

HitRYIE
e : &E

,%"\éﬁ
aHHE : 100

EEFHECHEBEER , true : 7/, false : AFE
THUE : false

: CreateFlow

Module

: 2024-01-01

WU T™=MA5|F : CreateCustomerFlow, GetApprovedSet, GetFlowDetail, ModifyApprovalFlow,
QueryApplicationForm, QueryCurrApprovalDetail. QueryCurrApprovalDoc,

WAL : TCloudFinanceZone

2026/8/27 07:30:30

R

FS7TmHIT0R



2 BAETCE iR

QueryCustomerApprovalDetail, QueryCustomerApprovalDoc, QueryPendingApprovalDoc

BHR M FEEFNULL S A
Approvertin A = String ;F;;;;’Ierf;(r)IOOOOOOZSl
ApproverUserName = = String ;r;ﬁr;{r;v:erﬁjs;mame
ApproverStatus & & String ApproverStatus

THE : 14

FlowBaseAttr

AR

#HaNT#2O5|F : DescribeFlowSet, QueryCustomerActionScope

BR DAvis EFNULL it iR
[==] 2% ID
FlowID = = Int64 HLAR

g : 18

Platform & B String Tlffl\

~HHE : tcloud
Name S B String ij;ﬁggjﬁ\lame
Description B & String ij;ﬁg}?%escription
SchemaProps & ) String Z_:gue{gﬁpgiﬁ:mamops
Activated B ) Bool iggﬁﬁ true
OwnerUin a2 A String ﬁgﬁz 30000000013
CreateUin a8 | & String E—!ﬁg Hi:30000000013
CTime & & Datetime_iso el R

~5E : 2025-04-25T17:12:03+08:00

KRARFFE : TCloudFinanceZone 2026/8/27 07:30:30 5% S8 70|



2 AT TCE

&R Wik FEFNULL RE R
UpTime & & Datetime_iso ﬁ{aﬁjﬁ{a;ﬁ 2025-04-25T17:12:03+08:00
Version & B Int64 i—%f;{g; 12
CreateUser & a String gﬁgﬂ Lucy
ActionIDs S = Array of Int64 zfj;ﬁ;% 1[[1)1213]
AllowSms B ) Bool ig{fgﬁfﬁiﬁ;ﬁ &
AutoReject & B Bool iggﬁ?}%&e
Remark & & String iz{g; Remark
QueryActionParma
EHifjaction
#EATZASIA : QueryActionSet
2R Pk AEFNULL it fag
ActionIDs & & Array of Uint64 %ZE [1,2,3]
Action B & String Z_:guc;;giﬁgreateﬂow
Module a & String Z_Eﬁim Module
Limit 2 B Uint64 ?xiﬁ%: 1
Offset = ) Uint64 it

WAL : TCloudFinanceZone

2026/8/27 07:30:30

~HE : 10

FS9mH 70m



2 AT TCE

B S FEFFNULL
ActionName ey ray
ModuleName B a
YunProductName -y ray
Sort & &
Filters & &
QueryActionsOutput
QueryActionsOutput
#WEI OSSR - QueryActionSet
B WA FEFFNULL
Total = &
Actions & 82

ApprovalPaperSet

HLERSIRIER

ESid]

String

String

String

Order

Array of FilterAttr

Array of ActionAttr

ik
WSS SR

TMEHE : Name

FEOXINARR(FP3)
& : approval

EOXNR =& ((FXE)
& : BMPPro

HEFF=FER
e . =5

TEFET IR
TEHE : EE

U

St
5HE : 100

Bl S3FIER
~E : 2E

WA TEEOS| : GetApprovedSet, QueryApplicationForm, QueryCurrApprovalDoc,

QueryCustomerApprovalDoc, QueryPendingApprovalDoc

R s
PaperSet P

WAL : TCloudFinanceZone

FIFNULL

=
=

Array of ApprovalPaperAttr

ES

it

2026/8/27 07:30:30

Tk

ERHLERGIR
g : 5E

R

% 60 70



2 BAETCE iR

BR WA%E SSFNULL it iR
4
Total 2 = Int64 B

A : 100

FlowDetail

BRI

WINTEEO2| B : GetFlowDetail

B Wik MEFNULL 3R A
BwHE ID
FlowID & Fi Int64 EE A

HE : 18

Platform B B String ;_:\2@1 tcloud

Description & &g String ;figﬁgﬁﬁ%escription

SchemaProps & & String /_S_,—::;;g?lpgiﬁzmaprops

Activated B & Bool iggﬁ:ﬁ true

OwnerUin & & String 3;]}2 :Ui:30000000013

CreateUin & a String gﬁ@ 9i230000000013

CTime & & Datetime_iso fﬁﬁgﬁlﬂ 2025-04-25T17:12:03+08:00
UpTime a8 & Datetime_iso L—%%E%H 2025-04-25T17:12:03+08:00
Version S a Int64 -

EHE ;12

KRARFFE : TCloudFinanceZone 2026/8/27 07:30:30 $F 61 70R



2 AT TCE

BR

CreateUser
ActionIDs
AllowSms
AutoReject
Remark
Stages

Scopes

Scope

{EFRRAFEE

iy

iy

iy

iy

iy

Iy

BIFNULL

A
[

fi

2]

il

2l

i

fil

RE

String

Array of Int64

Bool

Bool

String

Array of StageParam

Array of Scope

S

BIEAF
~HHE : Lucy

Btk Ss ID
HHE : [1,2,3]

BAEFEEE
R : false

EEBER
~HHE : false
B/iE

~FE : Remark

HitTRIER
g : EE

i ERTEES %
~E : EE

HUNTHEOSIF : CreateCustomerFlow, GetFlowDetail, ModifyApprovalFlow

B

ActionID

Users

UserScope

{ERRAFEE

fim

FAIEFNULL

=S
[

iy

3] e

. W$3E0id
Uint64 e
Array of UserScope fERRFSIER

HlE : &E

R

WU TEOS|F : CreateCustomerFlow, GetFlowDetail, ModifyApprovalFlow, QueryCustomerActionScope

BN

WAL : TCloudFinanceZone

Wik

FEFFNULL St

2026/8/27 07:30:30

Hk

% 62m 70]R



2 AT TCE

BR

Uin

IsSubAccount

UserName

ActionAttr

a2

AN T~EO3(F : QueryActionSet

B

Action

Module

Version

ActionID

Description

Schema

ActionName

ModuleName

YunProductName

WAL : TCloudFinanceZone

iy

%%

Py
[

iy

iy

iy

iy

iy

iy

iy

iy

ADFNULL

A
A

iy

iy

ADIFNULL

3=
[}

iy

iy

iy

iy

iy

iy

iy

Iy

S
String
Bool
String

sl

String

String

String

Int64

String

String

String

String

String

2026/8/27 07:30:30

Hk

-1, 2fFFEFEEMAFEFuin
& : 130000000281

BAATKS
~HUE : true

FF&
~E : Lucy

L)%

BRI SEOZIR
~5E : AddMachine
Bl SRR

~HHE : cvm

BV SBRA
~EE : 2022-02-02
EEfLlsS ID

EIE : 1

B SSHRIA

BE : AddMachine

Schema
& : Schema

Bt BSOS
~5{E : AddMachine

CEpAlR =g
~EE : cvm

BV S = mETR

THHE : cvm

R

$ 63 70



2 BAETCE iR

BR ik RIFENULL KR iR
Cat = - Stri i)
ategor 5 5 rin —
o = | F d RUE : 6
|
Creator & a String BlZA

HHE : admin

UpdateUser & & String ﬁ%{g\; Lucy
CreateUserUin & B String E_E%Mg 9i230000000281
UpdateUserUin & a String i—%?;ﬁ{g tJir1]30000000281
CreateTime & & Datetime_iso iﬁg%ﬁ 2024-08-03T12:00:00+08:00
UpdateTime a A Datetime_iso L—%{Eﬁﬁgﬁ 2024-08-03T12:00:00+08:00
Origin & a Int64 ZE?}};{E 1
Type a a Int64 igﬁﬁi 6
JsonPath B a String ;;;E{;t:hJsonPath
StageParam
stages#{

BN T#EOS|F : CreateCustomerFlow, GetApprovedSet, GetFlowDetail, ModifyApprovalFlow,
QueryApplicationForm, QueryCurrApprovalDetail, QueryCurrApprovalDoc,
QueryCustomerApprovalDetail, QueryCustomerApprovalDoc, QueryPendingApprovalDoc

B Wik FIEFENULL R A
StagelD r B Uint64 stage id
’ S FOUE 1

KRARFFE : TCloudFinanceZone 2026/8/27 07:30:30 %64 70



2 AT TCE

BR

Name

SingleSeal

Approvers

SerialNumber

Seals

StageStatus

Approverlnfo

FilterAttr

fim

il

Iy

iy

Iy

BEFNULL

a
[ ]

iy

il

|

fiD

iy

fil

ESig)

String

Bool

Array of String

Uint64

Array of SealParam

Int64

Array of ApproverlnfoParam

BN T4EOS|F : DescribeFlowSet, QueryActionSet

B

Name

Operator

Value

=
=

i

fim

ApprovalPaperAttr

RN

BIFNULL

=
[=]

iy

iy

- 3it) )%
String SUEHR
~HE :

String

P
String S4(E

THUE

ik
TRBR

~EHE : Name

false £%5 , trueEy&

~HHE : true

BEHFEFuinFlZE

R

~fHE : [130000000281]

PREFS
whlE : 1

Seals
THHE . EE

StageStatus
~HE : 14

Approverlnfo
~OE : EE

Name

BERY |, S¥Fequal, like
~BHE :

in

dcdb

HUNTZEOS|F - GetApprovedSet. QueryApplicationForm, QueryCurrApprovalDetail.

WAL : TCloudFinanceZone

2026/8/27 07:30:30

%65 70m



2 BAETCE iR

QueryCurrApprovalDoc, QueryCustomerApprovalDetail, QueryCustomerApprovalDoc,
QueryPendingApprovalDoc

B Wik FEFNULL %A A
R = apits
Action =2 = String IR z=apitEO]

5{E : CreateFlow

B HIAMEE
ActionDescription 2 = String Tjﬁggiiicription
7~ :
B A2
ActionID g2 = Int64 Tj;ﬁg”lf
iR :
ActionName = ) String Tgﬁg%q;?fe
7~ :
==
Applicant = " String i};ﬂ{g Lucy
. . . ERiZAuin
ApplicantUin = ) String 5?1;15 - 130000000281
FRiSAIE)
CTime Pt B String A
2024-08-03T12:00:00+08:00
HitEdE , BRI 0 . RFF
CallbackStatus 2 & Int64 4, 100 : [EERKTH , 101 : EESLK
~EHE : 100
N L] —H—£
CurrStageNum 2 & Int64 %'gjgtt‘;
AR .
oy R e
FlowDescription & & String ?—fﬁﬁzﬁtgﬁfi{;ron
S
FlowID 2 7 Int64 Tﬁﬁ%‘? .
7N :
— AZ < o +o-i
ModuleName = ) String ;:igﬁét X:F};:‘Efoﬁ;ﬁ; RPNE
|'| l,y 3
OwnerAccount ) ) String %jﬁﬁggﬁ\om
IR :
n/=
OwnerUin =2 N String S uln

~EME : 130000000281

KRARFFE : TCloudFinanceZone 2026/8/27 07:30:30 %66 70



2 AT TCE

BR

PaperID

ParentID

ProductName

Reason

Schema

RequestBody

Seals

Status

Stages

CallBackResult

FinalStatus

RelatedPapers

Category

LastRemindTime

WAL : TCloudFinanceZone

Iy

il

|

Iy

iy

Iy

iy

Iy

AIFNULL

TS
[

Iy

iy

iy

iy

2l

el

iy

2l

iy

iy

l

ol

fi

ESil

Int64

Int64

String

String

String

String

SealParam

Int64

Array of
StageParam

String

Uinte4

Array of
ApprovalPaperAttr

Uint64

String

2026/8/27 07:30:30

fik
EHLERID
g : 1
L ESHtERID
~OHE : 1
=IERERR

5HE : Name

B IR
~Fl{E : Reason

schema
~FE : Schema

BERSE , HTTEETAPIBREE
~BHIE : RequestBody

EEHtER
~E : EE

BRI, O EftERRliaft , 1 &

#HotTee , 11:ERiEHE |, 12:54HEE
“#a, 14 Fi@ID , 15 . BaiERE
~EE : 1

MNEHTRER
~E : EF

CallBackResult
~BHE : CallBackResult

REEHIEBERE
ThfE : 14

REKRIEHEHERER
TWE . 55

EHLEASERY | 1. ANEREA , 2: BFFE

5
~HHE : Category

RE—/RIZEEEI ARIRTE)
~HE :
2024-08-03T12:00:00+08:00

R

FETIH 70RW



2 AT TCE

BR

AllowSms

a
[ ]

FIFNULL il
5 Bool

ActionRelatedInfo

B S REREHERABRER

#WHN 20315 - QueryCustomerActionScope

BR

Users

Flow

ActionID

Order

HEFFERIER

s

=
[

ol

ADIFNULL

T
[

Iy

iy

7

Array of UserScope

Array of FlowBaseAttr

Int64

U
RERIFEERHI

MoE : false

fk

FEHBPER , -1XELAEF
HE : EE

KEXRUEHERER
~E : EE

Bl SZID
~FE : 1

WaN OS5I : DescribeFlowSet, GetApprovedSet, QueryActionSet, QueryApplicationForm,
QueryCurrApprovalDoc, QueryCustomerApprovalDoc, QueryPendingApprovalDoc

B

Field

IsDesc

WAL : TCloudFinanceZone

Whide

2l

BFNULL

Py
[ ]

iy

ESil

String

Bool

2026/8/27 07:30:30

fiR

HEFF R A
~FHE : ActionName

BEMER | true-FHF |, false-[#F7
~HHE : true

R

% 68 70



2 BRETCE
T

LIREw AR

R

ANERIREIEERHPFE Error FRR , NFRER APLIZOKM. Hl40

"Message": "The provided credentials could not be validated. Please check your signature is cor

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
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}
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InternalError N ERFEIR.
InvalidAction EORNFHE,
InvalidParameter SHBEIR.
InvalidParameterValue SHEUEEIR.
LimitExceeded B ECEPRE.
MissingParameter TRDSEGER,
NoSuchVersion BEOMRAAFE,
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ResourceNotFound RIFAFIE,
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UnknownParameter RAISEGEIR,
UnsupportedOperation BMEARSZH,
UnsupportedProtocol http(s)iEXIMYEEIR , R3Z#F GET #1 POST 153K,
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