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{
"version": "2.0",
"statement”: [
{
"action": [
"name/kms:*"
1
"resource"; "*",
"effect": "allow"
}
]
}
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{
"version": "2.0",
"statement”: [
{

"action": [
"name/kms:ListKey",
"name/kms:GetKeyAttributes”

1

"resource"; "*",

"effect": "allow"

}
]
}
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{

"version": "2.0",
"statement”: [

{

"action": [
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"name/kms:CreateKey",
"name/kms:ListKey",
"name/kms:GetKeyAttributes”,
"name/kms:SetKeyAttributes”

1

"resource": "*",

"effect": "allow"
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{
"version": "2.0",
"statement”: [
{

"action": [
"name/kms:*"

1

"resource": "*",

"effect": "allow"

3
{

"action": [
"name/kms:CreateKey",
"name/kms:ListKey",
"name/kms:GetKeyAttributes”,
"name/kms:SetKeyAttributes”

1,

"resource"; "*",

"effect": "deny”

}
]

WAL : TCloudFinanceZone
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KMS APHE{ESZHFRI SRR R

£ CAM |, AIXEZRRIRHITIAT APL B{FRUY . BiK API STSAIRIRMSHAIRIRRRINT ¢

API 12&{F
kms:CreateKey
kms:ListKey
kms:ListKeys
kms:ListKeyDetail

kms:GetServiceStatus

kms:Encrypt

kms:Decrypt

kms::GenerateDataKey

kms::EnableKey

kms::DisableKey

kms::GetKeyAttributes

WAL : TCloudFinanceZone

"R

qcs:kms:$region:$account:key/*
qcs:kms:$region:$account:key/*
qcs:kms:$region:$account:key/*
qcs:kms:$region:$account:key/*
qcs:kms:$region:$account:key/*

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IERENEIR ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( EREAN IR ERFTE®EIR ) qestkms:$region:
$accountkey/* (EINEMREKSHEEIR )

qcs:kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IEZRNENFIR ) qcsikms:
$region:$account:key/creatorUin/$creatorUin/*
( BEEAIBRENBARIR ) qcs:kms:$region:
$accountkey/* (R MRKSHFIEREIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IERENEIR ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( BREANCIEENATEHREIR ) qcs:kms:$region:
$accountkey/* (EREMRIKSHMBEIR )

gcs:kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IEZRNEBENEFIR ) qcsikms:
$region:$account:key/creatorUin/$creatorUin/*
( BEEAIBRENBEARIR ) qcstkms:$region:
$accountkey/* (R MRKSHFIEREIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IEREENEIR ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( BREANCIEENAE®IR ) qcs:ikms:$region:
$accountkey/* (ERENMRIKSHIFMERIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IEZRENFIR ) qcs:kms:

2026/7/11 07:30:55
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&;E

creatorUin FRR-EBIR
EIEERY uin , B/IR
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kms::SetKeyAttributes

kms:GetKeyRotationStatus

kms:ReEncrypt

kms:DescribeKey

kms:UpdateKeyDescription

kms:UpdateAlias

kms:DisableKeyRotation

kms:EnableKeyRotation

WAL : TCloudFinanceZone

$region:$account:key/creatorUin/$creatorUin/*
( FENEENFIERIR ) qcs:kms:$region:
$accountkey/* ( EINFEMRIKSHIFTERIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IENEIR ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( EREAN IR ERFB®EIR ) qestkms:$region:
$accountkey/* (ERFEMRIKSHIFMTERIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$Skeyid ( IENENEFIR ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( BEEAIBRENBERIR ) qcstkms:$region:
$accountkey/* ( EINFEMRIKSHIFTERIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IENENER ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( BREANCIEENAE®IR ) qcs:kms:$region:
$accountkey/* (EINEMRKSHTEER )

qcs:kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IENENEFIR ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( FENEENFIBRIR ) qcs:kms:$region:
$account:key/* ( IERFEMRKSHIBERR )

qcs:kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IEREBEANERIR ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( BREANEIEENRTERIR ) qcs:kms:$region:
$accountkey/* (EREMEKSHFIBEERIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IEZENER ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( BREANCIEENATERIR ) qcs:kms:$region:
$accountkey/* ( BINEAMEHKSAIFFERIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IENENEFIR ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( BIEANIEEWFBERIR ) qcs:kms:$region:
$account:key/* ( ERNEMEKSHIFTERIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IEZENEFR ) qcs:kms:

2026/7/11 07:30:55
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kms:EnableKeys

kms:DisableKeys

kms:DescribeKeys

WAL : TCloudFinanceZone

$region:$account:key/creatorUin/$creatorUin/*
( FENEENFIERIR ) qcs:kms:$region:
$accountkey/* ( EINEMRIKSHIFFERIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IENEIR ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( EREAN IR ERFB®EIR ) qestkms:$region:
$accountkey/* (EREMEKSHFIERR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$Skeyid ( IENENEFIR ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( BEEAIBRENBERIR ) qcstkms:$region:
$accountkey/* ( EINFEMRIKSHIFTERIR )

gcs::kms:$region:$account:key/creatorUin/
$creatorUin/$keyid ( IENENER ) qcs:kms:
$region:$account:key/creatorUin/$creatorUin/*
( BREANCIEENAE®IR ) qcs:kms:$region:
$accountkey/* (EREMEKSHFIBERIR )

2026/7/11 07:30:55
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HNEBETASA
A%

FAF=E24A (CMK , Customer Master Key ) 2 KMS [REMNEATE , CEAEMA ID. B4ATTHEE (318, i
A, RSF ) METINEEEIERIZ R,

BINBRT , B KMS RS CMK 2588 , B KMS IRSBIREMENER LT SNEEME., HEFEERRSH
RIS , BRSO BYOK ( Bring Your Own Key ) %A , ali@d KMS IRESER—1MNEEME AR
CMK , #HEE CHERMRISAZIZBREERF |, EA—MMBER CMK ( EXTERNAL CMK) |, BH KMS k55
HHTIZINEPE RN D REEE,

#H D YRR G, REE MR

CMK Zi#nEE

DIgERs /=

o 7£ TCloudFinanceZone 5Cjs BYOK ( Bring Your Own Key ) /528 , BIAIF/E1E TCloudFinanceZone 2844
HEREEENEAM R TR IR IR RS

o STEERHEIRIEAE TCloudFinanceZone LFRAIZIHIRS . SIERESASMERZEEL

o B LEAMZEEEEMIS RO —DEHEMEL | /E/9 TCloudFinanceZone BEE B RFITIMNREE

&

o BEYSFHER LERGEBRIE PRI TINEEZERE | BEAXTUEREK,

ES=E AT

o TRHRESNERENZEN
EERERSAIEER | SFEEMRRE CERERRIREIIRNZ 2SI RME. BRI KMS EZMRAN S
TFSAL28(XIFRETR |, FIPS lRAXIIFSA256AIFRER.

o FEWHRESNZAERITRN
KMS BRS51RMHESIRSHIISTBAREMNRERES , BEENNZRRNTBEFHAFREE. BRENEX
AReS5ARSGRFERTHIRESED | IMEESIMIRER A BRI |, sERITSEDRY
FIRREFRSAKMSIRS.,

o BITEHSNEFRIMEM :
SIERBERMHSACMK R | % CMK SiZZ B RKAREL | BIAREEMEZ AR SANIZINBER CMK
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B, SERIZINRER CMK INEEGER | INEERIEIRERERINZRRAY CMK ( B) CMK RTTEdRNE
P SSANERLE ) TREREEE  SNEERBAW. BERGEZRE. CMK BIMERERIE.
o FEITEHSAIINES | FEANRSHIEZRETERINSHIER.

KRARFFE : TCloudFinanceZone 2026/7/11 07:30:55 % 30m# 216



2 BAETCE SRR (KMS )

ES =)

BRERIE

BIFEEINEEEREE CMK |, & LUBIS LA AN BTk E.,
1. BT EHIEE APL IE—NEEKRA "IN "B EZEE CMK |, BIRIEESMNEBEESH CMK,
2. 181T APl BRI AMEI S ARNSE , 8iE— N RATFNZZEAENAR |, UR— 1M SASHE,
3. EAMEIS NN E b2 RIS | AL B 2RI AT SN AR TN,

4. 18 APL#F , BINZRNERMHRLRIRBHISANSHE , SACZEIINBER CMK |, EIWSNINBE
tA7TAL.

BRAELER

SR : BIEINEBER CMK
BIESNERE TR CMK BFMS R , I=HIa75zUEA AP Ay,
o EHEHL
(1) BEFREHE.
(2) EEFEFECEZANOXE , L [(FE] FRetEEA.
(3) TEHEEREND , MABRENR , EREEMERIEINE | FIESAINBERMERE AN TR
HEHAE.
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TR kms © 4his

HETRERNSEHEMENEESENIEFE, 2530

HUH

HREERSR (KMS)

(4) BE [#E] |, RITeIE@INRER CMK, Ea7EEHIa BRI SeIgrINR=ER CMK , "BRER" B85t

2B,

* EAAPIGT

ERILER RIS SHSNRIEIE S AAAPL, 153K CreateKey APl FHETESE] Type 2 , CreateKey BREURAD

B

def create_external_key(client, alias):

4Rk BYOK 48 |

:param Type = 2

try:
req = models.CreateKeyRequest()
reqg.Alias = alias
req.Type = 2
rsp = client.CreateKey(req)
return rsp, None

except TencentCloudSDKException as err:
return None, err

HRIFTE : TCloudFinanceZone 2026/7/11 07:30:55
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TR]2 | KRS NERMHESEH

NREREEANZ e | FRENENEPM R TIIEEBESA. EoLiBEid AP RIS AEBITERISE , &2
PEE—BTIIERRITERINE |, LIR— 1SS,
GetParametersForlmport EREGRAZRA

def get_parameters_for_import(client, keyid):
KIS AEEH (CMK) MEH8E5
IREIRYTokenfESH 1 TImportKeyMaterialf9&81 o — ,
IR[ERIPublicKey BT B ESNERRIHITINE,
R[EIRYTokenFPublicKey 24/NEFfE5R38 , KSR EFSAN | FEFRBBIZZEOIREERY Token # Pu
blicKey.
WrappingAlgorithm 1§ EINZZEMRIRIEL | BRiszfF RSAES_PKCS1_V1_5, RSAES_OAEP_SHA_1, R
SAES_OAEP_SHA_256,
WrappingKeySpec iSEINEZAMAHAIEE , BRIRSZRF RSA 2048,
try:
req = models.GetParametersForlmportRequest()
req.Keyld = keyid
req.WrappingAlgorithm = 'RSAES_PKCS1_V1_5' # RSAES_PKCS1_V1_5 | RSAES_OAEP_SHA_1 | RSA
ES_OAEP_SHA 256
req.WrappingKeySpec = 'RSA_2048' # RSA_2048
rsp = self.client.GetParametersForImport(req)
return rsp, None
except TencentCloudSDKException as err:
return None, err

SE]3  AHINEISRYE R
TEAHER FIERERBY NN A SRR ISR BRI TN, IIE QAR —12048L015H9 RSA 218 |, ERINEEIEZRR
SHFBSNZEMRSERHEEN—. BT APLREINIIZEQEET base6d i3 , EIIEERRHEERHT
base64 fiFt5. HAl KMS ISHINNERIAS RSAES_OAEP_SHA 1. RSAES_OAEP_SHA 256 5
RSAES_PKCS1_V1.5,
AT openss| N RARIEINRA. ELPRERS @B INETs8E B AR 2RISR EH
PR TINE.
1. AR GetParametersForImport #3KkEXToken #0 PublicKey, & PublicKey 34 public_key.base64,
2. {3 openss| 4ERLBENEL.

openssl rand -out raw_material.bin 16

B aTLUEBIT GenerateRandom &ERKBENEUHTT base64 i3,
EZiRA key material £<E40 9 128 , FIPS A/ 256,

KRARFFE : TCloudFinanceZone 2026/7/11 07:30:55 % 33m# 216
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3. Decode Public Key SREXNMARS,

openssl enc -d -base64 -A -in public_key.base64 -out public_key.bin

4. (HANERT key material HHTINZE,

# RSAES_OAEP_SHA_1 S3RpI&s<1T80 R
openss| pkeyutl -in raw_material.bin -out encrypted_key_material.bin -inkey public_key.bin -keyform D
ER -pubin -encrypt -pkeyopt rsa_padding_mode:oaep -pkeyopt rsa_oaep_md:shal

# RSAES_PKCS1_V1_5 SSRAY& 4TI
openss| pkeyutl -in raw_material.bin -out encrypted_key_material.bin -inkey public_key.bin -keyform D
ER -pubin -encrypt -pkeyopt rsa_padding_mode:pkcsl

# RSAES_OAEP_SHA_256 XINMAI&STRIT
openss| pkeyutl -in raw_material.bin -out encrypted_key_material.bin -inkey public_key.bin -keyform D

ER -pubin -encrypt -pkeyopt rsa_padding_mode:oaep -pkeyopt rsa_oaep_md:sha256

5. BESRIBEIFASEALISA KMS,

openssl enc -e -baseb4 -A -in encrypted_key_material.bin -out encrypted_material.base64

encrypted_material.base64 J&&HEY , YE/9 EncryptedKeyMaterial S\ KMS,

LA SNERTH

pe ]

&, BINEENERHIRSEREINSANSH , BT APLE(E , —BSAESE1CIEAIINEETR CMKH,

o SANSHEMEZRMEINABEEHEXRR | AR — PR NHEMIIEENEZRRSNERIE. &
ALHERERE24/0 8 , EEVHAREILAES R | KASEERBGEINS A SEMINEZE 2.

o MNERZIXER GetParametersForlmport SKENSAMH , RERE—XARRY token 1 publickey B%% , B
SBEMREIRE B,

o AILAAINKENTZIEMRIINEBESASNE AR | BelUAEFHS A BEIBBFISHMBRYZSRM R |, 3E
EETAMEEITEREL
ImportKeyMaterial BREGERDRA :

def import_key_material(client, material, token, keyid):
try:
req = models.ImportKeyMaterialRequest()
req.EncryptedKeyMaterial = material
req.ImportToken = token
req.Keyld = keyid
rsp = clientImportKeyMaterial(req)
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return rsp, None
except TencentCloudSDKException as err:
return None, err

Eitt , SNINPEBIR(E. BILURERSEE R ERINBER CMK,

HEEE

MpRSMNEBEETR CMK

HMNEREETR CMK BIMIBREI BT R BIPSEIRIE | —SSRMENTTRIIMER CMK , —SSIR(EOMIBRERRME |, ISRERS
RIS ERER.

THUMER CMK

BT RIMBRIOEE | MBRINEBEETR CMK, THAMBRAOEBRFEHIZERET - 30RRIFFH , ZAZIZIHRRIEE | SMR%
ACMK BHRANEMER. SEMRY CMK BRARE | BIENZRNEIEDETERE | BEIEERE.

MpRE R
IR RS TURRE SRR, SERM I EIEE wMRRLAUS | JMBER CMK SRR EER | iz CMK
INERIESBTAWARE | [RIFEEFSNERNERME.

o iBId API #£{F DeletelmportedKeyMaterial 5epk. ZHERIFMIRERMEE  BRRKSKBZAFEEAN
( PendingImport ),
o ES N\EAMEL AP #8Ech |, & ImportKeyMaterial i€& ValidTo i \SEUZE 1S HARTE)7EEL , KMS IRSSIE
BahipRENAITHART BRVE AR
EFEIAMEEERRA S F o RBR S B I R MAZIRERE — .
DeletelmportedKeyMaterial EREGREIZA

def delete_key_material(client, keyid):

try:
req = models.DeletelmportedKeyMaterialRequest()
req.Keyld = keyid
rsp = client.DeleteImportedKeyMaterial(req)
return rsp, None

except TencentCloudSDKException as err:
return None, err

o SIGEAMHSAN CMK R |, 1% CMK SiZZ AR AKE | BIASEREMME AR S AIZINBE R CMK
. SEMREREE  EREENSAERME | SARNEBEMHUIEMRIZR TS8R | 788
SR,

o SERINEBER CMK INEEIERT |, INEERIEIRL/RERINERISRAR CMK (B) CMK RITTEUE R BRI
S5SNI ) AR ElE  DURESAN. BSERGIEZREL CMK RIMIBRER(E.
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gil

2 Encryption SDK
SDK #t58

FHEE RS RN RS B SRS RIAERIERE Encryption SDK , B2 Encryption SDK RFHSHIIZRS
o, &5 KMS 2% | RIFIECEIEMZZENEEREE. SDK XiF—X—%8., ZX—EEZHIIEAR | FHEe
37 CMK BB RNAR. AR RERABINEEZEOFIE CMK B98RIESH , RISt Il A S taE S8
EINMRE .,

N fEFERE Encryption SDK #HTEIRINREHIRIRE]

' . '
Message Message Message i : . i Message Message Message
| - . '

. —
(roececesesceccccescssssteseeeseassessscaseese®™ 2z S : G
' viL PN s : .
Encryption SDK ] =) B i Encryption SDK
| : : :
M | P ‘ PO |
; \J o [ ‘
[585))1 A yLd ’ ’ DEKEEFFIIE ' F3f5 KMS i EERDE 3 DEKSTFIE
: S b O B (€MK) S~ i : 2
EE WAL ’ ’ KMS {5 Fﬁ.‘f_w{f‘-‘?DEK %Q'QDE){;L-::‘::{ KMS giRtE ’
: . : . § o FMKMS |
l l i (CMK)
3 A e
] N
DEK T | DEKZ ) v
{ - G/

DIRERT

iR IR IRSS
RAGHENE  SFNEZPEESHER Encryption SDK #1733 , AFXERRAINIRERZOMXE CMK IR
EHIRD AT SEIL A B B AR,

ZEHERRIF
E# Encryption SDK 32#F CMK ESHEEERAIZER , WEGRINEAEES T CMK ( ZIGEEAREMHAY CMK) |, {E
B CMK 5aJfig#7 DEK NTIXIEURH TR,

R REELE
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E# Encryption SDK B DEK £FEEINEE , EAEFIHIRESEXIHRINEIESERIMRERE. 1§ DEK &
FEANM , FEBTINER , APPLIBEROSHIEE R EREIEERER.

Eog= =yl
[E%% Encryption SDK aJLISER=IRSE R KMS £AIINEZSE , KMS EEFERERZEEE FIPS-140-2 TAIERY
B2 2tER HSM REIFZENZ S | IHIERSHNESE. TR Bk,

BRSNS TS
E#% Encryption SDK E&EAER~MINELES , SGFET SM4 NSHEIUINRE | wEBREEEMEXR , 8
EFEBEEN FESERAMAE .
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SDK #ZA\I5F

EZZEncryption SDKERISZIF Linux 1 Windows &4tH9 CiE5. Go iE=.

Python2#Python3iE=.

HREERSR (KMS)

HAGoiE=SDK |, [REERA C KLl , LR\ cgo #:%fE | RAHZOM Go IES1ERA ; MPythoniESSDK, [KE

EFEACEEN , LE@E ctypesiyiia , IBAHZOHPythoniE=EA.

AL CESEABERG , NMBUEENEREZ Encryption SDK , EBES RILAS%E SDKEHEKRFIRFI

=R

$ZNESHTIL

o Linux RESHFHER , EEE MEFEWIE

BRGhRA

Tencent Linux release 2.4 ( Final )

CentOS 8.2

CentOS 8.0

CentOS 7.8

CentOS 7.7

CentOS 7.6

CentOS 7.5

CentOS 74

CentOS 7.3

CentOS 7.2

CentOS 6.9

CentOS 6.8

Debian 9.0

Ubuntu Server 20.04.1 LTS

Ubuntu Server 18.04.1 LTS

Ubuntu Server 16.04.1 LTS

WAL : TCloudFinanceZone
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RFRA (AVE: xFFER
Ubuntu Server 14.04.1 LTS 64 ¥
CoreOS 1745.5.0 64 <5
Debian 10.2 64 <¥F
Debian 8.2 64 XHF
openSUSE Leap 15.1 64 <¥F
openSUSE 42.3 64 X
SUSE Linux Enterprise Server 12 SP3 64 <5
R

LinuxFFAIME(RSZHF glibe 2.12 RELA LR,

» Windows RFZHFER | BEE MEAFRWIE

RghiRA (AVES SKRHE
Windows Server 2019 4B R 641 F3ZhR 64 S
Windows Server 2016 #dEi( R 64461-F3ZAR 64 SKHF
Windows Server 2012 R2 #HEAUORR 64 F3ZhR 64 b2

o SDK £F OpenSSL1.1.1 ¥,

EAIES]

F1 . FE KMS [ERkR
[E% Encryption SDK (YERTFEZHESERFENMR , BFHRA KMS EALLR.
=

KMSIRARIFHRR(FR R R E R FaESin T a8 T,

TR2 : CIERPEER
ERTREERFEGE | EBAFEER  FHRIEEREHERR.
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2 AT TCE

pE =4

ATBEREE , BREZED2M T BEXMARERE CMK , B Encryption SDK RREXIFHEESNEFER
A CMK (EAREZEOTZE ) .

I3 : 3REY SDK
SDKIRERRITTE : SeBRIRTARKEBIMBEZE | ARHARTARBRS miEOAZKEL.

SRA B3| A& SDK
1. oz SDK fkiit curl , AIRIRH | BiRAIRE  STRBERFENZRGSUT ¢

e Ubuntu

sudo apt-get install libcurl4-openssl-dev

e CentOS

yum install libcurl-devel

2. B TERY tar BEEREIAK , #HN src BR.
3. 4748 setenv.sh , FeBINET =, setenv.sh BSAUREIESUIT -

export LD_LIBRARY_PATH=../lib:../lib/proto
export OPENSSL_ENGINES=../lib/engines-1.1

4. INEZEEE5M/ERT , #fliTsource /setenv.sh , EERCEERL.
5.1 src B2 THY demo_kms_pro.c ¥ demo_original.c {4, E% Encryption SDK Z#FETF KMS B9

ZERRP ( demo_kms_pro.c ) FIJR&ENIZ ( demo_original.c ) IBFMINE AR , AERRIERIESN
EOXY , BPRIBEEEENES— T |, SEERUT !

o FAEKEER AP Z5EETREHS SKEVEH secretld F secretKey , FHE IS4 HITRIAY "replace-
with-real-secretld", "replace-with-real-secretKey" =&,
o BFLBR26IFRAFEEA ID B4 "replace-with-realkeyid" =788,

6. fmiE src BIRTHY make X4,
7. BT AT,
sy

SEFBIERRRY secretld, secretKey #1F%%H ID , Demo AR LAEEIEST.
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C SDK KMS 745

Il A

o InitSdk : ¥ItaILEREL . BTFIRIEAPEEEE KMS IERIRS.

o InitkeyManager : BB EZRHIMALREL,

» NewMasterKey : igEEE CMK , FEARANNMARZEREET , =MERE CMK, EiGRE SDK IZ{TIEER
Xighy CMK LURERT, 3 CMK AAJFRY , < AddMasterKey BREURERIFACMK,

« AddMasterKey : i€EHHEH CMK , & CMK EIREEABXE, , HEA CMK 5 NewMasterKey #ig
ERIESAZRL CMK 250513 |, BIRATAKRER , LIhEEERPLAFER , AJLASERZRSIRFIE
fthZ5A,

o Encrypt : INZZEREL,

o Decrypt : iRERE,

DAL BREGFEAIS E05BRIES I CSDK #0344,

==

i. IS , CBCEnAndDeTest REIBEEIIE. MENER , EPXRANEER
SM4_CBC_128,
ii. REMNZGERS SM2, SM3 & SM4 | FHRREN SERIBES LT3 TERY SDK 3324

kms_enc_sdk.h,

ANIAWE
KMS ZRRIFATEDIERZGIT

#include<stdio.h>
#include "kms_enc_sdk.h"

int CBCEnAndDeTest(struct KeyManager *p,unsigned char plaintext[],char masterKeys|])
{

inti_ret=0;

unsigned char ch_orig[128];

unsigned char ch_enheader[128];

unsigned char ch_cipher[1024];

size_t i_cipherlen = 0;

unsigned char ch_dedata[1024];
size ti_dedatalen = O;

size_t sourceLength = 0;

struct KeyManager keymanager;
struct MsgHead enheader,deheader;

char masterKeys[1024];
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memset(masterKeys,0,sizeof(masterKeys));

memset(&enheader,0,sizeof(enheader));
memset(&deheader,0,sizeof(deheader));

memset(ch_orig,0,sizeof(ch_orig));
strcpy(ch_orig,plaintext);
sourceLength = strlen(ch_orig);

memset(ch_dedata,0,sizeof(ch_dedata));
memset(ch_cipher,0,sizeof(ch_cipher));
memset(ch_dedata,0,sizeof(ch_dedata));

unsigned char encryptionContext[1024];
memset(encryptionContext,0,sizeof(encryptionContext));
i_cipherlen = 0;

i_dedatalen = 0;

[*3 RN/

size_t blockSize = 0;

[ ERENREREY/

enum Algorithm al_en = SM4_CBC_12§;

strcpy(encryptionContext,"{\"name\":\"test\",\"date\":\"20200228\"}");

NewMasterKey(masterKeys,"ap-region01","replace-with-realkeyid");
AddMasterKey(masterKeys,"ap-region03", "replace-with-realkeyid");

/R AR E B EIRE HORNEFATHT/
i_ret = InitkeyManager(&keymanager,masterKeys,0,0,0,p->secretld,p->secretKey);

if (0!=i_ret)

{
printf("InitkeyManager error\n");
return (0);

/*ch_cipher BIIZEGEHEXAS */
i_ret = Encrypt(ch_orig,sourceLength,&keymanager,masterKeys,al_en,encryptionContext,blockSiz
e,&enheader,ch_cipher,&i_cipherlen);

if (i_ret == 0)
{

i_ret = Decrypt(ch_cipher,i_cipherlen,&keymanager,&deheader,ch_dedata,&i_dedatalen);

if (0==_ret)

{

printf("ch_dedata[%s] i_dedatalen[%d]\n",ch_dedata,i_dedatalen);
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else

else

}

return (0);

int main()
{
inti_ret=0;
unsigned char plaintext[128];
char region[128];
char masterKeys[1024];
char domainName[128];

memset(plaintext,0,sizeof(plaintext));
memset(region,0,sizeof(region));
memset(masterKeys,0,sizeof(masterKeys));
memset(domainName,0,sizeof(domainName));

struct KeyManager keymanager;

/*domainName BFEAZFESHIEZ I/
strcpy(domainName, "replace-with-real-domainName");
strcpy(region,"ap-region01");

strcpy(keymanager.secretld, "replace-with-real-secretld");
strcpy(keymanager.secretKey, "replace-with-real-secretKey");
strcpy(plaintext,"abcdefg123456789abcdefg123456789abcdefg”);

i_ret = InitSdk(region,keymanager.secretld keymanager.secretKey,domainName);
if(0!=iret)

{
printf("InitSdk error\n");

return (-1);

NewMasterKey(masterKeys,"ap-region01","replace-with-real-secretKey");
AddMasterKey(masterKeys,"ap-region03","replace-with-real-secretKey");

CBCEnAndDeTest(&keymanager,plaintext,masterKeys);

return (0);
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SDK #z[
SEARAR C 2O

E% Encryption SDK &R T KMS , SEIRPRASEANESBNSERNST , BPRBREEXSY , BRIEE
f | @A, B REEE IR,
HTIRLEITARS , B8 Encryption SDK SHEETF KMS MBI IR NIEAPERNES .
« BF KMS BRI, : RISHM KMS FAERIEER , B KMS RspnaEoBnEs , B
BIEORERRNEFRMEIRER , EEESM IhitkeyManager 00,
. FAERIIEST, - RISAPETARMEEE , EAEOMTIRE , SRNE ECEBRArEE , AP
BEECRIEEHNRS.
HFRSMANER , BWBPERET KMS NEBRrA.

RIS

o E2 Encryption SDK {NEFRTFEHRERARFENMIR , iBHEKA KMS HEALAR.
o FAFPSEERANL CPU 3785 SDK I8 &M |, FUTLA T SHATIINE

cat /proc/cpuinfo|grep aes
cat /proc/cpuinfo|grep avx

HLEARIAE |, iR S5 e S SINE.

#tadt SDK #20

InitSdk

o HEEHA : WICAFPEECTE KMS ERIRSS.
o SERAA :

=5 SHEWR WAIFG i fiR

A& region 2 char * CMK S (EEF/FER | FN RS IzR
A& secretld 2 char * =Mk API 248 ID

AS secretKey 2 char * =M API 2548 Key

NS domainName =2 char * HEZ=EE=F8
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o IRENE : ¥IIAAIIRE0 IREIENATEEIRD
R

o FitA Secretld ] SecretKey RURETFE « mERSSAEIZEITAIEEZEKER SecretID 1 SecretKey ,
SecretID 0 SecretKey ERAFHHE—IANEEILE. UERFEEZESIHERRSHEO.

o FFA Secretld 1 SecretKey BISPRIEH | EINFERFKS |, RIEVSEEHTEOFNS
EEXE.

o = domainName FUIRE : W15RdomainName A& A"" , NINIMETE
TENCENT_SDK_DOMAINAZERVE , RZ , MLAAS A,

KMS Z5R{RP A 1R

KMS ZSRERIPARNET KMS ZREEFASTIL , H KMS IRHEZENSAGRBER , HhEOaFET=HERS
RATFEEAIN. KeyManager R9#0%A1L. DIRREREOISE,

NewMasterKey
o INREHEA - BAFPENEERINAETZBERIIE.

o SEURA
Bt SHER wik  XRE A

char  EEPEBIIFR , KERERFPIANZBRHERAE , 81 CMK

H&  masterkeys 2

* S AARYZEZ region # Keyld K&,
. char N
ANZ  cmkRegion £ . FE5H CMK HElFER
A& amkkeyld 2 T memoMKEIID, M KMS sElasE

o R[EE : IAEZREAMIIREO , BNIREHEMNAIEIRTD
==

BFINEZENENERR , & KMS FEFEMTERRVRTE.

AddMasterKey
o DDREHEA : IINERRIAREER , BRIRNTKRE S8 1M EERLEAERN | BERER%ENR | &5
XFFIANAN,

o SENREA
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B SHER ik RE )%
char
HE&  masterkeys 2 .
. char
AZ  cmkRegion =2 .
char
AE cmkKeyld 2 .

FERERYIFR  RERERFPIINNERHERME |

HREERSR (KMS)

1~ CMK

S AK=IES region 1 Keyld K/E.

F=5H CMK HifE8

F%H CMKRYID , )\ KMS $=HIadEif.,

o REE : IAEZREAMIIRMEO , BUIREHENATEIRTD.

==

B{RIE masterKeys Z/MREBS12FHHZ 8

InitkeyManager

o THAEHEIAR : #0441 KeyManager F94EKI(K , KeyManager FIsR{RZEH4ASTIREXSE , BaEEAEA.

EINERE. BRAATIEE,
o SERAA :

struct of
2 keyManager =

Hj y 9 = KeyManager *
AZ  masterKeys 2 char *

AZ  msgCount 2 int

ANZ  enEkxpiretime £ int

A2  deExpiretime £ int

AZ  secretld 82 char *

AZ  secretKey = char *

o IREHE : FIALAINIREIO , BULREHER AR,

WAL : TCloudFinanceZone
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BNATRESFERTFHIR,

B

fEiR

KeyManager &5fa{R 55t

F4A CMK (587513

BNMER DataKey AIINZEANEEEE |, INBHEEL
g , £F#HAE KMS F&i53K , £ DataKey |
REAN 0 X BRFIERIXE

INZ%{EARY DataKey EEFEFRBEREE , BBLALATD,
IHEHE 4R , HEHESE I s EBaRTEx
F| , #<fitk DataKey fYEE , 0 R-AITHR

= EFRRY DataKey EFAIBZUE , BALAFD , 0K
TAIIHA

=M APL &8 ID

=M API 258 Key
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Encrypt

HREERSR (KMS)

o DOREfEIA @ 5 KMS FEE2RY DataKey , HATAMEGREINE.

o SRR

Bt SEER

AE&  source

AZ  sourcelength

A2  keyManager

AZ  masterKeys

A& algorithm

A%Z  encryptionContext

AE blockSize

H&  header

H&  cipher

H&  cipherLength

fil

fil

2]

fi

2l

fil

il

fil

fim

2]

%7

unsigned
char *

size t
struct of

KeyManager

*

char *

enum

char *

size t

struct of
MsgHead *

unsigned
char *

size t

o R[ENE : INEZAINRE0 , BREREFEAITEIRT.

R

%S

FINEZRIBAS AR

SINEEIRRE | B byte

EEYIAAY KeyManager 25185t

FE$A CMK (58513

HENEME , sREEEETIER

FBF#xiR DataKey BYSHBEIFER |, key/value THY
JSON =R , sRASHF 1024 =45, fiaN
{"name":"test","date":"20200228"}

0 FINERSADERINE | JF 0 "D RINELR
TR, B byte

LIRS , BT REIRRIIZN—LERMS
B, BiNEERREE

IR SIS

BXKE , B{I byte

INEZRRYEEE , SINADataKeyflBX(EE | REEERKMSEBRIFISIRIZOHITHE.

XFFRINE RIS
S

SM4_CBC_128_WITH_SIGNATURE

SM4_CBC_128
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REHME

SM4_GCM_128 WITH_SIGNATURE
SM4_GCM_128
SM4_CTR_128_WITH_SIGNATURE
SM4_CTR_128
SM4_ECB_128_WITH_SIGNATURE

SM4_ECB_128

EncryptedDataKey Z¥a{AisiiA

o C RE
cmkRegion char *
cmkKeyld char *
dataKey char *
MsgHead45 a1 EA
SEBR RE
algorithm enum

encryptionContext ~ char *

dataKeyNum int

dataKey Array of

blockType enum

blockLength int

BlockType #E¥{i5iA8

S

WAL : TCloudFinanceZone

HREERSR (KMS)

B izl
3 {33 SM3 HAC &89 SM4 GCM #&;
4 MEAZERH SM4 GCM #EINZEX
5 {53 SM3 HAC %429 SM4 CTR #&=;
6 TEREER SM4 CTR 18
7 {83 SM3 HAC %4389 SM4 ECB #&=
8 TMEREEM SM4 ECB &3

15EH

FZ3A CMK HiEER

FEHH CMK B ID , M KMS =HlE4EiE
TFiBRY DataKey SRZEIEESZ

15488

RIENEME | BEIINERESIE

FAF#riR DataKey RYFEENFER , key/value X389 JSON FFF
B &ASUFL024=T5, fian
{"name":"test","date":"20200228"}

{EARIINEZ/T DataKey HEMBMAIEE R CMK £E218
X A MR ERRINEE

DataKey RHEEFIZE , IFIEBZSWEncryptedDataKey £514

EncryptedDataKey NIz

EXINEDRAOSEE , BT RRIZEEEHEOH | FIE58
£0BlockType Z5Ha{Ai5AH

PRATKE

8 15288
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REHME

WITHOUT_BLOCK

WITH_BLOCK

Decrypt

g3

o DOREHEIA @ JIIERT R , 15RIRASEE.
o SEORAA

Bt SHER Wik RE
A&  source 2 unsigned char *
AZ  sourcelength 2 size_t
struct of
2 keyManager =
A y 9 = KeyManager *
struct of
2 header =
t = MsgHead *
H&  plainText = unsigned char *

HZ&  plainTextLtength 2

size t

o IREHE : FFEAIINLREO , BUREHENAVEIRED,

KMS In&75 U ERzpl
KMS ZRIRIFH TR AEATRGIT

#include<stdio.h>
#include "kms_enc_sdk.h"

HREERSR (KMS)

HR
INEERIEEE
INEZERIEIRRE | B4 byte

B24AEHI KeyManager g5ra{iigst

SKEREREIIR , BTREIAREZR—EER
=R . BINBEXR TSR EIR

R RV TR
BASKEE | B byte

int CBCEnAndDeTest(struct KeyManager *p,unsigned char plaintext[],char masterKeys|[])

{

WAL : TCloudFinanceZone

inti_ret=0;

unsigned char ch_orig[128];
unsigned char ch_enheader[128];
unsigned char ch_cipher[1024];
size_t i_cipherlen = 0;

unsigned char ch_dedata[1024];
size_t i_dedatalen = 0;
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size_t sourceLength = 0;

struct KeyManager keymanager;
struct MsgHead enheader,deheader;

char masterKeys[1024];
memset(masterKeys,0,sizeof(masterKeys));

memset(&enheader,0,sizeof(enheader));
memset(&deheader,0,sizeof(deheader));

memset(ch_orig,0,sizeof(ch_orig));
strcpy(ch_orig,plaintext);
sourceLength = strlen(ch_orig);

memset(ch_dedata,0,sizeof(ch_dedata));
memset(ch_cipher,0,sizeof(ch_cipher));
memset(ch_dedata,0,sizeof(ch_dedata));

unsigned char encryptionContext[1024];
memset(encryptionContext,0,sizeof(encryptionContext));
i_cipherlen = 0;

i_dedatalen = 0;

[*53 RN

size_t blockSize = 0;

[FERINRERIE

enum Algorithm al_en = SM4_CBC_128;

strcpy(encryptionContext,"{\"name\":\"test\",\"date\":\"20200228\"}");

NewMasterKey(masterKeys,"ap-region01","replace-with-realkeyid");
AddMasterKey(masterKeys,"ap-region03","replace-with-realkeyid");

/A IINERSEEEEIRE HOREF AT/
i_ret = InitkeyManager(&keymanager,masterKeys,0,0,0,p->secretld,p->secretKey);

if (0!=iret)

{
printf("InitkeyManager error\n");
return (0);

}

/*ch_cipher 2INZRIEXAE */

i_ret = Encrypt(ch_orig,sourceLength,&keymanager,masterKeys,al_en,encryptionContext,blockSiz
e,&enheader,ch_cipher,&i_cipherlen);

if (i_Lret == 0)
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{
i_ret = Decrypt(ch_cipher,i_cipherlen,&keymanager,&deheader,ch_dedata,&i_dedatalen);
if (0==_ret)
{
printf("ch_dedata[%s] i_dedatalen[%d]\n",ch_dedata,i_dedatalen);
}
else
{
printf("Decrypt is err!!IN[%d]\n\n",i_ret);
}
}
else
{
printf("Encrypt is err!!!!1111[%d]\n\n",i_ret);
}
return (0);
}
int main()
{
inti_ret=0;

unsigned char plaintext[128];
char region[128];

char masterKeys[1024];

char domainName[128];

memset(plaintext,0,sizeof(plaintext));
memset(region,0,sizeof(region));
memset(masterKeys,0,sizeof(masterKeys));
memset(domainName,0,sizeof(domainName));

struct KeyManager keymanager;

/*domainName BEAN=FEHEZ Y/
strcpy(domainName, "replace-with-real-domainName");
strcpy(region,"ap-region01");

strcpy(keymanager.secretld, "replace-with-real-secretld");
strcpy(keymanager.secretKey, "replace-with-real-secretKey");
strcpy(plaintext,”"abcdefg123456789abcdefg123456789abcdefg”);

i_ret = InitSdk(region,keymanager.secretld keymanager.secretKey,domainName);
if (O!=i_ret)
{

printf("InitSdk error\n");

return (-1);
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HREERSR (KMS)

NewMasterKey(masterKeys,"ap-region01","replace-with-realkeyid");
AddMasterKey(masterKeys,"ap-region03","replace-with-realkeyid");

CBCEnAndDeTest(&keymanager,plaintext,masterKeys);

return (0);

[REENN= AR O1-ER

[FAEMZS XX MHRSZSBEEAS I KMS IEMAR , 5 KMS B4BIEP AL , RENZAXEERPAS LR

ISR TINGS , HAPFRIERENZEN. HTFZe5800%EE , AP ER KMS Z5HEPAR.
WiBg :

Hep CTR RIVINEIRBETE | EftAVRIVINERA PKCS#7 trEH{ TR,

Sm2GetKey

o INREHEA : [ERASM2EE4 R ZR4ANT,
o SEURAA :

B SHEIR Wil =it R
s pubKey 2 unsigned char * NIPBAE | KEH 64 F15
He prikey = unsigned char * TSRS KEA32F1

o RENE : BERSERMINREO , BNREENATEIRD.

Sm2Sign

o ThEgiEA  (FA SM2 BEiLHiTEA.
o SERAA :

B SEER WHSE E3ic) U

AZ  pubKey 2 unsigned char * RRBHINERE |, BIEKEBEN 64 =15,
A& priKey 2 unsigned char * RIRBHOTABANZ , BIRKEREER 32 7,
A& msg 2 unsigned char * [EXEUE

s msglen 2 int [EXEUBAIKE |, B byte
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HREERSR (KMS)

B SHEWR DSV it A
Hs sig 2 unsigned char * SREEE

H& sigLen =2

o REE : BIRERRINIR

R

int * ERHIEIKE | B byte

[E10 , BUREHENATERTD.

NPOFARIIRENEERE , BRFURBAKES—HRIEE | FIESHRFLRRE.

Sm2Verify

o INREREIA : (A SM2 EiEHTINES.

o SERAA

B SHER ik XE

AS pubKey =
AE  sig =
AS sigLen =2
HE msg 2
H& msglLen 2

o IREHE : WEAINREIO ,

AR

unsigned char *
unsigned char *
int

unsigned char *

int*

B EFEMNAYEIRE.

5

RRBIURBEAT |, SUERKERES 64 5
EREREIE

EREHIEIERE | 841 byte

JRSCE R

R EIERIRE | BBl byte

NARENEEREAFT , BRFNREAKERA—ERIEE  JESEREFELNEIRE.

Sm2PemChangeToPubkey
o IREHEA | XIpemiBNIIABAEHITIEHR,

o SEURA

J==4e SR
A& pemPubKeyInfo

H& pubKey

o IREHE : ¥EHRATNRELO
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WA il U
2 unsigned char * pem EHHINBER
2 unsigned char * EREAHER

BUIREHENAYERED.
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HashForSM3WithSM2

HREERSR (KMS)

o ThREHEA : A Sm2GetKey EOEMAINE , AETSM3EZEMEERE.

o SENHAA :

J=ed SHBFR
A& msg
A& msglen
NS pubKey
AS id

AS idLen
He digest

He digestLen

A% et

= unsigned char *
2 int

= unsigned char *
3 unsigned char *
2 int

= unsigned char *
= int *

o R[ENE : ERFREERINIREO , BNREHENAERD.

AR

5

JRSCEE

RS EIRERIRE

RNPRE , WEKEEESN 64 F1
id &

id (EAVKE

ERRIHE

HEEIEIIRE

NPNKEASEERE  BPIRBARKES—HVEE | TESHATFNRSHE.

Sm2SignWithDigest

o TIREHA - ERAAREMREEBEENES

o SEUNAA :

B SHEWR
AS pubKey
NS priKey

AS digest

AS digestLen
HE sig
H& sigLen

Wik ESig)

y =3 unsigned char *
= unsigned char *
B unsigned char *
2 int

= unsigned char *

int*

fim

o REIE | ERERRINIREO , BNREENAERD.

FE
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NPOFARIIRENEERE , BRFURBAKERS—SRIEE | TSR FLRRE.

Sm2VerifyWithDigest
o INREHEIA | BT ERIRERSIHITIRS.
o SEUHEA :

B SRR ASi et R

S pubKey = unsigned char * NIPERSE  BEKER 64 =1
NS sig 2 unsigned char * o NS

A& siglen 2 int ERMIEIKE

NS digest 2 unsigned char * HELE

A& digestLen 2 int HEHUEIRE

o RENE : WEAIHREIO , BNIREENAIEIRED.

Sm2Encrypt

o ThREHEA : A SM2 BiAHITINE.
o SERAA

B  SHER ik KR ik

A\ pubKey 2 unsigned char * KRB AENS | 3UBKEN 64 =1
AE source B2 unsigned char * SM2 NNERGREUE

A& sourceLength 2 int TFEURKE | B byte

H%&  cipherText £ unsigned char * BEUE

Hes cipherLength 2 int * BNHIRKE | B byte

o R[ENE : INEAINREO0 , BRHREFEAITEIRT.

pEI=

SM2 INEERT/INSIRIASR | FENINEBIE 256kATEHE.

Sm2Decrypt

o ThaEHA | ERASM2EEHITHEE.
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o SEURAA :

B SHER Wik KE

A& priKey = unsigned char *
AE&  source 2 unsigned char *
AS sourcelLength =2 int

s plainText P unsigned char *
Hs plainTextLength 2 int *

o RENE : FFEAINREO , BRIREFENAIEIRT.

Sm3Hmac

o THEEHIA : {#M SM3 IA%FIEE Hmac &,
o SENHAR :

Bt SHBR Wik St

AE& data 2 unsigned char *
AS datalLen 2 int

AS hmacKey = unsigned char *
AS keyLen 2 int

Hs hmac 2 unsigned char *
Hes hmacLen =2 int *

o REE : FOERKINIRE , BZNREHENAERD.

Sm3Digest

o THEGHA © [FASM3ERHE,
o SEUHEA :

HREERSR (KMS)

R

RRISHIFARAE | BEREREES 32 F15
INEERIEEE

INZERIEIRRE | B4 byte

BASZELE

BESCEURIRE | B byte

R

RS

JRSCERAKE | BBl byte

i+8 Hmac WZSEARE

i+8 Hmac ZSPIKE | B{i byte
4R Hmac &

Hmac KE , Bfi byte

B SHBR D3vi il DU
S data = unsigned char * [RESCEE
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HREERSR (KMS)

B SEBR D253 KA ik

AE datalen 2 int R EHRAIIKE
He digest g2 unsigned char * LERRIEHE

Hes digestLen 2 int ERNHITEEATIKE

Sm4CbcEncrypt/Sm4CtrEncrypt

o INEEHDA : {FEF SM4 InzEExL CBC, CTR #wIUAIINZ,
o SEURAA :

B SHEWR Wik RE fmR
unsigned char "
A& source = . R EE
AZ  sourceLlength 2 int BEXHURAKE |, B byte
AZ  key = it char * EPQZEXE"J SM4 Z3f , KEREIEH 128 {i(16 =
)
. = unsigned char S - N i
NS v = . aaE | BEEN 128 {1(16 =)
. unsigned char .
H&  cipherText =2 . B HUE
H& cipherLength =2 int * BYHIEKE |, B byte

o IRENE : INEAIDIREIO , BENIREHENAIEIRD.

Sm4CbcDecrypt/Sm4CtrDecrypt

o ThegiEA - FBF SM4 INEEL CBC, CTR & FAYRERS,
o SEURAA :

SEBR

source

sourceLength
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A key = Snsigned char
S iv 2 imsigned char
HZ&  plainText 2 Snsigned char
£ plainTexttength £ int *

o RENE : FFEAINREO , BRIREFENAIEIRT.

Sm4EcbEncrypt

EREERSE (KMS)

fiaid

BFREEXHE SM4 %58 , KEREEN 128 {7(16 =
)

DiaimE , BEEH 128 (16 1)

fRE RIS TR

R RIS EUERE | BB byte

o IREEIA | FARAT SM4 INEE % ECB & FRIINE.

o SENHEA :

Bt SHEWR Wik R

AZ  source = imsigned char
AZ  sourcelength £ int

AE  key 2 Snsigned char
H&  cipherText =2 iJnSigned char
&  cipherlength £ int *

o RENE : INEAINREO , BRIREHERAVEIRT.

Sm4EcbDecrypt
o IhEEHEIA : £/ SM4 INEZEEX ECB 1Rz FRIRE.
o SRR

B SEER

WAL : TCloudFinanceZone

2026/7/11 07:30:55

feik

JRSCE R

BTSRRI | 845 byte

BFREEXE SM4 %58 , KEREIEN 128 {1(16 =
)

BEE

EMEIRIKE | B byte
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B SHER Wik KR
A& source 2 imsigned char
A& sourcelength 2 int

AE  key 2 imsigned char
& plainText =2 imsigned char
2  plainTextlength 2 int *

o IREHE : FFEAIIIREIO , BNHREHENAVEIRID.

Sm4GcmEncrypt

o haEHEA : AT SM4 IIE&E GCM RV TRIINE.

o SEURAA :

Bt SHER P
A& source 2 ::lnsigned char
A&  sourcelength £ int
AE  key = imsigned char
AE v 2 Snsigned char
AZ  ivlen = int
A& add 2 ’tjnsigned char
AZ  addlen =2 int
AZ  tag 2 tmsigned char
AZ&  taglen =2 int

WAL : TCloudFinanceZone

2026/7/11 07:30:55

EREERSE (KMS)

fiaid

I SRR

INZEHIEIERKE | B byte

FRFRBEENXH SM4 &8 , KEEIE/S 128 £1(16 =¥

)

R IR RYRR SR

R ISRIBASAUERRE | BT byte

R

JRSCEE

JRSCEIERIKE | B byte

FFBEXR SM4 58 , KEEE 128 £i1(16 =F
)

PiatEE , EEH 128 fi7(16 =5)

FAERATIHKE , B byte

B InREEER

PEIRBLERIRE | BB byte

tag {8 , RIREGAD

RISTBHIIKE | B byte
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unsigned char

*

H&  cipherText 2

H&  cipherLength =2 int *

o R[EE : INEAINREO0 , BREREFEAITEIRT.

Sm4GcmDecrypt

o haeHA : (£ SM4 INIE&E GCM RV THIRRE.

o SERA

B SEHEWR DA i)
AZ  source =2 imsigned char
A&  sourcelength =2 int

ANZ  key = imSigned char
A v = iJnSigned char
AZ  ivlen = int

A&  add = imsigned char
AZ  addlLen = int

AZ  tag = imsigned char
AZ  taglen = int

H&  plainText =2 Snsigned char
£  plainTexttength £ int *

o REE : FFEAINREO , BREREFENAITEIRT.

JRENE S RIROERZG

WAL : TCloudFinanceZone

2026/7/11 07:30:55

EREERSE (KMS)

T

TR

BMEIERE | B byte

)

I SRR

INZERIEIRRE | B byte

BRBENXE SM4 258 |, KEREN 128 {3(16 =
)

DiatEE |, EE 128 (16 F13)

DIRHEERTINRE | B byte

BIREE(ER

ISR RIKE , BT byte

tag {8 , BPREEHD

RASTBRIIKE | B byte

R RRYRAS TR

RRISRIBANEUERE | BT byte
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JRENNZ T T RIEOERARGUCERT

#include<stdio.h>
#include "kms_enc_sdk.h"

int Sm4CbcTest()
{

inti_ret=0;

unsigned char ch_orig[1024];
inti_orig = 0;

unsigned char ch_en[1024];
inti_en=0;

unsigned char ch_de[1024];
inti_de =0;

memset(ch_orig,0,sizeof(ch_orig));
memset(ch_en,0,sizeof(ch_en));
memset(ch_de,0,sizeof(ch_de));

unsigned char key[16] = {
0x01, 0x23, 0x45, 0x67, 0x89, Oxab, Oxcd, Oxef,
Oxfe, Oxdc, Oxba, 0x98, 0x76, 0x54, 0x32, 0x10};

unsigned char iv[16] = {
0x01, 0x23, 0x45, 0x67, 0x89, Oxab, Oxcd, Oxef,
Oxfe, Oxdc, Oxba, 0x98, 0x76, 0x54, 0x32, 0x10};

strcpy(ch_orig,"this Sm4CbcTest");
i_orig = strlen(ch_orig);

i_ret = Sm4CbcEncrypt(ch_orig,i_orig,ch_en,&i_en,key,iv);
if (0!=i_ret)
{

printf("Sm4CbcEncrypt error\n");

return (-1);

i_ret = Sm4CbcDecrypt(ch_en,i_en,ch_de &i_de key,iv);
if (0!=i_ret)
{
printf("Sm4CbcDecrypt error\n");
return (-1);
}
printf("Sm4CbcDecrypt data is [%s]\n",ch_de);
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return (0);
}
int main()
{

inti_ret=0;

char region[128];
char secretld[128];
char secretKey[128];

memset(region,0,sizeof(region));
memset(secretld,0,sizeof(secretld));
memset(secretKey,0,sizeof(secretKey));
memset(domainName,0,sizeof(domainName));

/*domainName FEANZFEESHIEZ M/
strcpy(domainName, "replace-with-real-domainName");
strcpy(region,"ap-region01");

strcpy(secretld, "replace-with-real-secretld");
strcpy(secretKey, "replace-with-real-secretKey");

i_ret = InitSdk(region,secretld,secretKey,domainName);
if (i_ret!=0)

{ printf("InitSdk error\n");
return (-1);

}
Sm4CbcTest();
return (0);

HIR S

R[EHE EE

0 ES_OK

-1 ES_ERROR

-2 ES_ENCRYPT_SOURCE_EMPTY

-3 ES_NO_CMKEY

WAL : TCloudFinanceZone

2026/7/11 07:30:55

HREERSR (KMS)
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R[EHE

-10
-11
-12
-13
-14
-15

-16

WAL : TCloudFinanceZone

WEHME

ES_ALGRITHM_ERR
ES_GENERATE_DATAKEY_ERR
ES_ENCRYPT_DATA_ERR
ES_MARSHAL_PROTOBUF_ERR
ES_CIPHER_TEXT_TOO_SHORT
ES_GET_PROTO_ERR
ES_PARSE_PROTO_ERR
ES_DECRYPT_DATAKEY_ERR
ES_SET_DATAKEY_ERR
ES_DIGEST_INVALIDATE
ES_MEMORY_ERR
ES_KMSSERVICE_ERR

ES_USEREDITION_ERR

2026/7/11 07:30:55

VLl

iR

=4 DataKey $&i%
N DataKey $Hix
F5I4t, ProtoBuf i
BN EIEAE

SREX ProtoBuf #iz3ZiHtE
fRHT ProtoBuf B3z HsE
2% DataKey {812

iR E DataKey 5%

EBFLEE , SEREAEY

NLERT=1ES
KMS FRSSARFFiE
KA KMS i8R

HREERSR (KMS)
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FEARAR GO O

Go I5= SDK , [REfERA CIESXI , LR\ cgo %[5 , REHEOM Go iIESEA.

EOREREREAR

K

KEBp1EOBREWES EncryptSDKError ZRBIZEXA ( Code : $&IREB , Message : {EIRBER ) . 1FBUNT :

I HEIRIHE
InvalidParameter SEEEIR
KmsAccessError iAlE) KMS s
GenerateDataKeyError =4 DataKey $Ei2
EncryptDataKeyError In#% DataKey $&i%
LocalEncryptError AHANE S
UnknownError RAIFEIR
CheckAlgorithmError INEEELE
InvalidMessage $REX ProtoBuf #3258
DecryptDataKeyError fi#= DataKey HitE
SignCheckFail BEREGEM
LocalDecryptError AHOAREE S
KmsServiceError KMS BRSBHRFE
UserEditionError KMS KFHHKITERAR

#9aft SDK#EE

InitSdk
DHReHEA | MIGFAF 2AEE KMS EATIRIRSS.
MASE

SHBFR Wi et TGN

WAL : TCloudFinanceZone 2026/7/11 07:30:55

HREERSR (KMS)
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HREERSR (KMS)

SR WhIE il fiA

region 2 string CMK iEis{E B FRFeER
secretld 2 string =M~ API 248 ID (&
secretKey =2 string =S API 2548 Key B

domainName string HEEEFHFH

i

IREHE : #OIR[E] EncryptSDKError ZRBUEERIAK,

o HEMIRENES nil , XA,
o HEMIREETENI , FRBUEY , FHEBFSWEIRS.
bW

o FitA Secretld ] SecretKey RIRETFE « mERSSAIZEIIAIEEZEMKER SecretID ] SecretKey ,
SecretID #0 SecretKey 2RFHIE—IAIEEIE. WESERFAFTEZEIERRSHEEO.

o FIEE SecretID 1 SecretKey HIRBRIZHI : EIWERFIKS | RIELSZEEHTEOBNNAR
EiEX,

o ZE7FE domainName fUIRE : t1ERdomainName A& A" , IINIKIEZTE
TENCENT_SDK_DOMAINAEZERVE , RZ , MLAAS R,

KMSHn= =AY O17EA

NewMasterKey
DhgEfEA  BAFENEERIAERRERTIE.
SERAA
SEBR ik KB TR
o ERRERTIR  KERERFIANZRHERRTE , 81 CMK 588
masterKeys 2 [1byte

Z3[8]/9 Region # Keyld K,
cmkRegion & string  E£24%A CMK iR

cmkKeyld B string %A CMKRY ID , M KMS i & ehEia

IREWE : #MIRE] EncryptSDKError SEBYEERIA,

o SEMIREEZ nil , RN,
o SEMOIREWEDIE nil , ARFINKY , FIHFESS IR,
=
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HREERSR (KMS)

BHRBTINENENERN | £ KMS FERELTEIIINRE.

AddMasterKey

DogEHEA  IIANBRRAFEER , BRNEATKE , SBNEXRAEERN  2ERNSA%ENR , RESIFNA

a1,

SHAA
SHER
masterKeys

cmkRegion

cmkKeyld

IR[ENE : #ZOR[E] EncryptSDKError

o SEM

R
. MR

InitkeyManager

Sl

[Ibyte

string

string

HEiR

FEREETER  KERBERPIIANZEBEEXRMRE 81 CMKEBN=
iE9RegionFIKeyldi<E,

FF4H (CMK) HbisEE

F24%8 (CMK ) BJID , MKMSESI&HhEE

SRBIEHIR,

[EEZ nil , FiAINERTI.
[EEZ93E nil , AFARINKW , FHEBESS NSRS,

INREREIA : ¥04aMt KeyManager BU5H{K , KeyManager FBRRFEREEERSE  BEXTRNERS. BHRMNE
b/ S E Sy GREIE

SRR

SHER

keyManager

masterKeys

msgCount

enExpiretime

deExpiretime

secretld

WAL : TCloudFinanceZone

il

]

fi

2l

il

fi

RE

*

Hk

KeyManager Z5ta{A4gEt , (£ CiEESHRY

C.struct_KeyManager KeyManager &5 Tel%EE

string

int

int

int

string

F#4E CMK (E851%

FNMERF DataKey AIIIEANEEHE | INEHIHEXE!

[, 281\ KMS 815K , £ DataKey |, 188
ROFRTFEEIRFIERIREL

N {FERERDataKeyE EFHIIEREE | BT, FIE
BHE AR , HEHESRISNEBIIEIAR , s
fitzDataKeyly&#e , OFRAITHA,

WREZ(EFAND DataKey SERHUEMER | BAINF) , 0FFR
HE.

=F APIZR ID (B
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BB Mg R A
secretKey = string =S API 2548 Key B

IREE : #FOKE] EncryptSDKError SRBIEERIK,

o HIEMIREWER nil , FXHIBLRIN.
o SEMREIEIE nil, KRDBUEY , FHEBESSERSE.

Encrypt
THRERAIA : 5 KMS SE&6U%ERY DataKey , #HTAMIEIEINE .,
BWANSEL
SRR %5 vi S A
source 2 [Ibyte SINZERIBASC SR
= SRR K SRS
keyManager = C struct_KeyManager EL#)iR1tAIKeyManagerfstgiR gt
masterKeys 2 string F&ZiR (CMK) [FRFIFE
algorithm B C.enum_Algorithm BENEE  SREREAFIER
FATFtrRDataKeyAJ4HBIFER , key/valueXdhijson
encryptionContext 2 string FRRR BRASIFL024FT5, W0 :
{"name":"test","date":"20200228"}
blockSize o it 0 RAINZR ARG |, IF0RTDRINZELAR 5
= BN, BT byte
3| SRRt s SFrhnER A — Lt =
header =  C.struct_MsgHead SLEREEREIAR , BTFIREIAXIIZN—LEERE

B BINSEXTEBIRRIEA

REWE : BOREIRNNE , —NFREEEF— EncryptSDKError SERIZERI(K,

o HIEMIREWES nil , FRINZERLI.
o SEEMIRMEEIF nil , ARINTERW , FHEES BRI,

==
INZERIEEE | SN DatakKey HBXIER , REEER KMS ZRERIFA RGO THE.

Decrypt

DIREfEA « 7T RS |, 15RIBSEE.
MANSE
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SHBFR Wik
source 2

keyManager 2

header

2l

e
[lbyte

*

C.struct_KeyManager

* C.struct_MsgHead

HREERSR (KMS)

T

DN IERIEERE

TR KeyManager Z5Ha{A&igET

SLEREIRANSR , BTFRERNBEN—LERER B
RMBEXR TSR

REWE : BEOREIFRNMNNE , —NFREEEF— EncryptSDKError SERIZERI(K,

o S0

EER nil , REERY | BEERNBXABERERFAEES.

R
o HEMOIREWEZIE nil , RFRBEELW , FIHEESLEIRG.

C.enum_Algorithm ZFRIIIERIESIFR

WEHME

C.SM4_CBC_128 WITH_SIGNATURE

C.SM4_CBC_128

C.SM4_GCM_128_WITH_SIGNATURE

C.SM4_GCM_128

C.SM4_CTR_128_WITH_SIGNATURE

CSM4_CTR_128

C.SM4_ECB_128_WITH_SIGNATURE

C.SM4_ECB_128

C.EncryptedDataKey Z5#g{Ai5BH

SHEMR
cmkRegion
cmkKeyld

dataKey

C.char*

C.char *

C.char*

C.struct_MsgHead Z5#a{AiEE

WAL : TCloudFinanceZone

B 15488

1 {3/ SM3 HAC &89 SM4 CBCHET,
2 NMEREEZAISMA CBCHEZINE

3 {£F8 SM3 HAC &8/ SM4 GCM 18z
4 RMEEZHZM SM4 GCM BN E£
5 {s5F3 SM3HAC &&M9 SM4 CTR =,
6 MERZRZM SM4 CTR

7 {§EF SM3 HAC £&H#9 SM4 ECB &=
8 MEFEERZR SM4 ECB ##5,

e
FE4A CMK HElRER
F#H CMKRIID , )\ KMS =HadE

176#/Y Datakey XFRAYZEST
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SHER S
algorithm C.enum_Algorithm

encryptionContext  C.char *
dataKeyNum C.int
Array of
K
dataKey C.EncryptedDataKey
blockType C.enum_BlockType
blockLength C.int

C.enum_BlockType Z5#a{AitEE

BEHME
C.WITHOUT_BLOCK

C.WITH_BLOCK

KMS 1nZ; A=z ORE G|
KMS B$R{RP A R ERREn T

package main

/*

#include "kms_enc_sdk.h"
*/

import "C"

import (
"fmt”
// "time"
//  "encoding/hex"
)

func ECBEnAndDeWithSignTest(){
masterKeys := make([]byte, 1024)

HREERSR (KMS)

kil
BixEtE | FIBBEEINEEIEIER

FAF#RiR DataKey RYSBENER , key/value X3 JSON =
R, RASIF1024=F75, W :
{"name":"test","date":"20200228"}

{EFARYNNE/S DataKey #42 , FIEMAIERE CMK &2
X, BRMEERNERZRINEE

DataKey REEFIZE , IF1EBS W C.EncryptedDataKey
AN

BEXINESRIOBEE , B RRIZENEREHEOIR |, 15
BE&MC.enum_BlockType Z5Ha{Ai5tER

PRAGKE

= 1588

1 BN INEAR MR
2 B INEFR DR

NewMasterKey(masterKeys,"ap-region01","replace-with-realkeyid")

WAL : TCloudFinanceZone
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AddMasterKey(masterKeys,"ap-region02","replace-with-realkeyid")

f := &C.struct_KeyManager{}
header_en := &C.struct_MsgHead{}
header_de := &C.struct_MsgHead{}

error := InitKeyManager(f,string(masterKeys),0,0,0, "replace-with-real-secretld"," replace-with-real-se
cretKey ")
if (nil '= error ){
fmt.PrintIn(error.Error())
return

source := [Jbyte("hello world!")
encryptionContext := "{\"test\":\"nihao\"}"

var algorithm C.enum_Algorithm = C.SM4_CBC_128_WITH_SIGNATURE
cipher,err_en := Encrypt(source,f,string(masterKeys),algorithm,encryptionContext,0,header_en)
if err_en !'= nil {
fmt.PrintIn(err_en.Error())
return
}
plainTexttest,err_de := Decrypt(cipher,fheader_de)
if err_de != nil {
fmt.PrintIn(err_de.Error())
return
}
fmt.Printin(string(plainTexttest))
}

func main() {
error := InitSdk("ap-region01","replace-with-real-secretld", "replace-with-real-secretKey ","replace-wi
th-real-domainName")
if(nil 1= error){
fmt.PrintIn(error.Eoor())
return

ECBEnAndDeWithSignTest()

JRENNZ TR iR
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HREERSR (KMS)

JRENNZT TSN AIIRSS LR BT R AR . 5 KMS ZiRGRIFSZVELL | RENZE L NEERF B CERINER
RTINS , BAPRIEZRNEENE. HTRESEMERE  ENAFER KMS ZRIERIFS .

pEI =4

HACTREEZUINE R BES | EfthARIVINERA PKCS#7 R TR,

Sm2GetKey
ThEEHIA : ERSM2EE4pEEARY.
MANSE . THERBASEH.

RENE : #ORB=AZE , RPFRHA ( DBIRERRINEE. FARE ) F—EncryptSDKErrorsRBIEEHIIK |
BIMEEEF kiR,

o SEMRERISEIMSE NIl , FRTSREE HRIAL ;
o 3knil , RFIREUKRW | BEAEEREMIRPRIEIRIBCodefNiEIR(EE Message,

Sm2Sign

ThEeEA © (FF SM2 EiRT8E.

TN
SHEMR Wik et ik
pubKey = [Ibyte RRIEHNBEAE | SERKERENAFH
prikey = [Ibyte RIRBEFABERE | HIERKEREEH32FT
msg = [Ibyte JRSCEE

IREME : #OREIRMNAS , — 1 FZREEM— EncryptSDKError SEBIZEVAR,

o SEMOREIEDR nil , RERKT , ERABEREIRIFFFEES.
o SEEMRENEDIE nil, KREBXW , FHEESEIRI.

==

NPIOFARIIRENEERE , BRFURBAKERS—HRIEE | TSR FhRRE.

Sm2Verify
TheHA : (5 SM2 EiAH{TI0%,
WMNSEL
SHER W% et HEIR

pubkey = [Ibyte RRIBHIAEAE | BERKERENAFH
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HREERSR (KMS)

SHER DA - it R
msg 2 [Ibyte [RIZEHE
sig 2 [Ibyte BEEREEE

RENE : #OREIRIMAS , — N FZREEEF— EncryptSDKError SEBIZEVAR,

o SEMOREED nil , TREERT) , ERABEREIRIFFFEES.
o SBEMREIEYSIF nil , AFRREXRW , FIHFESUBIRSE.

pEI=

RNPRKENEEREAFT , BRNRBAKERA—HRIEE  JESERFEhESRE.

Sm2Encrypt

THEEHEA © /8 SM2 BETINE,

MNSEL:
SRR Wik it ik
pubkey = [lbyte RFBINBERS |, HIEKEH6AFT
source 2 [Ibyte IREUE

REWE : BOREIRNNE , —NFREEEFN— EncryptSDKError SEBYEERIK,

o SEEMIRENES nil , TTRINEKTD | IIERREXABERERIFIEAT.
o SIEMIRMENEI9IE nil , ARINTERY , FHEES BRI,

bW

SM2 NIEZERT/NGERIZR | RN INEEEIT 256kATETE.

Sm2Decrypt

TOREHEA : #F8 SM2 EERTHER

WMANSEL
SHBR %% ESit] fk
prikey = [Ibyte RRBHFAAERNS | HIEKEREH32FT
source B [lbyte I RRYEUE

REWE : BOREIRDMNNE , —NFREEEF— EncryptSDKError SEBIEERIK,
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HREERSR (KMS)

o SEEMIREED nil | FTEERT) | BEZRINBEXRSEIRE,
o SEMIRMEIEIDIE nil , TRBEERW , FHEESEIRE.

Sm2PemChangeToPubkey

Dttt : XpemtBTLAINTARNBHITHER,

WMANSEL
SHER Whise ESid) )0
pemPubKeyInfo = [Ibyte pemiEHINIBER

RENE : FORBIWNANS | — DNERFEEF— P EncryptSDKErrors8BIZENIA |, BIREEEFLIREA.

o SEMRERISEMSEANIl , ARIERMTD , HIREHNAEABERERNFTEES |
o 3knil | (URELIRAW | BAEEREMIRPREIRIBCodefNiEiR{E 2 Message.

HashForSM3WithSM2
THREHEA : fEF Sm2GetKey #EOAEMRINE , FETSM3EZEMEERE.
MNSEL
SEBR W5 RE A
msg = [lbyte JRSCETE
pubKey = (lbyte RIPARE |, FIEREREEN64FT
id b~ [lbyte id{E

RENE : FORBIWINANS , — N FEPEEM— P EncryptSDKErrors8BIZEHIA |, BAEEEFLIREA.

=x=£=2O

o BEMRERIEEMSEAnIl , ARBELEMAD , ERRIREABTRERFHEES ;
o 3Enil , ANERBBERKY | EREEEMIRTRIERIBCodefliEiREE Message,

Sm2SignWithDigest
THREHER © (BRI R RTIE BB RS R

BMASEL
SHEWR WhTSE 3] fimR
pubKey =z [Ibyte RNIPRE |, BEKEREH64FT
priKey = [Ibyte FAMENS | SR KEREEN32FTS
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HREERSR (KMS)

SR WAISE il Tk
digest = [lbyte HashForSM3WithSM2 &R HEEEERS

RENE : BORERIARE , —NFHEEF—EncryptSDKErrorZsBIZEIR | BNEEEF LA,
o SEMRERIGEIMESEANIl, KRERHT , EARIERRBERENFTEHAT |
o 3bnil , KERHBEERRW , BAREEEBFPRIEIRIBCodefliEiR{EE Message.
Sm2VerifyWithDigest

DIREREIA | BT ERRIRERTHITIRE.

NS
SHETR W5 &g R
pubKey = [lbyte NERE |, FEKEEEH64FT
sig b= [lbyte BENNE
digest 2 [Jbyte HashForSM3WithSM2 £ EEERS

IRENE : ZOIRE—EncryptSDKErrorsBIZEHAA , BNEEFFLiREA.

o HEMIREIRVEEMMEE AN, (KFRIESHI ;

o JEnil , KFR/BREKN , BEARBEEEARFPIERBCodeflfEiREE Message.
Sm3Hmac

ThREREA : EF8 SM3 I8%EE Hmac itH&.

BWANSEL
SRR Whi%E il A
data = [loyte [R3EE
hmacKey = [lbyte HEHmacIZERE

RENE : #FOREFENARES , — N2 EEEFI— EncryptSDKError SEBIZEHIR,
o HEEMRENEA nil , FTx Hmac itERIN , Hmac RBEREIRFREAF.
o LIEMIRENENTE nil , FRHmMacitELEYW , FEES IR,
Sm3Digest
IhEeHmA : [FRSM3AREE,
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HREERSR (KMS)

MASE
SHBR sk ESig Hk
msg = [Ibyte JRSC &R

RENE : EOREIRNMNS , — N FEHEEFI— D EncryptSDKErrorsSBIEERIIK , BRNEEEF LR,

o SEMRERIEEMSE Il , ARERFEND , ERRIREABTERERFHEES ;
o 3knil , RRERFERY , BAREEEEFPRYEIRIZCodefiEiR{EE Message.

Sm4CbcEncrypt/SmA4CtrEncrypt

TIEEHEA : FERMAT SM4 NSk CBC, CTR M FRIMNE.
BINSH

SHER i KE fek

source 2 [Ibyte [REUE

Key = [lbyte FRFRBEEXRISMAZSE , KEBEEN128(1(16F1) , FRERENT
iv = [lbyte DiatEE | BEN128((167FT) , FEERENZT

REWE : BORERNMNNE , —NFREEEFN— EncryptSDKError SEBYEERIK,
o HEMIRENEA nil , FARINZRID , INEERNEXARNBEREINZREES.
o HEMIRENENIE nil , BRIMBTEY , FIEBES ISR,

Sm4CbcDecrypt/Sm4CtrDecrypt

DIReiER © 75iERRT SM4 INEREE CBC. CTR ==\ FRIRE.
MNSEL:

SHER ik RE feik

source 2 [lbyte I ERIEUE
key = [Ibyte FFRBENH SM4 258 , KERE12841(16FT) , FeEREAT
iv = [Ibyte VtatAE |, BEA12841(16FT) , FeEREANT

RENE : FORBEIRNANS , —PNEFFEEEFI— EncryptSDKError SRRV,

o SEMIRENEY nil , TTEERT) |, FERRAXASERERFIFEEAT.
o SEEMIRMEIEIDIE nil , TRBEERW , FHEESEIRIG . **
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HREERSR (KMS)

Sm4EcbEncrypt

TREfEIA © 75/ ARAT SM4 INEEE ECB &0 FRIINE.
MASE

SEAFR WA A iR
source 2 [Jbyte R &R

key = [lbyte ~ AFBEMXH SM4 Zif , KEBEN128((16FT) , FRERENT

5]

REWE : FOREFHAIRE , —DFAFEEM— EncryptSDKError SEBIEEH(E,

o SEMIRENED nil , TTRINEKTD , IIERREXASERERFIEEAT.
o SEEMIREEYDIE nil , FRINERY , FHEBES BRI,

5]

Sm4EcbDecrypt
TheERIA : 5ARAT SM4 1INE&E% ECB 1B TR,
BMNSE :
SHBR ik KA A
source 2 [lbyte TN Ea0EUE
key 2 [lbyte  FAFPBEEXKISMAEE , KEBEEH128(I(16FT) , FHERENZ

REWE : BOREIRNMNNE , —NFREEEF— EncryptSDKError SEBYEERIK,
o SEMIRENE nil , TREERT |, FERNEXASERERFREAT.
o BEOREWEYSIF nil , FFEEXRW , FIFESUERD.

Sm4GcmEncrypt

DhREEIA : 7= T SM4 IIE&E GCM &=z{ TRIINE.

MNSEL

SHER ik RE feik

source = [lbyte INZEaEE

key = [lbyte  FAFPBEEMXH SM4 &8 , KEREE/H128(1(16FT) , FREREAT
iv b~ [lbyte  #IAEE , TEEREAT

aad = llbyte  MIIIRILER
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HREERSR (KMS)

SHER ik XKE S

tag 2 [Ibyte tag {8 , BIREEHS

REWE : BOREIRDMNNE , —NFREEEF— EncryptSDKError SEBYEERIK,
o HEMIRENES nil , RRINZRD , IIEEHNEXASEREINZRAEUES.
o HIEMIRENEAIE nil , BRINFTEY , FIEBES WIEIRG.

Sm4GcmDecrypt

DIREREIA © 7iERAT SM4 INEREE GCM 1Rz T RIREE.
MANSE

SHER ik KB feik

source 2 [lbyte I SRR

key = [lbyte  FAFBEMXH SM4 Zif , KEBEEN128(I(16FP) , FEEREAT
iv ~ [lbyte  ¥MAKKEE , FEERENZT

aad = [lbyte  HMIMILESR

tag 2 [Ibyte tag 8 , BIREEHS

REWE : BOREIRDMNNE , —NFREEEF— EncryptSDKError SEBYEERIK,

o SEMIREES nil | RREERT)  BERNBXASERZRINFAEAT.
o SIEEMIRMENEDIE nil , TREERW , FHEES BRI,

JREINE 5 zCRIE LA A7)
JRENNE SRR CERRANT

package main

import (
"fmt"
"encoding/hex"

)

func Sm4EcbTest(){
key := [Jbyte("1234567890abcdef")
msg := [Jbyte("hello world!")
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cipherText,enerr := Sm4EcbEncrypt(msg,key)
if enerr != nil {
fmt.PrintIn(enerr.Error())
elsef
plainText,deerr := Sm4EcbDecrypt(cipherText, key)
if deerr != nil {
fmt.PrintIn(deerr.Error())
}else{
fmt.Print("Sm4EcbDecrypt:")
fmt.Printin(string(plainText))

}

func main(){
error := InitSdk("ap-region01","replace-with-real-secretld", "replace-with-real-secret”, "replace-with-r
eal-domainName")
if (nil '= error){
fmt.PrintIn("InitSdk err",error.Error())
return

}
fmt.PrintIn("InitSdk is ok")

Sm4CbcTest()
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2 AT TCE

FERARAR Python 282 328

Python2 i&= SDK , [ EE(#F C1IE=sCH , LEEIT ctypes £#3%f5 |, 2#tEOH Python2 1IE551EE.

=i

HiRtY

-10
-11
-12
-13
-14
-15

-16

#tade SDK #0

InitSdk

WAL : TCloudFinanceZone

iz

IEEIRE]

—hRIEIR
INERIRX A=
RREERH
BiEASTF

774 DataKey $&i%
102 DataKey 482
FE5I4K ProtoBuf H42
BHUEARE

$EEX ProtoBuf R3S
AT ProtoBuf 337 H5E
7% DataKey 452
28 DataKey &R
BEAEE  SEREAEY
RFEIR

KMS fRSSHRFFE

FHKI KMS FEAIAR

2026/7/11 07:30:55
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2 AT TCE

HREERSR (KMS)

DIREHEIA | ISP RETHE KMS HERIRSS.

MNSH
SR DA gt A
region = str CMK HIERFRFE | I~ @Rt 7 IR
secretld 2 str =M API 248 ID {8
secretKey 2 str =S API 348 Key (&

domainName str I EERFTSH

]

RENE : EFORE—DEH,

o SEEMIRMENE0 , FARIHTH.
o HENREEIFO0 , MR,

=g

o FEE Secretld #1 SecretKey FHRZEFAE | mIRSAESIEIAIEEZEMKEE SecretID # SecretKey ,
SecretID 0 SecretKey RRFHBE—INEESIE. IESEAFEZEIIER=RSHEO.

o EEFA SecretID F SecretKey BUSPRIZH | BINERFKS | RIBWSEEHTEOBNEAR
EEXBG,

o ZFE domainName RUIRE : W18 domainName A&1"" , NINIKETE
TENCENT_SDK_DOMAIN =iZEUE , kZ , MEANS A,

KMS 0o =A<l

NewMasterKey
IheerER  BAFENEBRIMAETZHERTIE.
SEEA
SEBR Wik KRB R
cmkRegion 2 str FE5A (CMK) HEIRER
cmkKeyld 2 str F%B (CMK) B91D , M KMS {=HlaHEif

RENE : EOREELY. ERRERTIE.

o SIERMIREZEEUENO0 , TNz,
o SEMIREZEEEENIR0 , AFRRINKM,

R
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HREERSR (KMS)

BEHRBTINENENEEN , EKMSEEHEALTERRTRE.

AddMasterKey

DIREHEIA | IMNZRNAFEER , BRATRE , SE N ERRLEERN | SERNEAENA | &RESSIFIA

ANEZRER.
SHRA

o C
masterKeys
cmkRegion

cmkKeyld

REE : £

i

it fEA

list FEPEBIIR , KEREAFIINREHEE T
str FE4H (CMK) (=R

str F#38 (CMK) B9 1D, M KMS $zHlEaHEf

[EEEE. EERERTIE.

o SIEEMIREEZ0 , TN,
o SEMREWEIFO0 , HRARINKYL,

i i

InitkeyManager

DIREHEIA | MR NERR  B3ERREE. BRI, BRENNES  BRERESH.

SR
SEBER

masterKey

msgCount

enExpiretime

deExpiretime
secretld

secretKey

i

=

=
=
=

=
=

int

int

str

str

S
F#H (CMK) [5851%

BMEfF DataKey AIIIZRIHEREEE | MBRIMEXRRE , KF#HM KMS
=aiEK , £RETRIDataKey , IREN0FRNLBIREIERIRE

INE{EF3RY DataKey fEEFHRIENES , BANY  MiBBEE—RER
HEE BRI EE B EIAR , Bk Datakey RIEHR , 0OFRTATHA

(£ RIRY DataKey BFHVERTHA BT , OFRTAIHE.
=K APLESR ID (B

=S API 2548 Key B

IR[EHE : #OIR[E] KeyManager XJ&R,

o HIEMIREWEARS None , FRa¥IAHRT.
o HJEMIRENES None , (ERVIIALIEM,

WAL : TCloudFinanceZone
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HREERSR (KMS)

Encrypt
ThgeHEIA - 5 KMS SEEE2RT DataKey , BHTAMEIRINE,
WMANSEL
SHATR Wik KRB ik
source = str INEE YRR ELE
keyManager 2 kms_enc_sdk.KeyManager  B&#IiaAY KeyManager £513{A35Et
masterKeys 2 list F24A (CMK ) (5851%
algorithm 2 Algorithm BENEME  sREEEEIIFR

FIF#RiR DataKey RYFEENZFER , key/value X3
encryptionContext 2 str 1Y json FRFERISI, RASZIF2048=F 15, U ¢
{"name":"test","date":"20200228"}

0 FXTINERIADERINE |, IFOFRTDRINELL
RORKN | BB byte

blockSize int

fil

REHE : #ORE=NNS  — ML — MsgHead X%, —MNFRIEERENINZEIEX.

o SEMIRERIEEYSE N0 , AFRINZRLID,
o BENREIRVELHSEIE0 , RINFBEY,

FE

INZRRIEEE , 2INA DataKey HBX(ER , REEER KMS ZiRRIFATAEORITHRE,

Decrypt
TheEHER : 73iZRTHREEX , 152 EEE.
BMINSEL
SRR W5 ESid) )0
source 2 str & ENEYE
keyManager 2 kms_enc_sdk.KeyManager BEEHHI KeyManager 338

i

RENE : FORE=AAZ  —PEE. — MsgHead 580K, — M FRFBSEIRREFRIIAS.

o SEMOIREVELSEN0 , REFEZ I,
o BENREIRVEHSE IR0 , RBERW,

Algorithm ZIFRINIZRIESIZR
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MEE
SM4_CBC_128_WITH_SIGNATURE
SM4_CBC_128
SM4_GCM_128_WITH_SIGNATURE
SM4_GCM_128

SM4_CTR_128 WITH_SIGNATURE
SM4_CTR_128
SM4_ECB_128_WITH_SIGNATURE

SM4_ECB_128

KMS nnz5 =R ERG

#coding=utf-8
import sys
import os
import time

from kms_enc_sdk import *

regionl = 'replace-with-real-regionl’

keyldl = 'replace-with-realkeyidl'

region2 = 'replace-with-real-region2’

keyld2 = 'replace-with-realkeyid2'

secretld = 'replace-with-real-secretld’
secretKey = 'replace-with-real-secretKey'

=

domainName = 'replace-with-real-domainName'

def ECBEnAndDeWithSignTest():

ret,masterKey = NewMasterKey(regionl,keyldl)

if ret1=0:

print('NewMasterKey error:',ret)

return

HREERSR (KMS)

A8

{s5F8 SM3HAC %469 SM4 CBC &3,
MEREEM SM4 CBC 1N

{5 SM3HAC &&1J SM4 GCM &5,
AREFASER SM4 GCM Einsesx
{5 SM3HAC #29 SM4 CTR 2=
TMEAZSER SM4 CTR

{58 SM3HAC &&19 SM4 ECB 185

AMEAZEZRI SM4 ECB &3

ret,masterKey = AddMasterKey(masterKey,region2,keyld2)

if ret 1= 0:

print(AddMasterKey error:',ret)

return

keymanager = InitKkeyManager(masterKey,0,0,0,secretld,secretKey)

if keymanager == None:

WAL : TCloudFinanceZone
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print('KeyManager error’)
return

ret,enheader,endata = Encrypt('hello’, keymanager,masterKey,Algorithm.SM4_ECB_128 WITH_SIGN
ATURE,'{}',0)
if ret == 0:
print('Encrypt ok’)
else:
print('"Encrypt error:',ret)
return

ret,deheader,dedata = Decrypt(endata,keymanager)
if ret == 0:

print 'dedata:’,

print dedata
else:

print('Decrypt error:'ret)

ret = InitSdk(regionl,secretld,secretKey,domainName)
if ret != 0:

print('InitSdk error:',ret)

sys.exit(1)

ECBEnAndDeWithSignTest()

JRENNZE S VRO

JREMNZS TR AR tEFREF RS MR , 5 KMS ZRRIFATVELL | [RENZE SR ERF B CEmINE?
RTINS , HAPRILEERNEENE. HTRE5SEMERE  ENAFER KMS ZRIERIFS .

WiBA :

B

Hep CTR B2V BER | HttAVRIVINERA PKCS#7 frEd TS,

Sm2GetKey

THEEHEA © (R SM2 iR,
MANSH  TEEFTWASH.
RENE : MORB="AZE , —MEBERNFTE ( DBIREMNABERMBE) .

o SIEMIRERIEEYSE N0 , RASREE BRI ;
o HIENREIRVEELSE IR0 , FRIREK,

Sm2Sign
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HREERSR (KMS)

ThaeHA © 5 SM2 EiAHTESE.

WMANSE
SHETR wWhiFS ESig) fA
pubKey 2 str NPRE , BERKEREH64FT
prikey = str MBAE |, SRKERERN32FT
source = str [ECERE

REE : ZFOEREIRIARE , — 1 BEII— 8282 TNFHEH.

o SEMOIREVELISEN0 , REEZ/MI.
o HENREIRVEHSE IR0 , HRERKY,

==

NIPFARIIKENEERE , BRFURBAKERA—SREE | FItSHRELRRE.

Sm2Verify
IhaemA : (F/ SM2 EiAHTIE,
BWNSEL
SRR whie il )4
pubkey = str RNIPRS |, FIEREREEN64FT
sign = str BEEEE
source = str L85t

o IRENE : FORE—EEH.
o SEMRERIEIYSEN0 , FRIGEAIN.
o BENREIRVEHSE VIR0 , AFRREXRW,
INBREAEERKEATT , BRFURBAKEFA—SREE  JSERELERE.

Sm2Encrypt

* ThREHAIA © (£F3 SM2 BTN,
« MASEL:

o C Wik eSS Hk
pubkey = str NIBRE |, FEKEN6MAFED
WAL : TCloudFinanceZone 2026/7/11 07:30:55
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2 AT TCE

HREERSR (KMS)

SHBFR Wik il DU
source 2 str TREUE
RENE : FOREIRNMAE , — PN EHEF—MEANEENEXNEH=ERE,

o SEMIRERIEEYSE N0 , AFRINZERID,

o BIEEMIREIRVEEEEE IR0 , RNZRY,
xR

SM2 NEERT/NIRIASR | FENIIEBIE 256KAVEHE.

Sm2Decrypt

ThREHEIA « ERSM2REH THEE

BMNSE .
SHER Wik it ik
prikey = str BAE |, SRKERERN32FT
source 2 str N EEYE

REE : ZFORERIARE , — 1 BEII— 822 RINAXATHNFES.

o SERMOIREVELSEN0 , REFEZMI.
o HENREIRVEHSE IR0 , RBZRW,

Sm2PemChangeToPubkey

DHREREIA : 3T pem BRI IBABH TR,

WMANSE
SR Whie ESid) HEIA
pemPubKeyInfo 2 str pem ELHINBER

RENE : OREIRITAS | — M ESH— SR REINRBRBIFRER,
o SERMOIRENVEEESEIN0 , FRERMII.
o SEMIRERIEEUSENAEO , (CREEREKL.

HashForSM3WithSM2

DOREHEIR © (£ Sm2GetKey EOERRINGE | AETSM3IELZEMEERE,
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HREERSR (KMS)

WMANSEL
SRR whiFE ESig) fA
msg = str JRIE =
pubKey = str NPAS |, BEKEREERCAFT
id = str idE

RENE : ZOREIRITAZT , — N EBE— SRR EATINFTE.
o BRENREIVEHEEN0 , AFRBEERMI.
o BENREIRVEHSE /IR0 , NRBEEMELM.
Sm2SignWithDigest
ThREREIA « ERAHAENRNERREENRE S

BMASE
SR W5 il A
pubKey ~ str NIENE |, BIEKEETE 64T
prikey 2 str FARE | BIEKEEE32FT
digest = str HashForSM3WithSM2 &£ AR EEERNS

REWE : FARERIMAS  — M EEN— e SERSERBTHIFRE.
o SEMRERIEIYSEN0 , RERMIN.
o HENREIRVEHSEIIIF0 , ARBESEEM.
Sm2VerifyWithDigest

DREHER | B EMRREATHITIRE.

MANSE
SHER Wi St ik
pubKey 2 str NERS |, FEKEEEH64FT
sig 2 str Sm2SignWithDigest £FIISEZAE
digest = str HashForSM3WithSM2 & fIREEERE

RENE : FZARE—NEEEL,
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o SREMREINELHEEN0 , AFRREMRIN,
o SREMIREINEBLHEENIE0 , RERHERESKM,

R
R

Sm3Hmac

DgREEIA : R SM3 I8HizE Hmac HHE,

TN 5
SR DA KA iR
source 2 str RS EWE
hmacKey 2 str T8 Hmac ESARE

i

RENE : EOREIRIMAZE , —MEBEH—PMEE Hmac RBRIFAFER.
o SiEM
o SN

I

[ERVEEEMSE 0 , 483 Hmac THERI.
ERYEEHER IR0 , K3k Hmac iTEXH,

R
R

Sm3Digest
IheemIA © fE SM3 ERUEE,
BINSEL
SHBMR Wik - 3it) A
source 2 str [RER
RENE : FAORERNMAES , — 1N EBEF— N E RRERNSIFRE.
o LEMREINVELFSEN0 , KREMFERID.
o HEMIRMEIINELHSEFIE0 , KREFELY.
Sm4CbcEncrypt/SmA4CtrEncrypt
IheeiA : 3iARRT SM4 & X CBC. CTR ==\ FAIINZE.
BINSEL
SHBFR Wik it )%
source =2 str B EE
Key = str BFRFEEXA SM4 Z58 |, KERBEN128((16FT) , FeEiRENT
iv 2 str aaE |, BEAL128(I(16FT) , FEEIREAT
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HREERSR (KMS)

RENE : RORERITAT | — M ESH— 22 INEEHNE XA SHFIER,

o SEMIRERYEEEYSE N0 , RN RN,
o SIEMIRERIEEEYSE IR0 , (CRIIERL.

Sm4CbcDecrypt/Sm4CtrDecrypt

DhgeiA © J3iARAT SMA INERIE CBC, CTR &Rzl THIRRE.
MANSE

o C ik KB Rk

source = str INZERIEE
Key P! str BEFRFEEXR SM4 48 , KERBIEN128(I(16=FT) , FeeiRBEANT
iv 2 str amE |, EEf1280(16FT) , FREIRB RS

i

RENE : RORERITAZT | — M ESH— L SRR ASHIF S,

o SEMRERIEEYSE N0 , (CREZ RN,
o HENREIRVEHSE IR0 , RBERW,

[

Sm4EcbEncrypt

TheEREIA : 75iARAT SM4 IN&EE ECB =0 TRIMNE,
MANSE

SHAFR WASE i) R
source = str [ETEURE

Key = str FBFBEEXH SM4 Z18 , KEBEN128((16%1) , FRERENT

RENE : ORERIAS , — M ESH— 2 S INEEINE R SHIFER,

o BEMIREIRVEEHERN0 , AR,
o HIEMIREIRVEEEEEHIF0 , RFRINZRY,
Sm4EcbDecrypt

DHReHEA : 73iARAT SM4 IIEEE ECB &z TRIRRE,
BMNSE

o CA ik KB Rk
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SRR vk KB R
source 2 str INZERIEEE
Key 2 str FBFRBEENXH SM4 258 |, KEREE9128(165F
REE : ZFOERERIMARE , — B 822 ERNAXATHFAE.
o LEMREREISEN0 , AREZNIN.
o BRENREIVEHSEHIF0 , ERBZRY,
Sm4GcmEncrypt
IEeiA | IHARAT SM4 IIEEE GCM U RN,
WMANSEL
SHER vk KB R
source 2 str JRIEUE
key = str FAFBEEXH SM4 E58 | KEBEH128(1(16F75
iv 2 str atEE | FEEIRENT
aad = str IRELER
REE : FORE=ARE , — MBS, — M EaNEENEXXABHNFRES.
£,
o BENREIRVEISEIN0 , ARINZRII.
o BENREIVERSEIF0 , KFRINZERY,
Sm4GcmDecrypt
TeeHA | 5iARAT SMA IIEEE GCM & TRIREE
MANSE
SHAR ik KB ik
source = str INZfERIEEE
key = str FAFBEENXE SM4 %58 , KERIEN128{U(16F
iv = str iatRE , FeERENT
aad = str ARERER

WAL : TCloudFinanceZone 2026/7/11 07:30:55
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SHER ik RE A

tag =2 str tag 8 , BIREEHS

REWE : FARERIMAZS , — PN EEN— 8 SEE G AEHIFER.

o SEMIRERIEEYSE N0 , REZID,
o BIEEMIREIRVEEHER IR0 , RFEZRW,

i

& X

JREINE 5 zCRIE (/A A7)

#coding=utf-8
import sys
import os
import time

from kms_enc_sdk import *

key = "1234567890abcdef"
iv = "1234567890abcdef"
aad = "1234567890abcdef"

region = 'replace-with-real-region’

secretld = 'replace-with-real-secretld’

secretKey = 'replace-with-real-secretKey'
domainName = 'replace-with-real-domainName'

ret = InitSdk(region,secretld,secretKey,domainName)
if ret 1= 0:

print('InitSdk error:',ret)

sys.exit(1)

ret,pubKey,priKey = Sm2GetKey()
if ret == 0:
print ("Sm2GetKey ok")

ret,sm2endata = Sm2Encrypt(pubKey,b'this Sm2Test')
if ret == 0:
print ("Sm2Encrypt:",sm2endata)
ret,sm2dedata = Sm2Decrypt(priKey,sm2endata)
if ret == 0:
print ("Sm2Decrypt:",sm2dedata)
else:
print ("Sm2Decrypt is error” ret)
else:
print ("Sm2Encrypt is error”,ret)
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ret,sign = Sm2Sign(pubKey,priKey,b'hello world")
if ret ==0:
print ("Sm2Sign is ok",sign)
ret = Sm2Verify(pubKey,sign,b'hello world’)
if ret == 0:
print ("Sm2Verify is ok")
else:
print ("Sm2Verify is error”,ret)
else:
print ("Sm2Sign is error”,ret)
else:
print ("Sm2GetKey is error” ret)

peminfo = "----- BEGIN PUBLIC KEY-----\n"

pemiInfo += "MFkwEwYHKoZIzjOCAQYIKoEcz1UBgiODQQAE5rwEIw9e5fX87uSN7C/vy6lyEZ2R\n"
pemiInfo += "gzLqWLNY8EPN1C+nJP2v4rLgaQCbHV38+vBVLimbLmdccLM69R83JxpxuQ==\n"
pemInfo += "----- END PUBLIC KEY----- \n"

ret,pubKey = Sm2PemChangeToPubkey(pemInfo)
if ret == 0:

print('Sm2PemChangeToPubkey ok')
else:

print('Sm2PemChangeToPubkey error’)

prikKey = "B8F66F0097488D8FA91FE857DFC9886356BA26A48C23F44271DD702F374174F0" . decode('he
x')

ret,digest = HashForSM3WithSM2('hello’,pubKey,'1234567812345678")
if ret == 0:

print('"HashForSM3WithSM2 ok’)
else:

print('HashForSM3WithSM2 error’)

ret,sign = Sm2SignWithDigest(pubKey,priKey,digest)
if ret == 0:

print('Sm2SignWithDigest ok’)
else:

print('Sm2SignWithDigest error’)

ret = Sm2VerifyWithDigest(pubKey,sign,digest)
if ret == 0:

print('Sm2VerifyWithDigest ok’)
else:

print('Sm2VerifyWithDigest error’)
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ret,hmac = Sm3Hmac("hello" key)
if ret == 0:

print ("Sm3Hmac is ok:",hmac)
else:

print ("Sm3Hmac is error”,ret)

ret,digest = Sm3Digest('hello’)
if ret == 0:

print ('Sm3Digest is ok:',digest)
else:

print ('Sm3Digest is error',ret)

ret,en_data = Sm4CbcEncrypt("this Sm4CbcTest" key,iv)
if ret == 0:
ret,de_data = Sm4CbcDecrypt(en_data,key,iv)
if ret == 0:
print (de_data)
else:
print ("Sm4CbcDecrypt is error”,ret)
else:
print ("Sm4CbcEncrypt is error”,ret)

ret,en_data = Sm4CtrEncrypt("this Sm4CtrTest" key,iv)

if ret ==0:
ret,de_data = Sm4CtrDecrypt(en_data, key,iv)
if ret ==0:
print (de_data)
else:

print ("Sm4CtrDecrypt is error”,ret)
else:
print ("Sm4CtrEncrypt is error”,ret)

ret,en_data = Sm4EcbEncrypt("this Sm4EcbTest" key)
if ret == 0:
ret,de_data = Sm4EcbDecrypt(en_data,key)
if ret ==0:
print (de_data)
else:
print ("Sm4EcbDecrypt is error”,ret)
else:
print ("Sm4EcbEncrypt is error” ret)

ret,en_data,tag = Sm4GcmEncrypt("this Sm4GcmTest" key,iv,aad)
if ret == 0:

ret,de_data = Sm4GcmDecrypt(en_data,key,iv,aad,tag)

if ret ==0:

print (de_data)
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else:
print ("Sm4GcmDecrypt is error”,ret)
else:
print ("Sm4GcmEncrypt is error” ret)
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2 AT TCE

FERARAR Python 3582328

Python3 i&= SDK , [ EE(#F CI1IE=sCHL , LEET ctypes £#3f5 , 2#tEOH Python3 1ES1EE.

=i

HiRtY

-10
-11
-12
-13
-14
-15

-16

#tade SDK #0

InitSdk

WAL : TCloudFinanceZone
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IEEIRE]

—hRIEIR
INERIRX A=
RREERH
BiEASTF

774 DataKey $&i%
102 DataKey 482
FE5I4K ProtoBuf H42
BHUEARE

$EEX ProtoBuf R3S
AT ProtoBuf 337 H5E
7% DataKey 452
28 DataKey &R
BEAEE  SEREAEY
RFEIR

KMS fRSSHRFFE

FHKI KMS FEAIAR
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2 AT TCE

HREERSR (KMS)

DIREHEIA | ISP RETHE KMS HERIRSS.

MNSH
SR DA gt A
region = str CMK HIERFRFE | I~ @Rt 7 IR
secretld 2 str =M API 248 ID {8
secretKey 2 str =S API 348 Key (&

domainName str I EERFTSH

]

RENE : EFORE—DEH,

o SEEMIRMENE0 , FARIHTH.
o HENREEIFO0 , MR,

=g

o Secretld 7] SecretKey FHBREFE | =IRSZEEAIEEEKE SecretID #[ SecretKey ,
SecretID [ SecretKey EFRFHBE—ANEEE. WSERAEEZEIIEARRSEEO.

o SecretID # SecretKey BIRRIEH : BIVERFKS |, RIEISEEHTEOBRNIAXERENX
b,

o FFIZE domainName BT : #15 domainName A&"" , IINIRIEZTE
TENCENT_SDK_DOMAIN #iEBUE , RZ , MIEANS R,

KMSHn= a7

NewMasterKey
IheerER  BAFENEBRIMAETZHERTIE.
SEEA
SEBR Wik KRB R
cmkRegion 2 str FE5A (CMK) HEIRER
cmkKeyld 2 str F%B (CMK) B91D , M KMS {=HlaHEif

RENE : EOREELY. ERRERTIE.

o SIERMIREZEEUENO0 , TNz,
o SEMIREZEEEENIR0 , AFRRINKM,

R
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HREERSR (KMS)

BHRBTINENENERN | £ KMS FERELTEIIINRE.

AddMasterKey

DIREHEIA | IMNZRNAFEER , BRATRE , SE N ERRLEERN | SERNEAENA | &RESSIFIA

ANEZRER.
SHRA

o C
masterKeys
cmkRegion

cmkKeyld

REE : £

i

it fEA

list FEPEBIIR , KEREAFIINREHEE T
str FE4H (CMK) (=R

str F#38 (CMK) B9 1D, M KMS $zHlEaHEf

[EEEE. EERERTIE.

o SIEEMIREEZ0 , TN,
o SEMREWEIFO0 , HRARINKYL,

i i

InitkeyManager

DIREHEIA : MBI ERR BT ERER. ERNEXE. ZRENNES , BRSNS E0RE.

SR
SEBER

masterKey

msgCount

enExpiretime

deExpiretime
secretld

secretKey

i

=

=
=
=

=
=

int

int

str

str

S
F#H (CMK) [5851%

BMEfF DataKey AIIZRIHEEE | IIBHHEATE , KEFHEKMS
=aiEK , EETHIDataKey , IREN0FRNLBIREIERIREL.

INE{EF3RY DataKey fEEFHRIENES , BANY  MiBBEE—RER
HEE BRI EE B EIAR , Bk Datakey RIEHR , 0OFRTATHA

£ RARY DataKey EFHVERHA , AT , OFRTAIH
=K APLESR ID (B

=S API 2548 Key B

IR[EHE : #OIR[E] KeyManager XJ&R,

o HIEMIREWEARS None , FRa¥IAHRT.
o JENIREEANONe , KFRVIIBHLET,

WAL : TCloudFinanceZone
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HREERSR (KMS)

Encrypt
ThgeHEIA - 5 KMS SEEE2RT DataKey , BHTAMEIRINE,
WMANSEL
SHATR Wik KRB ik
source 2 bytes N RYBES SR
keyManager 2 kms_enc_sdk.KeyManager  B&#IiaAY KeyManager £513{A35Et
masterKeys 2 list F24A (CMK ) (5851%
algorithm 2 Algorithm BENEME  sREEEEIIFR

FIF#RiR DataKey RYFEENZFER , key/value X3
encryptionContext 2 str 1Y json FRFERISI, RASZIF2048=F 15, U ¢
{"name":"test","date":"20200228"}

0 FXTINERIADERINE |, IFOFRTDRINELL
RORKN | BB byte

blockSize int

fil

REHE : #ORE=NNS  — L — MsgHead X%, —MNF5RBRINNEEHESL.

o SEMIRERIEEYSE N0 , AFRINZRLID,
o BENREIRVELHSEIE0 , RINFBEY,

FE

INZRRIEEE , 2INA DataKey HBX(ER , REEER KMS ZiRRIFATAEORITHRE,

Decrypt
TheEHER : 73iZRTHREEX , 152 EEE.
BMINSEL
SRR W5 ESid) )0
source 2 bytes I ERYEUE
keyManager 2 kms_enc_sdk.KeyManager BEEHHI KeyManager 338

i

IRENE @ FOREI=1AZE , — 1B — MsgHead 508, — 7 T3REUAYMEEIERIBESL,

o SEMOIREVELSEN0 , REFEZ I,
o BENREIRVEHSE IR0 , RBERW,

Algorithm ZIFRINIZRIESIZR
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MEE
SM4_CBC_128_WITH_SIGNATURE
SM4_CBC_128
SM4_GCM_128_WITH_SIGNATURE
SM4_GCM_128

SM4_CTR_128 WITH_SIGNATURE
SM4_CTR_128
SM4_ECB_128_WITH_SIGNATURE

SM4_ECB_128

KMSIn&E 75 =\ DR A

#coding=utf-8
import sys
import os
import time

from kms_enc_sdk import *

regionl = 'replace-with-real-regionl’

keyldl = 'replace-with-realkeyidl'

region2 = 'replace-with-real-region2’

keyld2 = 'replace-with-realkeyid2'

secretld = 'replace-with-real-secretld’
secretKey = 'replace-with-real-secretKey'

=

domainName = 'replace-with-real-domainName'

def ECBEnAndDeWithSignTest():

ret,masterKey = NewMasterKey(regionl,keyldl)

if ret1=0:

print('NewMasterKey error:',ret)

return

HREERSR (KMS)

A8

{s5F8 SM3HAC %469 SM4 CBC &3,
MEREEM SM4 CBC 1N

{5 SM3HAC &&1J SM4 GCM &5,
AREFASER SM4 GCM Einsesx
{5 SM3HAC #29 SM4 CTR 2=
TMEAZSER SM4 CTR

{58 SM3HAC &&19 SM4 ECB 185

AMEAZEZRI SM4 ECB &3

ret,masterKey = AddMasterKey(masterKey,region2,keyld2)

if ret 1= 0:

print(AddMasterKey error:',ret)

return

keymanager = InitKkeyManager(masterKey,0,0,0,secretld,secretKey)

if keymanager == None:

WAL : TCloudFinanceZone
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print('KeyManager error’)
return

ret,enheader,endata = Encrypt(b'hello’,keymanager,masterKey,Algorithm.SM4_ECB_128_WITH_SIG
NATURE,'{}',0)
if ret == 0:
print('Encrypt ok’)
else:
print('"Encrypt error:',ret)
return

ret,deheader,dedata = Decrypt(endata,keymanager)
if ret == 0:

print ('dedata:’,)

print (dedata)
else:

print('Decrypt error:'ret)

ret = InitSdk(regionl,secretld,secretKey,domainName)
if ret != 0:

print('InitSdk error:',ret)

sys.exit(1)

ECBEnAndDeWithSignTest()

JRENNZE S VRO

JREMNZS TR AR tEFREF RS MR , 5 KMS ZRRIFATVELL | [RENZE SR ERF B CEmINE?
RTINS , HAPRILEERNEENE. HTRE5SEMERE  ENAFER KMS ZRIERIFS .

WiBA :

B

Hep CTR B2V BER | HttAVRIVINERA PKCS#7 frEd TS,

Sm2GetKey

THEEHEA © (R SM2 iR,
MANSH  TEEFTWASH.
RENE : MORBI=A"AZE , — M EEHIRNFEIIR (DIRERRIARE. FABE).

o SEMRERVEEEEN0 , RISREEBIINII.
o HIENREIRVEELSE IR0 , FRIREK,

Sm2Sign
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HREERSR (KMS)

ThaeHA © 5 SM2 EiAHTESE.

N
SHETR Wik St R
pubKey = bytes NERE | PEKEEEH64FT
prikey = bytes BAE  BEKEREN32FT
source 2 bytes [RIZEE

REE : FORERIMAZS , — M BHEI— M EaE2RBIFHIIER.

o SEMOIREVELISEN0 , REEZ/MI.
o HENREIRVEHSE IR0 , HRERKY,

==

NIPFARIIKENEERE , BRFURBAKERA—SREE | FItSHRELRRE.

Sm2Verify
IhaemA : (F/ SM2 EiAHTIE,
BWNSEL
SRR 4155 et fEA
pubkey = bytes NPRT |, YWEREREH64FTS
sign 2 bytes BRENEE
source =2 bytes RN EURE

RENE : #FARE—NEEEL,

o SEMIRERIEEYSE N0 , RGN,
o HIEEMIREIRVEEHER IR0 , REERW,

==

NARENEEREAFT , BRFNREAKERA—ERIEE  JESEREFELNEIRE.

Sm2Encrypt
DoREHER © (£ SM2 Sk TINE.
MNSE
SHBR Wik ESit) TR
HRIFTE : TCloudFinanceZone 2026/7/11 07:30:55
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HREERSR (KMS)

SR WAl et T
pubkey £ bytes NEWRS | SEKEN6AFTT
source g2 bytes TREUE

RENE : EORERIMAZE , —MEBEHI— 2 NEERIEXATHNFTIYIE.

o SEMIRERIEEYSE N0 , ACRINEZ RN,
o HENREIRVEELSE IR0 , RN,

pEI=

SM2 NEERTNSIRIASR | FENINEEIE 256kATEHE.

Sm2Decrypt

THREHEA © EF SM2 Sk THRE.

NS
SRR Wik gt g
prikey = bytes FASERNE |, BIRKEREEH32FT
source = bytes I fERYEUE

RENE : FORERIMAZT , — MBS — S 2REERIENATHNFTYIE.
o SIERMIRERIEEEYSE N0 , RAEZID,
R

o HRNIRERNELKEEHIE0 , REZKRM.
Sm2PemChangeToPubkey
DHREREIA - X pem RN IBRBHITHE,
BMINSEL
SRR A% ESid) IR
pemPubKeylnfo 2 bytes pem EILHINBER

i

RENE : FOREIRIMAZE , — M EBEHI— RGN BATHNFTYIE.

o SEMIRERIEEEYSE N0 , ACRERRATN.
o SEMRERIEHSE NI , ARERE.

i i

HashForSM3WithSM2
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HREERSR (KMS)

“ThRefEA « YR Sm2GetKey EOERAINGE | FETSM3EZEMEERE.

MANSE
SEBR WA
msg =
pubKey =
id =

St A

bytes JRIZEE

bytes NARS | EKEREN64FT
bytes IDE

HREWE  ERORERTMRE  — M BEN— e SRR ERESNF IR,

o SEMORENEREEN0 , RRREEMNTD.
o SEMREVEISE NI , ARBEERKIY.

Sm2SignWithDigest

ThREHEIA - ERAHAENIERREENRER.

WMANSEL
SR WAIFE &St
pubKey = bytes
priKey = bytes
digest = bytes

i
5

NIPRE | GWEREREEH64FT
FIBRE | BIERKEREN32FTS

HashForSM3WithSM2 £ EEERS

RENE : ORERITAS , — M ESH—MESERRIERRBHNFTIIE.

o SEMRERIEEYSEN0 , AFRERMIN.
o SEMREVEIEENIE , ARRESZRW.

Sm2VerifyWithDigest

DREHER | B EMRREATHITIRE.

MNSE
pubKey = bytes
sig P bytes
digest = bytes

WAL : TCloudFinanceZone

fA
NIPARE | BERKERENAFT
Sm2SignWithDigest &£HNEERNE

HashForSM3WithSM2 £ EEERS
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HREERSR (KMS)

RENE : EFORE—DEEH.

o SEMIRERVEEYSE N0 , ARIGERTN.
o SEMRERVEIEE NI , AERERERW.

Sm3Hmac

DoREHEA : (R SM3 Ie%HizHE Hmac i,

MANSEL
SHBR W5 &g R
source P bytes R ERE
hmacKey 2 bytes & Hmac IIZHRE
RENE : #FORERANRE  — M EHF— M S Hmac RENFHIIE,
o BIEEMIREIRVEEEERN0 , K Hmac itERIN.

o BEMOIRENEHSEHIE0 , F Hmac itEKM.
Sm3Digest
ThEGHIA © (#/ SM3 &EE,
BMASE
SEBR WAiE e i A
source 2 bytes [REUE

5]

REIE : RORERITMAZS , — MBI — S RERTIFDIIER.

o SEMIRERIEEYSEN0 , AREMHERI.
o SEMRERVEESE NI , RREAMFERY.

&

Sm4CbcEncrypt/Sm4CtrEncrypt

INRERA - Y EERT SM4 INEEE CBC, CTR &=z FRINNZE.
MANSE

o C ik KA U

source

fim

bytes [R &R
Key

il

bytes  FFBENXR SM4 &R , KEBEEN128(U(167FT) , FEERENZT
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HREERSR (KMS)
SEBR ik XKE HEiR
iv = bytes  #latEE , BEN12841(16FT) , FEERENZT

RENE : ERORRRITAS  — MBS — 2 NEENEXATHNFYIE.

o SEMIRERIEEYSE N0 , AFRINZERID,
o HENREIRVELHSE VIR0 , RINZTRY,

Sm4CbcDecrypt/Sm4CtrDecrypt

DREHER @ J5iARAT SM4 JEE% CBC. CTR #&z{ T RIRRE.
MNSE .

SEBR Wik KRB fik

source = bytes IEfERYEE
Key = bytes BTN SM4 58 , KERBEEN128((16575) , FBEREAT
iv 2 bytes tamE , BEE128((165F1) , FEEREAT

REE : ZFOREIRIMARES , — B E2REENAXATHNF IR,
o BENREIRVEISEIN0 , AREZRID.
o SENRERELKEEHIE0 , REZRM,

Sm4EcbEncrypt

TheeRER : 75ARRT SM4 INEFE ECB &z FaIINE.

BMINSEL

SHEMR ik KRB fik

source 2 bytes [FEHRE
Key = bytes FFBEENR SM4 58 |, KERBEEN128([(16575) , FBEREAT

i

RENE : ORERIMAZS , — MBS — M EANEENEXATHNFYIE.

o SERMOREVELSRN0 , RFRINEZRI.
o HENREIRVELHSE VIR0 , RINZERY,

|

Sm4EcbDecrypt
gttt | 7iERAT SM4 IIEEE ECB 1820 FHIRRE.
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HREERSR (KMS)

BMANSE
SEER wie  %E T
source = bytes I FERYEE

Key b= bytes FRFRBEEXA SM4 B8 , KEBIEN128(I(167F 1) , FRERENT

X

RENE : ROREIRIMAZE , — MBS — SRR RPN ATHNFTYIE.

o SEMIRERVEEEYSE N0 , ACREZRTIN.
o SIEMIRERIEEEYSE IR0 , (TR,

Sm4GcmEncrypt

IeeHt | 5iARAT SM4 IIEEE GCM &= FRIINE,
MASE

o C ik KRB Hk

source 2 bytes [R R

key 2 bytes  FAFBEEMH SM4 %18 , KEEEH128([(16F1) , FRERENT
iv 2 bytes ¥l EE , FEERENT

aad 2 bytes BRI (EE

RENE : EORE="AZE , — MBS, —MEANEENEXABTHNFLIIR. —ME3MEEN tag RENFT
FIZR.

o HENREIRVEISE0 , ARINZRID.
o HIEMIREIRVEEEER IR0 , RINZRY,
Sm4GcmDecrypt

DIREHER © J5iARAT SM4 IIEEIE GCM &=z PRI,
MNSE .

SEBR Wik KRB fik

source = bytes = EnEdE
key = bytes FFPBEENR SM4 250 |, KERBEN128(1(165F15) , FREREANT
iv 2 bytes VitatmE , FEERERNT
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SHER ik XKE Hk

aad 2 bytes BEINRIEER
tag = bytes  tag{B , RIRESHD

RENE : EORERIMAZE , — M EBHHI— 2R RPN ATHNFTYIE.

5]

o SEMIRERIEEYSE N0 , (CREZ RN,
o BENREIRVEELHSE IR0 , RBERW,

JRENE SRR OERTG

#coding=utf-8
import sys
import os
import time

from kms_enc_sdk import *

key = b'1234567890abcdef'
iv = b'1234567890abcdef’
aad = b'1234567890abcdef

region = 'replace-with-real-region’

secretld = 'replace-with-real-secretld’

secretKey = 'replace-with-real-secretKey'
domainName = 'replace-with-real-domainName'

ret = InitSdk(region,secretld,secretKey,domainName)
if ret != 0:

print('InitSdk error:',ret)

sys.exit(1)

ret,pubKey,priKey = Sm2GetKey()
if ret == 0:
print ('Sm2GetKey ok’)

ret,sm2endata = Sm2Encrypt(pubKey,b'this Sm2Test’)
if ret ==0:
print ('Sm2Encrypt:’,sm2endata)
ret,sm2dedata = Sm2Decrypt(priKey,sm2endata)
if ret == 0:
print ('Sm2Decrypt:',sm2dedata)
else:
print (‘'Sm2Decrypt is error',ret)
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else:
print ('Sm2Encrypt is error',ret)

ret,sign = Sm2Sign(pubKey,priKey,b'hello world")
if ret == 0:
print ('Sm2Sign is ok',sign)
ret = Sm2Verify(pubKey,sign,b'hello world’)
if ret == 0:
print ('Sm2Verify is ok’)
else:
print ('Sm2Verify is error',ret)
else:
print ('Sm2Sign is error',ret)
else:
print ('Sm2GetKey is error',ret)

pemlnfo = "----- BEGIN PUBLIC KEY-----\n"

pemlnfo += "MFkwEwYHKoZIzj0CAQYIKoEcz1UBgiODQgAE5rwEIw9e5fX87uSN7C/vy6lyEZ2R\n"
pemiInfo += "gzLqWLnY8EPN1C+nJP2v4rLgaQCbHV38+vBVLimbLmdccLM69R83JxpxuQ==\n"
peminfo += "----- END PUBLIC KEY----- \n"

ret,pubKey = Sm2PemChangeToPubkey(pemInfo.encode())
if ret == 0:

print('Sm2PemChangeToPubkey ok')
else:

print('Sm2PemChangeToPubkey error’)

priKey = base64.bl6decode("B8F66F0097488D8FA91FE857DFC9886356BA26A48C23F44271DD702F37
4174F0")

ret,digest = HashForSM3WithSM2(b'hello',pubKey,b'1234567812345678")
if ret == 0:

print('"HashForSM3WithSM2 ok’)
else:

print('"HashForSM3WithSM2 error’)

ret,sign = Sm2SignWithDigest(pubKey,priKey,digest)
if ret == 0:

print('Sm2SignWithDigest ok’)
else:

print('Sm2SignWithDigest error’)

ret = Sm2VerifyWithDigest(pubKey,sign,digest)
if ret == 0:

print('Sm2VerifyWithDigest ok’)
else:
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print('Sm2VerifyWithDigest error’)

ret,hmac = Sm3Hmac(b'hello’ key)
if ret == 0:

print (‘'Sm3Hmac is ok:',hmac)
else:

print (‘'Sm3Hmac is error',ret)

ret,digest = Sm3Digest(b'hello’)
if ret == 0:

print (‘'Sm3Digest is ok:',digest)
else:

print ('Sm3Digest is error',ret)

ret,en_data = Sm4CbcEncrypt(b'this Sm4CbcTest' key,iv)
if ret == 0:
ret,de_data = Sm4CbcDecrypt(en_data,key,iv)
if ret == 0:
print (de_data)
else:
print ('Sm4CbcDecrypt is error',ret)
else:
print ('Sm4CbcEncrypt is error',ret)

ret,en_data = Sm4CtrEncrypt(b'this Sm4CtrTest' key,iv)

if ret == 0:
ret,de_data = Sm4CtrDecrypt(en_data, key,iv)
if ret == 0:
print (de_data)
else:

print (‘'Sm4CtrDecrypt is error',ret)
else:
print ('Sm4CtrEncrypt is error',ret)

ret,en_data = Sm4EcbEncrypt(b'this Sm4EcbTest' key)
if ret == 0:
ret,de_data = Sm4EcbDecrypt(en_data,key)
if ret == 0:
print (de_data)
else:
print (‘'Sm4EcbDecrypt is error' ret)
else:
print (‘'Sm4EcbEncrypt is error',ret)

ret,en_data,tag = Sm4GcmEncrypt(b'this Sm4GcmTest' key,iv,aad)

if ret == 0:
ret,de_data = Sm4GcmDecrypt(en_data,key,iv,aad,tag)
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if ret == 0:
print (de_data)
else:
print ('Sm4GcmDecrypt is error'ret)
else:
print ('Sm4GcmEncrypt is error',ret)
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APISZAY
THEERS (kms)
kA (2019-01-18 )
APL fEE55

APIRRZR

V3
v
HfthizO
EORBFR EOTheE
DescribeTSMLicenses FRENTSM SDKISIREIZ MR ALicense

EHRREO

BOSR ROThae

ArchiveKey ERAE
BindCloudResource PBEFRIIFEr-RRFENERXR
CancelKeyArchive ECEZRIAR
CancelKeyDeletion EGECMKi X IpRERE
CreateKey BIEE%R

Decrypt =
DeleteImportedKeyMaterial MRS A=
DescribeKey RENEZARMY
DescribeKeys RN ZNEZHEMS
DisableKey ERF%5H
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EORFR
DisableKeyRotation
DisableKeys
EnableKey
EnableKeyRotation
EnableKeys

Encrypt
GenerateAsymmetricKeyPair
GenerateDataKey
GenerateRandom
GetKeyRotationStatus
GetParametersForlmport
GetRegions
GetServiceStatus
ImportKeyMaterial
ListAlgorithms
ListKeyDetail

ListKeys

ReEncrypt
ScheduleKeyDeletion
SignByAsymmetricKey
UnbindCloudResource
UpdateAlias

UpdateKeyDescription

FEXIRRE AR

WAL : TCloudFinanceZone

EOIheE

e I E L

WEZREEH

BREER

FEZ PR

WEENEER

hnez

A R ARRIFRE TARS
FEREIEE R

BEMNELEREN

R RIS
RENSAEZR (CMK) FRBISE
SRENCZIFROME IR
BiRFSRE

SNERE
HHZFiTRegionSTIFAIINZE S =
SRENERRYIRIFE
SRENEZRYIE

B RIFET

CMKiHRIBREC

o
RIBCMKAMIZRIRAIXRELR R
(EEGlIE

IENEZREAMER
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EORR
AsymmetricRsaDecrypt
AsymmetricSm2Decrypt
AsymmetricSm2Encrypt

GetPublicKey

WAL : TCloudFinanceZone
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AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)

KRARFFE : TCloudFinanceZone 2026/7/11 07:30:55 % 122W# 216 T®



2 BAETCE SRR (KMS )

EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

HREERSR (KMS)

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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IR[Bl55

IFfRREIEEER

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

TEIRIREIZER

HERKRW , EREHETAIINTS :

"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”

17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.
Resourcelnsufficient BIFAE.
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

SHEWR ESis ik A
Acti , = BrrEOEMR. BESEROXETMASHATLSH Action AR, HINZ=IRSSER
ction String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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SHER
Timestamp
Nonce

Secretld
Signature
Version
SignatureMethod

Token

stis IR

ok
2

Integer

Integer

String

String

String

String

String

WAk

2l

il

il

D

i

i

iy

HREERSR (KMS)

Tk

2450 UNIX BHEE , BlicSA#C APLiEkAYRdE), 1901529223702 , iR 5LEIRTEHE
ETX , S5 ESFTHER.

BEHLIEEEEY , 5 Timestamp EXG#Ek , BTFRHLEERINE.

HFE=APIEH ERIBAITRRSADRY Secretld , —4™ Secretld X$RME—RY SecretKey , T
SecretKey & FRARIEXKEHE Signature,

BRESR , FRBRIERERNGEN | FERFRIELMRBASETEEH. Bkt
BI5ESIEROLER0H,

BFRY APLEORRA., BUESEROXEPASATSE Version BREE, HIAN=ARSSEEAY
iR 2017-03-12,

w275, BaisgiEs HmacSHA256 #1 HmacSHAL, REIEEILEE09 HmacSHA256
B , 8 HmacSHA256 EiXIIFER , EbiERN9#EA HmacSHAL IRIESE.

IBRHIEBETARRY Token | FEESIGIIZR—REMER. IRRIEHE Token FEEHEE
EIRSERZORE. KHZHPAFE Token .

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,
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Hthfz[]

IRENTSM SDKIZINAYZ 1 RS License

xv3 -1
1. Ok
ZEOiEkE2 : kms.api3.finance.cloud.tencent.com,
FREXTSM SDK#EZINAIZ MR A License
FRAEZ BRI IRS : 200R/FD,
BEOSEHATE : 2021-12-08 16:44:11,

EORBEZREN,

2. WANSEY

INBRSEGIRNGH T ZROBRSENT D AHSE | T8

SEBR ik ARIFENULL  EE A
H

Action = & String A2, AEOBYE : DescribeTSMLicenses
Version 2 &5 String NHESE, AEOEE : 2019-01-18
Region 2 5 String .
3. IS
SRR ESid) R
Licenses TsmLicense THHE : EE

Requestld  String Requestld

4. S8R0

WAL : TCloudFinanceZone 2026/7/11 07:30:55

Array of REIZMHRARLicense , (IR AR ELicense , MIREIZTEH

E—IEK ID , BRIEREPSIRE. EMARAHEERAZRIERE

HREERSR (KMS)

NEBH , SR EIY DescribeRegionsiZEAEE A
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LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

HiRhg
InternalError
UnauthorizedOperation

InvalidParameterValue

WAL : TCloudFinanceZone

2026/7/11 07:30:55

T
NEREIR.
RIRTURE.
SHEEIEIR,

HREERSR (KMS)

% 13973t 216,



2 BAETCE SRR (KMS )

EHEXREO
ZHHIAE

L. FZOfER

ZEOiEkE2 : kms.api3.finance.cloud.tencent.com,

B

XPESERHTIANY | WA REERTHE | F ez
BOMZ AR : 200%/70,
EOEHATE : 2021-03-09 19:27:52,

EORBEZREN,

2. MINSEY
TR ESBIFTHI T EOMREHARA ASEH | REARBHPIEN A4,

SEBR ik ARIFENULL  EE A
H

Action = r String  AHSE, AEOBYE : ArchiveKey
Version 2 &5 String NHESE, AEOEE : 2019-01-18
Region = = String | ATBH, kS RAIEIT DescribeRegions NS A RS
? = " 7 notmzE
MKME—FRIRRT
Keyld = & String CMKIE i

E : 23e80852-1e38-11€9-b129-5cb9019b4b01

3. S

SHBR St 1)

>

Requestld String ME—igX ID , ®RiEkESIRE]l, EfRAHEERAIZRIEKE Requestld,

4. $I2F
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LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

SRR fik
UnsupportedOperation.NotUserCreatedCmk (SRR B S eIZRICMKIEE ST,
InvalidParameter SR,
InvalidParameterValue.InvalidKeyld Keyld &~&i%.

InternalError HEBEIR.
ResourceUnavailable.CmkStateNotSupport CMK RS STHEAZIRE,
ResourceUnavailable.CmkNotFound CMKAEF T,
UnauthorizedOperation RIZBURIE.
FailedOperation.CmkUsedByCloudProduct CMKIEER=FEr-miER.
UnsupportedOperation.ServiceTemporaryUnavailable RS ERIART A,
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HERHN e mAFRERXR

22 A
1. E A
EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

ICRZRIkey BB N = FEFmATER N RIRATER. WRSATkeyiIRET BaIIH , NEHZIRE | HRIRkey A S
Baii. MRIFKREEKXREL0IE |, iRERIN.

BOANZE OB IERERIRE : 200/,
O SEFATE : 2020-08-11 11:53:50,

EAORBER LN,

A s\
2. NS
LIRS BB T RO RSB IES AL A | SR LSS SHE R A,

SEAFR Wik RIFENULL B8R R
1t

Action 2 & String  AHSE, AEOEYE : BindCloudResource
Version =2 & String &8, ANZEOBYE : 2019-01-18
Region = = String AHBH , Ml ERAES DescribeRegionsiEAEET=MRZ
E= =
FaoibtgsIR
. cmkiyID
Keyld = N
& ol SUING kg - 23e80852-1e38-11€9-b129-5ch9019b4b01
Nz L=z B A mE— /_\‘Hk\k
Productld = & String fz{g#nsnsﬂr?‘u& MR
IR :
HIR/LHID , MERSIRIEECHEFEE=RIFIEREN |
Resourceld £ & String  LIERFERFZMIEE.

~FE : resourceld

3. S

SHER St ik
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SHER St ik

Requestld String ME—igK ID , ®RiEkEPSIRE]l, EfRAFEERAIZRIEKE Requestld,

4. $EIRhS

PAIMXGIE T O SSZEERREIRN | BEERASF N A THERS,

RS fik

InvalidParameter SRR,
ResourceUnavailable.CmkNotFound CMKAFE,
InvalidParameterValue.InvalidKeyld KeyldA~&i%,

InternalError NEBFEIR.
ResourceUnavailable.CmkStateNotSupport CMK REAFSZFHRZIRE,
FailedOperation.CmkUsedByCloudProduct CMKIEEHR=FETmER.
UnsupportedOperation.ServiceTemporaryUnavailable RS ERIARI .

KRARFFE : TCloudFinanceZone 2026/7/11 07:30:55 % 143 216 T®



2 AT TCE

HERIFE

=z -

1. E A

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
ECEZAIAN | BUBEERRTIASZEEnabled,
EOAEZOERIRERRS : 200K/70,

EOEFETE : 2021-03-09 19:32:37,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

HREERSR (KMS)

SHER ik RPNULL KB iR

Action = & String  AHSE, AEOBYE : CancelKeyArchive

Version 2 = String AHS#, KEOEYE : 2019-01-18

Region = = String ’A‘f—(%éﬁl , oSS AN@ITDescribeRegionsiE &&= RS
ROttER 2R

Keyld B = String CMKRE—HriRR

3. JHES#

SHER KRB )

>

Requestld String ME—iEk ID , BRiEKRESIRE]., B EERFIZRIERAY Requestld,

4. FEIRRY

LIMXAIE T O S ZEERRNEIRNT | BfERSIF N A5 RS,

WAL : TCloudFinanceZone 2026/7/11 07:30:55

~AHE : 23e80852-1e38-11€9-b129-5cb9019b4b01

% 144 216 T



2 AT TCE

IR

InvalidParameter

InvalidParameterValue.InvalidKeyld

InternalError
ResourceUnavailable.CmkStateNotSupport
ResourceUnavailable.CmkNotFound
UnauthorizedOperation
UnsupportedOperation.ServiceTemporaryUnavailable

UnsupportedOperation.NotUserCreatedCmk
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fiA

SHEEIR,

Keyld R~ &i%.

REREEIR,

CMKREASZHRZIRF,
CMKAFIE,

RIZRURLE,

BRSS SR AET A.

X 45%d FIF B S eI CMKEE R,
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HCMKITRIFRIR(E

L. O

BOERES

kms.api3.finance.cloud.tencent.com,

BGHCMKRILTRIBRIERNE

BOMZCIERIERIRS] © 200%/7D,

EOEHAE ; 2020-08-11 11:57:46,

}§ D 7 \H_L g Té*y

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR
Action

Version

Region

Keyld

Wik

3. JHES#

SHER
Keyld

Requestld

4. $EIRAS

WAL : TCloudFinanceZone

String

String
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String

String

String

String
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>

R
AHEBE, AEOEYE : CancelKeyDeletion

HS% , AEOBYE : 2019-01-18

>

AHBH , SR ENEIIDescribeRegionsiEOBEE s IF
ROttER 2R

EEREUEMPRAICMKAIHE—IRE
A : 7fa07bcf-9753-11ef-947b-525400d834e5

E— RS EGERIFREICMK,
A : 7fa07bcf-9753-11ef-947b-525400d834e5

H—iEXK ID , ®RiEkEPSIRE]l, EfRAHEERAIZRIEKE Requestld,
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LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

HiRhg A
ResourceUnavailable.CmkNotFound CMKARFE,
InvalidParameterValue.InvalidKeyld KeyldA~&i%.
InternalError NEREEIR.
UnauthorizedOperation RIZHUERLE.

CMKARZ U RIBRIRSA BRI TEGH T KU

ResourceUnavailable.CmkNotPendingDelete

UnsupportedOperation.ServiceTemporaryUnavailable  IRSZERAAH.
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EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

SR SIELIREIPNEZFACMK ( Custom Master Key ) .

BONZCERIERIRSE] © 1000R/ED,

EOEHAE : 2022-09-22 11:16:42,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR
Action

Version

Region

Description

Alias

KeyUsage
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String

String

String

String

String

String
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S8, AEOEYE - 2019-01-18

NHBE, tigEEaNEidDescribeRegionsizABET=
BB HFAMEIEBZR

CMK AYfiEiE , &A10247F15
E . BERER

ENZSHERZPNR  ERSWAFTENGE , A8
=, 1-600M=8BH=F - _NEE , EFFTWRAFEEEHES
F., LA kms- fEABIRBTF=FE&7mER |, Alias 7~7]
E=R

MHME : test6-lzc

tExekeyRIFIE , BAIAJ9 "ENCRYPT_DECRYPT" ZR/n6lE
NFRINEEESE , HEiFH

& "ASYMMETRIC_DECRYPT_RSA_2048" F~elzAFin
FRZHIRSA2048IEXIFRER

$8 , "ASYMMETRIC_DECRYPT_SM2" & r~elE BT iR
HISM2IEXIFREEEH. AJUE{E : ENCRYPT_DECRYPT ,
ASYMMETRIC_DECRYPT_RSA_2048 ,
ASYMMETRIC_DECRYPT_SM2,
ASYMMETRIC_SIGN_VERIFY_SM2 ,
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CreateTime
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KeyUsage
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TagMsg
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String

Uinto4

String

String

String

Uint64

String

eSid]

Uint64

Array
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String
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fk
ASYMMETRIC_SIGN_VERIFY_RSA_2048 ,

ASYMMETRIC_SIGN_VERIFY_ECC
5 : ENCRYPT_DECRYPT

1ExEkeyZE | BUANL , 1FRREIAKE , HKMSEIE
CMKZ5H , 2 FRREXTERNAL 2R3 | iZZKBFERFSA
BRI, &

% GetParametersForlmport 1 ImportKeyMaterial %1
EHE ;1

IR
E : 2E

FTEINE 1d.
THE : 0

CMKR 2 BHE—tmREF
A : 36ae6a81-973c-11ef-947b-525400d834e5

ERNZSHERZHIR , BEAZWABENGIZ
MENE : test7-lzc

ZEACIZERTIE] , unixETE)EL
~BHE : 1552897190

CMKAYHEIA
HNE . XE—Mtestiii

CMKAYIRZS
~5E : Enabled

CMKRIFIE
& : ENCRYPT_DECRYPT

IRESIREROIRENRD. 0: BRTD ; 1: EBEEIR ; 2: (/SRR
~EHE : 0

ISR ERIREEE
HNE : ok
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SHER ESig) T

TIE4BE4EER - 0 Ah , 1 5K,

ProjectBindingResultCode  Uint64

EHE : 0
. L . B4 EERmIA,
ProjectBindingMessage Strin _
Jecteindingiviessag 9 R : ok
Requestld String

Requestld,

4. 3EIRAS

PATMNBI T #OSSBEERAERID , BtERiSiFE HERE,
IR
InvalidParameter
InvalidParameterValue.InvalidAlias
InvalidParameterValue.AliasAlreadyExists
LimitExceeded.CmkLimitExceeded
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RSO TIAEXIFRINZE S Y Base64 mASAIESL., THR7E Base64 fRASfE , AR LIEAIAAXINAY
FASBEFTIH—SMEE |, LEREXPSIETUPEMSEEUFATRRAYL.
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2 AT TCE

SHER ESid)
PublicKeyPlaintext String

PrivateKeyCiphertextBlob  String

Requestld String

4. EIRES

HREERSR (KMS)

A
s - ----- BEGIN PRIVATE KEY-----

\NMIGIAGEAMBQGCCqBHMOV****YHdB4vC0+MKcCqKJq+t8gdWB3YiQ/37922JrSSmQ8/
gAGiPJw==\n-----END PRIVATE KEY-----

PIAETUPEMEEUREIAYRASI A,

g - ----- BEGIN PUBLIC KEY-----
\nMFkwEwYHKoZIzj0CAQYIKoE****+t8gdWB3YiQ/379z2JrSSmQ8/qAGiPJw==\n-----
END PUBLIC KEY-----

#MA CMK INZFASBEIE , BPSERTRFREZEYL , KMSTEE4EAMZHER. aTLiEY
DecryptiEAMNE S HIRENZSARANL.
MME : HUp1b2QAUWN****gVXGggihJmDw+NRQ==

HE—iEK ID , ®XIERBRE. EIRRISFEERAZRIERA Requestld,

UTMRFIH T 5O S BIERRANEIRD , EthiERiBFEN iR,

THIRAD

InvalidParameter
ResourceUnavailable.CmkDisabled
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError

UnauthorizedOperation

WAL : TCloudFinanceZone

R
BHERR,
CMKEWEEA.
CMKAFE,
Keyld&~&i%.
ERERIR.

RIFBURLE,
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EREEER

1. Ok

#EOEKESA © kms.api3.finance.cloud.tencent.com,
AEEOER—MUERSE | SRR NEAR T A SIEAINE .,
BUNZECIESRIRERIRE] © 1000R/FS,

EOFHATE : 2022-09-26 14:48:51,

FEOBRIOEE Y,
A e
2. MANSE
LINERSHIIR(GIE THROBREEAFD AL, TRAHSHFIRD A LS RS,
SHER Wik MIFNULL 28 R
Action 2 & String AHBE, AEOEYE : GenerateDataKey
Version 2 = String NHBH, AEOBYE : 2019-01-18
Region = & String AHSH, WiREERNEIE DescribeRegionsiEEEF~R X RHIMIREIZE
) CMKEFE—HRRR
= =
Keyld = = String f5E : 93866€69-9755-11ef-8e65-52540089bc4l
feEE R Datakey SN EELAR Datakey A/ , AES_1288EAES_256, KeySpec 1 NumberOfBytes wi%iits
KeySpec a S String T
~BHE . AES_256
4 pifDataKeyfIiKE , EIRTIEENUmMberOfBytesiIKeySpechs , LANumberOfBytes/uiE, &/IMEAL, &K
NumberOfBytes & & Uinte4  {E41024, KeySpec 1 NumberOfBytes MJRIgE—

~E : 32

key/valuesdijson=fra , MNRFEAZFEL , NIRERIDataKey R ZRTEEENEENZFS

. = = )
EncryptionContext & & String FOUE - {keyl'valuel’)
PEM 8 NSAFRTER | SiF RSA2048 1 SM2 M98 , BFXHRMEEEEFH) Plaintext E#{TI0%E., &AZ , WA
X . . ¥4 Plaintext {E10%%,
= =
EncryptionPublickey 7 = String e BEGIN PUBLIC KEY----
MFkwEWY*****f)iHQuh2Jr9IMspgK58UVMJTVQCAU +Hztyhd6Aw== ----- END PUBLIC KEY-----
IEXIFRINEEL | B2& EncryptionPublicKey SHREISURFHITIN. BRISZHF : SM2 (LA C1C3C2 1§ iRER
EncryptionAlgorithm & = Strin 32) , SM2_C1C3C2 ASNL (LA C1C3C2 ASN1 &=REIZT ) , RSAES_PKCS1 VL 5,
yp 9 = = 9 RSAES_OAEP_SHA_1, RSAES_OAEP_SHA 256, £ , NIERIAY SM2,
~pE : SM2
o i
3. s
SHER &St b
Kevid Strin CMKIILE B HE—RR
y 9 RfE : 93866€69-9755-11ef-8e65-52540089bc4l
BERRRIEM EncryptionPublicKey , iZFEHMENARAIEUERSH DataKey A Base64 4RASAIBANE , FTiH{T Base64 fESLUIAEN DataKey BB
X, EHREFIRMT EncryptionPublicKey , RIZFEE/ER EncryptionPublicKey 2B {TIEXIFRINEE/SHY Base64 RAISHIZX., &
Plaintext String £ Base64 f#RBf5 , AP LENAEXIMATTARITH—SMRE , LUAEL DataKey BEXZ.,

~BHE : q+Eoul/tGeiZlo9/
tI12baxQOBFxcNOPNn7F6EIEvpDR6kvQmHohD5PTbUCKPkct6K8jOiYpbuaWZthxcoOphMRSE4+HpB17rX4jmIW8pw3eHWOZo8yRyq/
c7RVVo0+DtZofszwhMirQyjcBTJWhLt7xywtE5zghDjngeEktAEw=

#iEEiADataKey INZEIEX , BRREBTRFIZEX , KMSTEERFIEIERH. LRI DecryptiEO M CiphertextBlobH3RENEHE
#Z4ADataKeyRAZ

CiphertextBlob ~ String ~ 7Rf{E : GPJUsGIMPcSjHKIktXGyzn33yestz+7NteW36M6FuL8hPf)1xVfdO6Akr8sF69x3yBXMwto4njum)MIsi9WKow==-k-
XqqalxTyNKIC1rITRePFGQ==-k-xAL9z9eXIHV/
p+WT1RsHP3dm6f43bkomXjwmvWdMXH +JQoFORTThfXgcRh1f9IPNLENK4 +fCOiQVG1VvLdAORvcuRvU=
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HREERSR (KMS)

BHER E- St} i}
Requestld String M—IEK ID , ®XIEKERIRE., EMITARNFERHEIZIRIEKAY Requestld,

4. $EIRAD

UG T SO S5iBIaMERA0ERD , BRI A SR,

$RIRI Eiipa
InvalidParameter SR,
ResourceUnavailable.CmkDisabled CMKE4%EER,
ResourceUnavailable.CmkNotFound CMKARTZLE.
InvalidParameterValue.InvalidKeyld Keyld&~&i%.
InternalError MIEBERIR.
UnauthorizedOperation RIFRURLE,
57 : TCloudFinanceZone 2026/7/11 0730:55
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2 BAETCE SRR (KMS )

bk e n g

=z +-3
1. E=OfFR
EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
BEME AR,
BOMZCIERIERIRSE] © 1500R/FD,
EOEFETE : 2020-01-15 14:32:05,

}§ D 7 \H_L g Té*y

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER Wik ARFNULL %R A
Action 2 & String NS, AEOEYE : GenerateRandom
Version =2 & String nwH&# , AEOBYE : 2019-01-18
) ) NHBE, tigEEnN@idDescribeRegionsiz1EE

Region = = Strin fi " .

J = | B I EREHEEIE
NumberOfBytes £ = Uint64 %EZE’\JB@UL%ZE’\JKE@ RIMERL , &KX(EN1024,

THHE : 16
A Ry 4
3. S

SHEWR e iR

AR AORBHNERRIBASE |, 1ZBAS fEFEbase644wts , FIF B E{fbase64fZi31S I,

Plaintext Stri
aintex "9 RE : 17mvQgMIOsbM70A)7fpLsA==

Requestld  String  HE—iEK ID , ®RiERESIRE], EMCRATEERAZRIBERE Requestld,

4. $EIRAS

KRARFFE : TCloudFinanceZone 2026/7/11 07:30:55 % 177 216 ]
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LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

EiIRtD iR
InvalidParameter SEGEIR.
InternalError AERFEIR.

UnauthorizedOperation RISHUSRME.
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2 BAETCE SRR (KMS )

B RIS

=z -
1. O

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
BHIEHEENCMKES TS 7 ZHIIRINEE,
EOAEZEOIERIRERRS] : 1000%/%D,

EOEFETE : 2020-01-15 20:34:05,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEEFR ik IFENULL 83 )%
Action 2 5 String  AHSE, AEOEYE : GetKeyRotationStatus
Version =2 & String &8, ANZEOBYE : 2019-01-18
. . NHBE, igESEaNE@idDescribeRegionsiZOABEF i+
Region = = Strin " =
9 | H 9 mitEpE
F—FRRAT
Keyld = r String CMKIE—ARineT

~AHE : 23e80852-1e38-11€9-b129-5cb9019b4b01

3. JHES#

SHBR ESig fk
BRRESTE

KeyRotationEnabled  Bool
eyRotationEnabled ~ Bool  — "7 o

E—IEK ID , IRIEREBSIRE. EMDRATHEERAZRIERE

Requestld String Requestld

4. SEIRAY

KRARFFE : TCloudFinanceZone 2026/7/11 07:30:55 % 179 # 216 ]
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LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

EiRtD R
InvalidParameter SRR,
ResourceUnavailable.CmkNotFound CMKAFE,
InvalidParameterValue.InvalidKeyld KeyldA<&i%.
InternalError N ERFEIR.

UnauthorizedOperation RISTURE,
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SRNSAEER (CMK) RIS

1. A

EOEKRES : kms.api3.finance.cloud.tencent.com,

HREERSR (KMS)

FKESAERE (CMK ) #E92E , IREIRTokenfEA#YTImportkKeyMaterialfi£#z — , IREIRIPublicKey AT EESNBEMEI#TING, REAITokenfIPublicKey 24/NHEE3K , SSAEHIBEHSA , BEBRAMA

1Z3E OB TokenfPublicKey,
BRAECIERIREIRS © LOR/FD,

$EOEHATIE : 2020-08-11 11:59:37,

EORBESTENR,
A 25
2. MASE
LIFERSHOIRNGE TROBRSHEMIBONHSEY , TEAHSHFIRD LS RS,
BHER Wi FEVFNULL ESid) R
Action 2 = String AHS#, AEOEYE : GetParametersForlmport
Version 2 = String NHSE, AEOBYE : 2019-01-18
Region =3 = String AHSH, SRR DescribeRegionsiEEE = M FABIRFIZR
Kevid = & Strin CMKEIHE—HRR | SREVEHASSICMKREEXTERNALZER | B7ECreateKeyRHigEType=2 SAYHCMK,
4 = 9 B : 1ff78c0d-c54b-11e9-9cc9-5254006d0810
WrappingAlgorithm = = Strin EEMNZZPMEINEL , BRISUFRSAES_PKCS1_V1_ 5. RSAES_OAEP_SHA_1, RSAES_OAEP_SHA 256
PpINgAlg = = 9 FRHUE : RSAES_OAEP_SHA 1
; ’ TEENEEAMRIAOSE , BRIRSFFRSA_2048
=1 =
WrappingKeySpec =3 a String RBIE : RSA 2048
A €
3. mHsE
SHER ES:S ii%
Kevid Strin CMKIIE—HRR , BTFEERRSABRRAICMK,
Y 9 & : 1ff78c0d-c54b-11e€9-9cc9-5254006d0810
ImportToken Strin SAE B HEEtoken , FATFHEA ImportKeyMaterial 54,
P 9 FUE : Sy+GF4f+XxUanlsfSBfqWQmyJeVO30wcqLEMoW4REpw3adjEFXyCP2yqzV8xdD5GMY4gIZoDf)33SnnbxDMRNDB8Izh4mZjzFNM8PsjhYrgVSxliJOCHupZvD4QcoGco8
FATFINEEBMEAIRSALE |, base64fwiS. EFPublicKey base64fFIBEAIA TS NBBEHITINERIES ImportKeyMaterial (9241,
SRE : MIBLIANBgkqhkiGIWOBAQEFAAOCAQ8AMIIBCgKCAQEALLjpYRUbNKNI7IPUO/
PublicKey String eR8UBaV11gIfQLNglub+YspXwBsvVqcnSvu5c8GoLTEYGSTVbvsREDCq6VIFoSeolgbv8aWukxbPGWgIlnu550cvWwthzROFA5SUPGC8LOUHOftZ5Z7claigkenS3ngfo4MYTitg6/

BI1jJVWvjnKzgswsZeFcISURedSXUcMxfSI344s6117DTNAQ/

vQqyjFGlyo2+JctaxVIY2XuBZf7tPimNdoxAoJ14QxAl1gQGu959xnRJ4rwZbxsklInEivQqTBeFliv3KTzF)S6bkz2eqRJ1p4TBDWbHEWTV6tdXPj4 +4D21RFGAt3706vf4PIrwIDAQAB

ZSHitokenfFINBNENE , BT IZEBELESAN | FEEHAAGetParametersForlmportiXEY,

ParametersValidTo ~ Uint64 /ol - 1566614716

Requestld String  WE—ERID , REKSPRE. EFIEATEERHUZRERE Requestld,

4. $HIRE

LU T 5 3B HERRAIEIRD | AAbEREE A5z,

FEIRED %
InvalidParameter SHEIR.
ResourceUnavailable.CmkNotFound CMKAFTE.
InvalidParameterValue.InvalidKeyld KeyldA~&iZ.
InternalError PIEREEIR.

UnsupportedOperation.NotExternalCmk

UnsupportedOperation.ServiceTemporaryUnavailable

WAL : TCloudFinanceZone

CMKEBUEIR | {X3zH5External CMK,

RS ERAT A,
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2 BAETCE SRR (KMS )

SRENSZFFHUIIIE 3R

L. O

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
RIS FATIIE G R

BOAZEOIBIIRERIRE : 200%/FD,

ZEOEFRAYE] : 2020-08-24 14:14:04,

}§ D 7 \H_L g Té*y

2. INSE]
LUTNERSHIIRNIE T EOBKSEF D AHSH | TBAHSEFIRN N HHERES2],

SHER ik RPNULL KB Hk

Action = & String  AHSE, NEOBYE : GetRegions

Version =2 & String &8, ANZEOBYE : 2019-01-18

Region o - Strin NHBE, Ml E A dDescribeRegionsiEOBEE M iF
? = |7 O mueEpIE
A Y 4

3. WS

SHER St fik

Redions Array of A Aregion¥lZ&
g String ~HE [ "ap-regionl”, "ap-region2"]

E—iEK D, SRERESIREl. EAIEHRERAZRIERE

Requestld  String Requestld

4. SEIRRY

LIMMXAIHE T O SZAEERREIRN | BEfERSIFE N A THERS,

KRARFFE : TCloudFinanceZone 2026/7/11 07:30:55 % 182 W 216 T
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EiRtD R

InternalError AEBEEIR.
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EiFRSIE

=z -

1. E=OfFR

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
RTFERZzArREEEFBKMSIRS
EOAEZOERIRERRS - S00X/FD,

BEOEFAE : 2021-03-09 19:46:09,

EARBER LN,

2. INSE

LINERSEGIFRNGIH TEROBRSEMED AHSE , &

SHEWR ok SIFENULL 3R HEA
Action = e String A2, AIEOBYE : GetServiceStatus
Version = & String AHEZ
Region = =5 Strin =
J = | B 9 motemEIE

3. HitH24y
SHE ES TR

ServiceEnabled Bool

g : 1

InvalidType Int64 _
valdive TE 1

FBFEER

UserLevel Uint64 _
~HHE : 0

IS EARTIE]

ProExpireTi int64
roExpireTime Uint6 —IfE : 1603701385

WAL : TCloudFinanceZone 2026/7/11 07:30:55

HS% , AEOBYE : 2019-01-18

KMSIRZERETE , true FR-EHFE

BRSSFATFE : O-SRMOSE, 1-TEHE, 2-REEIR, 3-BREEN

HREERSR (KMS)

~HSE , MR ERENEIDescribeRegionsiEEE = fsIF
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HREERSR (KMS)

SRR et A
ProRenewFlag Uint64 ﬁﬁ":
~HE : 1
R : E—EK ID , ®REREEIRE, EAIOEFERHZRIEKAY
equestld String
Requestld,
H >
4. $EiRtS
ARG 7O SSZERRAEIRD , EtERGFEN 2 HLE 1=,
iR )0
InternalError AEBEIR.

UnauthorizedOperation

WAL : TCloudFinanceZone

2026/7/11 07:30:55
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& BRTTCE

SNERR

1. ZOA

#EOEKIES : kms.api3.finance.cloud.tencent.com,

FBTFSATEME. REXEEPEXTERNAL BICMK AL , SAREEIEER GetParametersForlmport SREVAUZARHTING. SJLADISER CMK EISANSBEE

HIRERMIRE | IEENCMKIETDIARER , FEBRSMERNEFEMEZSEERER, CMKRIRTE , FFNEEMHRAISATREN CMK o | BERRS— CMK IEZEIRETEERS— CMKgEE.

SBEnabled ] PendingImportiXZHICMKEILAS NZBIF Kt
ERAROERIRIEIRS : 10R/ED,

$EOEHASAE : 2020-08-11 12:02:05,

HREERSR (KMS)

HARtE) | (BLRS NMERMIEHTEL. CMK EEHES NG IUERERE,. SANEBEET

BORBSEERUER.
N "
2. ANSH
LA {RFUH T O (ERAHEBE , SR NHERSH,
SHER W% SSUFNULL 3R -
Action =3 = String AHBE, AEOEYE : ImportKeyMaterial
Version 2 = String  AHBE, AEOEE : 2019-01-18
Region 2 F String ANHBY, MWHESFIEI Descril ionsEOEE M
A rimport IREFIPublick RS, X FEZRAregi MS , SANNEPHEHKEERA 128 bit , FIPSiRZAregionfIKMS , SARIEBHEHCEERA 256 bit,
EncryptedkeyMaterial | & | & sti FRBUE : YLbjnjPPIYjPb1XhyBYNmCr7yv1YMnfDmuHX8D0GCmMUAP3Qi+2URKLIVZ/zCWUIKOY23/QHX8a8IrKz4WVgUVuoleOriQMNx+ AcRKCegkeqkdJ8BNIaXsNJ67zjSZWDu9ql+ bHXEqSIcXcz/
nerypreciieyMatera = M9 |5jdBEUMGYVIIDrNKIV6Fal COEX7y3eoN5A3YFhQoL7F7upNXZHhogP+ YXLGD7fKzsM8qgMW25qSddihW4H1s1z0fwfobL AQDXofu9OAZ58Xf8KjnqEAT Bn60kuJBoqqUVABAOG3egTqCQaCdcna8oZFPTQpB/
SVCE4hENNCEV3tNihv2IwjFxSCiZHcJzhvuQ==
ImportToken g2 = Strin BT e AT,
P = 9 A +b1d61DykcbWNOKULj+OQASM +IuSBiXfxldNy/wDbZL31mB2-+SAA29TZGXBKYXbCtsIULKEWZXUGXBLO4jRrvmKWKET 2gEg4AGKoZrW-+KMAZqTazy WEPA64EV4/6Gp
ValidTo = = Uinté4 FIRMEHIEARTIE) unix BHEIEL , IERESE 0 e AR, BiIsEUHE , BEATHRIRNER , BASH 2147443200,
wBHE: 0
Keyld a & Strin IEESABEBMEIIICMK , BEFNGetParametersForimport #EERICMKAER.
Y = 9 RpUE : 93866069-9755-11ef-8e65-52540089bc41
3. s
BHER B iiu
Requestld String W—EK D, SRIERBRIEE. EIDENEERHEZRERE Requestld,
=
4. 5iREG

LATBIE T OSSBIEERAYHEIRS | RSB I AL

RIS

InvalidParameter

ResourceUnavailable.CmkNotFound

InternalError

UnsupportedOperation.NotExternalCmk

ResourceUnavailable.CmkStateNotSupport

ResourceUnavailable.TokenExpired

InvalidParameter.DecryptMaterialError

InvalidParameterValue. MaterialNotMatch

UnsupportedOperation.ServiceTemporaryUnavailable

WAL : TCloudFinanceZone

CMKFRFE.

PIEBEIR,

CMKEUEIR | {U32FExternal CMK,
CMK R STHHZIRAF,
TokenEidHi,
fEHEncryptedKeyMaterial 51,
SANERMRIEESATE.

RS ERAATA.
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HREERSR (KMS)

7 H ZBiRegionSIFAIINZ 5 =,

=z -
1. E=OfFR

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
5t =RIRegion3ZHF YN =\
EOAEZOERIRERRS : 200K/70,

BEOEFAE : 2023-04-12 17:08:24,

EARBER LN,

2. INSE

LINERSEGIFRNGIH TEROBRSEMED AHSE , &

SHER ik AVENULL SRR )4
Action = - String AHES#E, AEOBYE : ListAlgorithms
Version =2 & String &8, ANZEOBYE : 2019-01-18
Region o - Strin AHSH , =S EIdDescribeRegionsiEABEEmMXIF
J = | B O mueEpIE
A Y 4
3. FiHE#
SHER ESig R
SymmetricAlgorithms Array of AR STHSAIRARIIE A
y 9 AlgorithmInfo ~HHE : EF
AsvmmetricAlaorithms Array of X SZHRFIAERIFRINE &%
y 9 AlgorithmInfo ~HHE : =F
o . . Array of NS RRESEE
AsymmetricSignVerifyAlgorithms Algorithminfo A —

Requestld String

WAL : TCloudFinanceZone 2026/7/11 07:30:55

K—iEXK ID , ®RiEXREIRE, EfzAET
FBERMZRIEKD Requestld,
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4. SEIRAY

ARG T 2O S5 EERREIRID | BhERAFE N A TR0,

EESE) iR
InternalError SR

UnauthorizedOperation RIZHUERME.
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IRINEZRYIRIFE

1. EOEA

EOEKIEA : kms.api3.finance.cloud.tencent.com,
RIBIERE OffsetFILimitiREREZ$RTIRIEIS.
BUAZOERIREIRE : L0OR/FD.

EOEHATE : 2022-09-22 11:15:50,

EORISEAFER,

2. ANSE

UTERSHIIFIGIE TROBERSEIRD NHSE |, TEAHSHFIRNALERSH,

SEEMR W% ABIFENULL  3E AR
Action =2 &5 String NHBE, AEOBYE : ListkeyDetail

Version 2 & String  AES¥, ABOEYE : 2019-01-18

Region = & String NHEBE , HIEHEE @I DescribeRegionsiEOBEE M3IFHIbEFI %=

AR SQL =AY Offset —2 , RRAEREBUNE—EIRFHIZIEEERIS Offset NTHEFFHA  BRENO

Offset & & Uint64 =BlE : 0
Limi = = . BNIR SQL E=fRY Limit —3 , RRARRZIRE Limit TR, REEH10 , HAEH200
imit A & Uint64 —

~EE : 10

R - . RIEEIEEAERLE  Z0A 0 RIAFESEENmk , 1 FRENEEEFE~REFEENcmk

ole & & Uint64 —

& : 0

OrderType = = Uint64 *E?ECMK@UEH?IEUHE% O RNRBRIERHEE | LRNRERF FHE
& : 0
RBECMKIREFRIE , 0FRFLICMK , 1 R~NEifEnabled CMK , 2 R~ Y&EADisabled CMK , 3 F7=

KeyState & & Uint64 #ifJPendingDelete JRFSHICMKGETFAHHRIMIBRIRZAAIKey) , 4 FREif PendingImport JRZEHICMK
HHE: 0

. - . TRIEKeyldakE AliasHH{ TR AL &I

SearchKeyAlias & & String IE ¢ lzctest
IRIECMKSERLIE , "KMS" RNTREZSIMFIEHKMSEEZEICMK , "EXTERNAL" RRHEE A EER

Origin B & String SR EXTERNALZEEICMK , "ALL" SiERNEBERRAMSETIEER , KNEEE.
~E : ALL
TRIECMKRIKeyUsageliss , ALLRRTRIESER , AIERSE0N

. ALL 8% ENCRYPT_DECRYPT g ASYMMETRIC_DECRYPT_RSA_2048 g ASYMMETRIC_DECRYPT_SM2 ,

KeyUsage & S String S o s | e
FZENERIATEIEENCRYPT_DECRYPTZEEY
FHE : ASYMMETRIC_SIGN_VERIFY_RSA_2048

. - Array of  TREISIESRM
TagFilters &= & TagFilter I : BE
A g
3. S
SHETR ESic) fiEk
. CMKREEE
TotalCount Uint64 SBHE ;10
KeyMetadatas Array of KeyMetadata RERIRIHERSIE.

NE : BEE
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SHER ESic)
Requestld String

4. tEIRtS

UM 7O S BERRAIEIRTD | BRI

SRS
InvalidParameter
InternalError

UnauthorizedOperation

WAL : TCloudFinanceZone

fiBa

K—EKR ID , ®REKRBLIRE. EMEREAFERAEZXIERA Requestld,

ARG,
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EREERSE (KMS)
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2 BAETCE SRR (KMS )

SRENEZRER%1ZR

=z -
1. E=OfFR
EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
HHKS FEIREIEnabled , Disabled # PendingImport f9CMK Keyld %13
EOAEZOERIRERRS - S00X/FD,
BEOEFAE : 2020-01-15 20:31:15,

EARBER LN,

A sl
2. INSE]
LIRSS T RO RS SAIES ALLE | SRS HFIEI A SHE R A,

DB ik RRIFENULL k3 fiais
+

Action = e String NS, AEOBUE : ListKeys
Version =2 & String e85, ANZEOBYE : 2019-01-18
: . AHBE , WS Ea@dDescribeRegionsiEBEE R
R = = St R
|gion = = "N i
B VIR SQL &Ry Offset —& , " AKIRENANIZ—EIRFHE
Offset ray = Uinte4  FIEERYEE Offset NTEFHE | TRE A0

wBHE : 0

BMIR SQL &=IBAY Limit —E , RRANRIREZIREL Limit

Limit & & Uinte4  JT&H. BR&EN10, HAEN200

g : 2

RIS RERE , 2A 0 ZFrEFPECSE/EN Mk, 1%
Role & =S Uinted R IENEEEEE~RERIEIERNcmK

whE: 0

3. IS

SHER St 0
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SHER

Keys
TotalCount

Requestld

4. S8R0

ESid]

Array of
Key

Uint64

String

HREERSR (KMS)

fis

CMK%ZRE0H
THHE  EE

CMKrIZE#E
g - 100

E—EKX ID , ®IRIEKESIRE. EAZRRAHERRANZRIEKAY
Requestld,

PAIMXGIE T OS5 EERREIRD | BERAFE N A TR,

TEIRA

InvalidParameter

InternalError

UnauthorizedOperation
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1. FOfEE

EOEREES . kms.api3.finance.cloud.tencent.com,
{EFREECMKI B E RN,

BINECIBFIRERE] : 100R/AD.

FEOSEFHATE : 2020-01-15 20:20:45,

BRORKEZTER,

2. WABH

LIMERSEFIRGIE TROBRSEFRO NHSH , RERAHSHGIRDAIERSH
SEER Wk AIFNULL 368 R
Action = &l String  AHSE, AEOEYE : ReEncrypt
Version 2 & String  ASESH, AECE : 2019-01-18
Region 2 &
FEENINENEX
CiphertextBlob g2 & String M -
k-fKVP3WIIGpg8mILMWA4jEKQ==-
- = = .
Destinarionkeyid - - string A : 87ff856e-973c-11ef-947b-525400d834e5
SourceEncryptionContext S & String SBHE - (hey""value)
DestinationEncryptionContext & & String FOUE : (keyl™"valuel’
A "
3. B2
SHER ESic) fR
EHINEZRNEY

CiphertextBlob ~ String  7=fflff : M1UPpYhWviIWGrfn78MLVBG1n5G2H6+pGK5u7xOmoWoCcWpxVKC10AQujzQSLHWBES4p3Kd8Qji+7FOPN3nkQeA==-k-
XqqalxTyNKIC1rITRePFGQ==-k-8VyKJSv97jE/+mKGeevmUUvCXLYzZWs6Zxn3PZoeBW4aPCjYX

String  AHBE , MEHESANEI DescribeRegionsiEOEEFMISAIMIHFIER

BIINEERNCMK , IR , NERAEXRENCMKENING (B EERIRNE AR )

CiphertextBlob B3N {ERkey/valueXtiljsonF /IR, WNEMTRIFRER , WAZ

EINEZERRkey/valueXdijsonFRFE | MRFEMAZFER , NREINHZ X ERFENRERENERNFHS

Kevid Strin EFINEERRICMK

4 9 REUE : 87ff856e-973c-11ef-947b-525400d834e5
SourceKeyld Strin IR (ERICMK

Y 9 RfIE ; 87ff856e-973c-11ef-947b-525400d834€5

R true R REXBEEHMINE. A—NCMKGEHITENE , EEFSERERRINER FASEHTIRERINFIRE |, RERE

eEncrypted Bool —

BNE : true
Requestld String  ME—IEK ID , ®XIEKRESIRE, EMREERAIZXIERE Requestld,
s
4. %EIBEIEEE.'I

LATRFIH T O SSSERRA0ERD , AR N AR,
R
InvalidParameter
ResourceUnavailable.CmkDisabled
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InvalidParameterValue InvalidCiphertext
InternalError

UnauthorizedOperation

WAL : TCloudFinanceZone

2026/7/11 07:30:55

CMKEREA.
CMKFRFFE.
KeyldR&%.
BENIEIEIR.
PIEBEEIR.
RIZBURE.

HREERSR (KMS)
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CMKTT BRIz O

<z A

1. E A

EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
CMKitRIMpREED , FFEECMKIBRAIRTE , RIsATRIXE/9([7,301K
EOAEZOERIRERRS : 200K/70,

EOEFETE : 2020-08-11 11:56:46,

EARBER LN,

A sl
2. INSE]
LUTERSE5IRGHE TEOBKSEFIED AHSE , REBAHSEIIRN N HHERE4,
SHBFR W% SEFENULL 28 U

RNESE, AEOBE !

: = - :

Action = - String ScheduleKeyDeletion

Version 2 & String &8, ANZEOBYE : 2019-01-18

Region = = String ’A;Eé}ijz;ﬂﬂﬁ,%%%ﬁjﬁﬁDescribeRegions
EOEE Mt Ix
CMKRIHE—FR&

Keyld 2 & String A :

93866€69-9755-11ef-8e65-52540089bc41

THRIMBRRSIEIXE[7,30]

PendingWindowInDays =& B Uint64 =Gl ;7
A AY 4
3. WHEE
SHER ESit fiik
TR TRITE]

DeletionDate  Uint64
eletionDate  Uin TIE : 1559318399
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SHBR KA A

Y d /TWJ{E. 23680852-1e38-lle9-b129-5cb9019b4b01
Requestld String &K ID , @XIEREPLIRE., EAIIRHEEREHIZRIEKA Requestld,

H A

'fEllEE

PIMMXAIHE T 2O S ZAEERR0EIRED | BfERBIF AT 5=,

SRS fiR
ResourceUnavailable.CmkNotFound CMKA=ZFE.
InvalidParameterValue.InvalidKeyld Keyld&~&i%.

InternalError HEREIR.
UnauthorizedOperation RISHUSRLE.
InvalidParameter.InvalidPendingWindowInDays TR SEEE X,
ResourceUnavailable.CmkShouldBeDisabled FEEEFCMKABERE T RIRHER.
ResourceUnavailable.CmkStateNotSupport CMK IREAZFHEAZIRE,
FailedOperation.CmkUsedByCloudProduct CMKIEE# =FEE™miER.
UnsupportedOperation.ServiceTemporaryUnavailable IRSSERTART A,
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L. ZOfmid

ZEOEKE : kms.api3.finance.cloud.tencent.com,

IEITRBZEERS,
T3 RERINEIE T KeyUsage= ASYMMETRIC_SIGN_VERIFY_SM2. ASYMMETRIC_SIGN_VERIFY_ECC &,
ASYMMETRIC_SIGN_VERIFY_RSA_2048 H9Z4BA T LUF LK IhAE

BOANZOIERINERRS] : 100X/FD.
O EFRATE) : 2022-09-15 14:59:41,

EOBINEE NN,

2. BINSE

LUNEREEGIRNGIH T ZOBRSHINEPD AHSE , TEAHSEGIRDNAHLEREL,

BB Wik FRVFNULL 268U fER
Action 2 & String  AHESE, AEOBYE : SignByAsymmetricKey
Version 2 B String  AHESE, AEOBYE : 2019-01-18

NHESE, HESEEE I DescribeRegionsiEOBEE~mSF

Region 2 & String EI'\J; s
BREE , STHEE - SM2DSA (ASN1#&x)
SM2DSA_ASN1 ( ASN1 #8=) , SM2DSA_RAW ( JRIAHE
Algorithm = & String =) , ECC_P256_R1, RSA_PSS_SHA_256,
RSA_PKCS1_SHA_256
TE : SM2DSA
HERNHHEHE, NRRENEEERN , MERRXAHS
£ ( BaseGAYRISRIAHKE ) FBIT4096F T, WNRIEHAIEHE
Message 2 S String BURE , IHEREKE ( Base6dJmiSRIAKE ) BREFT 32
B5]
& : dGVzdAo=
BSARE—FR
Keyld = = String AR E—TR]

EWE : d79e97e5-69d1-11ef-bc87-02ac442a5alf
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SHER ik FePFNULL
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e

)
HESRE : RAW |, DIGEST , JIRAME , BUASRAW , RRHE

MessageType & & String  [RX,
~BHE : RAW

3. BiHSE

SHER St ik

%% , Baseb4d4Rig

~EHE :
MEYCIQDFunV6ujrE9k4IMOEeH4JOuwENYSf1JH2DI01qlFWKkwIhAMiv6S2s3VsLtMF/
+4rDEiF3lyE3zfRGq5B+k7hHfGoQ

Signature String

Requestld  String HE—iEXK ID , ®RIEKESIRE], E7ARATHEERAZRIEKET Requestld,

4. SRR

PAIMRZIE T O SSZAEERRIEIRD , EtERFE N A HiE1R,

EiRS fimA
ResourceUnavailable.CmkStateNotSupport CMK IRESA SR ZIRE,
InvalidParameterValue.InvalidKeyld Keyld&<&iZ.
ResourceUnavailable.CmkNotFound CMKARTFE,
AuthFailure CAMBZ/ERUER
InternalError AR IR,

InvalidParameter SEEER,

KRARFFE : TCloudFinanceZone 2026/7/11 07:30:55 % 197 W 216 T®



2 BAETCE SRR (KMS )
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EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

ipsiEE (key, &R , =F&™m ) NICR , IR | EEeN= e mia REABERAZARkey,
EOAEZOERIRERRS : 200K/70,

EOEFETE : 2020-08-11 11:52:08,

EARBER LN,

A sl
2. INSE]
LIRSS T RO RS SAIES ALLE | SRS HFIEI A SHE R A,

SEAFR Wik RIFNULL B8R R
1t

Action 2 & String  AHSE, AEOEBYE : UnbindCloudResource
Version =2 & String nHE&8, ANEOBYE : 2019-01-18
Region = = String ﬁiig ,Jiﬁmﬁ%ﬁlﬁﬁDescribeRegionS?%DEEFﬁ:ﬁ
LHOHBIR B
. cmkAyID
Keyld = 5
& = | B SUING ik - 23e80852-1e38-11€9-b129-5ch9019b4b01
Nz L=z B A mE— /_\‘Hk\k
Productld = & String fz{g#nsnsﬂr?‘u& MR
= :
ZE/HID , MARSIREECHNEFETRISERENX |
Resourceld £ N String LIRS,

~FE : resourceld

3. S

SHER St )

Requestld String Me—1E3k ID , Rk EPIREl, BRI HERZXIEREY Requestld,
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4. SEIRAY

ARG T 2O S5 EERREIRID | BhERAFE N A TR0,

Hi=hg fA
UnsupportedOperation.ServiceTemporaryUnavailable RS BRI AT,
InvalidParameter SHEIR,
ResourceUnavailable.CmkNotFound CMKARFE,
InvalidParameterValue.InvalidKeyld Keyld&~&i%,
InternalError HEREIR.
UnauthorizedOperation RISHURLE.

ResourceUnavailable.CloudResourceBindingNotFound cMKAI =R R EXREAFE.
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EOiEKiE2 : kms.api3.finance.cloud.tencent.com,
FAFERCMKIBIE, X3F4bFPendingDeleteKZSHICMKEELE(ER,
BOAZEOIBISRERRE : 100X/FD,

EOSEFRAYE : 2020-08-11 11:59:50,

}§ D 7 \H_L g Té*y

2. INSE]
LUTNERSHIIRNIE T EOBKSEF D AHSH | TBAHSEFIRN N HHERES2],

SHER ik RPNULL KB Hk

Action = & String  AHSE, AEORYE : UpdateAlias
Version =2 & String &8, ANZEOBYE : 2019-01-18

~HSE , MR ERENEIDescribeRegionsiEEE = fsIF

Region = B String BBt BIE
. ) #FEUBIE | 1-60N =R EFNEAS
Al 2 & .
'as = = String ~HE : NewAlias
N =] _ /_\\Hk\
Keyld = = String CMKI £ BHE—RRRT

HE : 23e80852-1e38-11€9-b129-5cb9019b4b01

3. I SE

o C St fEiR

Requestld String H—iEXK ID , ®RiEkEPSIRE]l, EfRAHEERAIZRIEKE Requestld,
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PATMNFI T # O SSBEERaERD , BtERiTiFENHERE,
HiRt
InvalidParameter
InvalidParameterValue.InvalidAlias
InvalidParameterValue.AliasAlreadyExists
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError
UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

WAL : TCloudFinanceZone 2026/7/11 07:30:55

HREERSR (KMS)

ik
SR,
BB,
SBEERIE,
CMKFAFE.
KeyldR&iE.
PIERIEIR,
KIBAURIE,

ARSZE R AR A,

% 201703t 216 @



2 BAETCE SRR (KMS )

(ZNEZHMEE

=z -
1. O
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ZEO AT IHEERICmKIEBHERMER. X FAbTFPendingDeletelRSHICMKEELEER,
EOAEZEOIERIRERRS] : 1000%/%D,
EOEFETE : 2020-08-11 11:58:12,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEER Wik FEFNULL  REY R
Action 2 & String  AHSE, AEOEYE : UpdateKeyDescription
Version =2 & String &80, ANZEOBYE : 2019-01-18
Region = = String AT, S RANE DescribeRegionsNEE

J = | B 9 mmoEpIE

L . A ER | RASHF1024=F1S

D = A= i

escription =& 5 String SRE : NewDescription

EEH(E WRMEERICMK ID

Keyld 2 & String BEEHRA(ERRIC

E : 23e80852-1e38-11€9-b129-5cb9019b4b01

3. I SE

o C St fEiR

Requestld String H—iEXK ID , ®RiEkEPSIRE]l, EfRAHEERAIZRIEKE Requestld,

4. SE1RAY
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PATMNFI T # O SSBEERaERD , BtERiTiFENHERE,
HiRt
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ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError
UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

WAL : TCloudFinanceZone 2026/7/11 07:30:55

HREERSR (KMS)

U
SEGEIR.
CMKAFTE,
KeyldA&&i%.
REBIEIR.
RIRIURLE.

ARSSERIART AL,

% 20373t 216 ]



& BRTTCE

IEXIFRE AR REO
EXIFRZREARSARERS
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FEOEKEE : kms.api3.finance.cloud.tencent.com,

{EFRIEERIRSAIFXITRE SAROFATAH THURREE | W/ EFRI M AR, T Enabled SKASHIAEXIFREIAA BEHTHEERRIE.

BOAEOERITEIRG) : 20007/,

EOEHAYE : 2020-03-06 10:07:37,

BORBEZTER,

2. mABH

LUNERSHFIRGIH T HOBRSHABI LS |, 572

SHER Wi AIFNULL

Action 2 a
Version 2 a
Region 2 =
Keyld 2 a
Ciphertext 2 a
Algorithm 2 S

3. EIHEH
saEm

Keyld

Plaintext

Requestld

4. {HIRE

LUMSBIE T O SSIZIEERA0MIRED | RAGRERGEL

IR

InvalidParameter

Esid
String
String

String

String

String

String

St

String

String

String

InvalidParameterValue InvalidKeyUsage

ResourceUnavailable.CmkNotFound

InvalidParameterValue InvalidKeyld

InternalError

UnauthorizedOperation

ResourceUnavailable.CmkStateNotSupport

FailedOperation.DecryptError
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NHBHBIRI

\HE%) , AfEOEYE : AsymmetricRsaDecrypt
NS, AEORE : 2019-01-18

B, @idDescribeRegionsiZEE R

CMKEIHE—HRIR
IfE : 554ef4b3-3071-11ea-a86a-5254006d0810

fEFPublicKey NEAIREL , Base6A4wH3

BIE : vInJ/RrQEOMXiHGoya/xpKQJHkd5ImvdXug306BreYL60Kb8ucqQOeurfSmX/mKZDSTGr8FDVK8b4HOopj7xuDQlzegObtvK2VGbXSaihl/fNDkmoWcgBF/
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V91scYltrkwolSnvgsxcl9NeAp +H2A6E3vTiDpQK50Vb30TG39FoYEvfbRNfef +iukiRigOL7VGSPmMx1nThi6 Cd4XGBFzBOtvtmP2SnZhZuzryj+jnHVAz2bluYP8M40JYkk5muuACWXLGLQj5sh2FqlpbzT4nti4fOD4ieHnf/
qCw/9yyiWUED670elFKaBJEWGQ3PT7bGtH4Sxx8SKx2BCBSRISsA==

TEFERAEINZRIRIRAETX | HATSZHFRSAES_PKCS1_V1_5. RSAES_OAEP_SHA_1. RSAES_OAEP_SHA_ 256
B : RSAES_OAEP_SHA_256

biiiud

CMKEgIE—HRR
BHE : edf72a11-69d0-11ef-9841-52540089bc4l

FREEMIBAN | base644mig
ABE : dGVzdA==

W—EK D, SREREPLIRAE, AR HEERHZRIERE Requestld,

R,

fEk
KeyUsageZ4#iR,
CMKARFE,
KeyldR&i%,

PIEBEER,

SKIRIURIE.

CMK RSB,
L.
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OISR : kms.api3.finance.cloud.tencent.com,

{EFRIEEAISM2AERITRESARIFATEH TEORIRS | B WRRERX M AAINER. LTFEnabled RASRIIERIFREDA BEHITRERIRIE. E NN XANKEAREBIZ 256575,
ERACIERIZIRE] : 2000R/%0.

HEOSEHATE : 2022-09-13 14:39:30,

BEORKRESTEN.

2. mANSH
UTARSHPFIL T EOARSHRNA DHEH | SRARSEPIEN A2,

SHER B RFFNULL B

i
Action 2 & String  AHBE, AEOEE : AsymmetricSm2Decrypt
Version 2 & String  AHSE, AEOEYE : 2019-01-18
Region 2 = String RIS, EHEEAEI DescribeRegionsiEFAEERIIFIMIEFIE
—HRR
Keyld 2 a String MK

TPUE : fcel015e-9735-11ef-be86-6abd61583d2d
EAPublicKey NIEEAYESL , Base64RiS., EIKEIHERT 2048 F15.

Ciphertext &£ & String  RBHE :
MGOCICuRefoqE7g5bpsZNYq+9d909cZI7nFuYFHIDhOqz8GAAIEA4lgmt3nGgpbuOghbWsStkexXA2cA12nVWjgruFP5WKKEIG6JwYejm9gEr7CPOOhbirsGhga3W7)6C7kwdmf6VebRBATH102G

3. mHEH

SHER ESi) A

CMKAIHE—HRR

o sting A : fcel015e-9735-11ef-be86-6abd61583d2d
Plaintext Strin TRREAIBEN |, base644RE3
o TN : dGVzdA==
Requestld String K—ER ID , SRERESRE. EAIARNBEIREHZRIERN Requestld,
HI=2
4. §EiREE

LU T OV SSBIBERAOERED | Eftht R R0,

HHIRS R

InvalidParameter SHGHR.
InvalidParameterValue InvalidKeyUsage KeyUsage2#54iR.
ResourceUnavailable.CmkNotFound CMKRFE,
InvalidParameterValue InvalidKeyld KeyldF&i%.

InternalError PEREIR.
UnauthorizedOperation FEAURLE,
ResourceUnavailable.CmkStateNotSupport CMK KSR STFAZIRE,
FailedOperation.DecryptError e S
UnsupportedOperation.UnsupportedKeyUsagelnCurrentRegion s HIELRIregion A3z,
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EOiEKiE2 : kms.api3.finance.cloud.tencent.com,

AEOBRTINERZ HAKBEREIE , TETIIEEUEERRS , RSA Key , HEHER/NIBRMER. XNTFRANEE
% , fEAGenerateDataKey4FkAIDataKey T A MERAINNREZRE

EOABEOIEKIERRS - 3000%/F),
EOEHRATE : 2022-12-13 16:09:28,

EOREIRE A XIS,

2. INSE

UUNBRSEGIR(GE T ZOBRSENRO AHSH | mBAHBSHGIRN A HLERSLL,

SHEMR ik AFNULL KR R

Action = a String 25, AEOBYE : AsymmetricSm2Encrypt

Version 2 = String AHESE, AEOBYE : 2019-01-18

Region 2 = String ARS8, WiFSEENEIIDescribeRegionsiE B EFMSIF
ROtthi B

Keyld = = String 1AFCreateKeyEAICMKE BRE—FRIRRT

A : e4538bcb-b830-11ef-93b3-5a120d3aebf4

WANZHIRA R | 1ZF RV base64RD , RNEAKE
String 3351024 =15
~5E : dGVzdAo=
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Plaintext 2

3. S

o C KA fEiR

N2 S22 base644RFEAIERSL

Clphertext  StINg e . DEb/JBMUhVKYS34r0pR7GVIWTcakhkxgf7S*+*+*As/tfP/
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Keyld SUING  — e . 04538bcb-b830-11ef-93b3-5a120d3aebf4

Requestld String ME—iEK ID , BRiEKRESIRE., BRI EEREIZRIEKA Requestld,

4. SEIRAY

PIMMXAIHE T 2O S ZAEERR0EIRED | BfERBIF AT 5=,

SRS fA
InvalidParameter SHEEIR.
ResourceUnavailable.CmkDisabled CMKE#ZER.
ResourceUnavailable.CmkNotFound CMKA=FE,
InvalidParameterValue.InvalidKeyld Keyld R &iZ.
InvalidParameterValue.InvalidPlaintext Plaintext~&i%.
InternalError NEBEIR,
UnauthorizedOperation RISHURME.
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O 2020.03.050936.3,
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R
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3. @sH
omem o ome
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SRS

DeviceFingerprint

RSN

HREERSR (KMS)

HanT#EOS| A : DescribeWhiteBoxDeviceFingerprints, OverwriteWhiteBoxDeviceFingerprints

BT %
Identity =

Description &

AlgorithmInfo

BIEAIRTR 0 tRR

WENITF#EEOSIMA ¢ ListAlgorithms

B

KeyUsage

Algorithm

KeyMetadata

CMKEEER

FOUFNULL 368
& String
= String
i2vid FEFFNULL
= &
= &

fk

BNER , HIRBIECRETERERG | BIUBRENFRIAT : ~[0-9a-f{8}[-]
[0-9a-fl{14}[-][0-9a-f[{14}[-][0-9a-fl{14}[-][0-9a-fI{16}$
& : 0177ebba-5ad6930a52d808-ce5ebfbba2b******75b7f7d2c8c68

HWAMER W IP, IRBEBIRE |, &RK1024F75
~MINE : lzctest

Strin EIAHORR

J & : ASYMMETRIC_DECRYPT_SM2
Stri EIAER
tring

~EHE . SM2

AN TEOAS|A : DescribeKey, DescribeKeys, ListKeyDetail

B

Keyld

Alias

CreateTime

Description

KeyState
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el

#m

el

o

FSFNULL

=
[

iy

iy

iy

iy

;'é
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String

String

Uint64

String

String

fik

CMKRY2BE—tmR
TENE : 6cdf26d1-44ff-11eb-841c-5254006d0810

ENZSREBRZHHR , ERSHAEENRIE
~MEHE : lzctest

R EIERATIE
AlE : 1730357927

CMKH/YHA
f5IE : desc

CMKA9IRZS , BYES : Enabled
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B WIE FRFFNULL 268 A
KeyUsage =2 & String CMKHi& , BYE9: ENCRYPT_DECRYPT
2Ry e E: TEEEZNE
Type = = Int64 C_MKxi . 2 BRGEFIPSIRG | ARSI S EEINE
~BUE : 3
. . tlEEE
= =
CreatorUin 2 A Uint64 =l{E : 700001224410
. e = WL Y
KeyRotationEnabled = £ = Bool =
eyRotationEnable 2 & 00 = - true
CMKRIEUESE | FIFEIERAY user , BING =AM BN XI AT
Owner 2 & String FRE
ENE : user
. . EFERIEFERET | TREHAIATE
= =
NextRotateTime 2 A Uint64 =l : 1761893927
B AR
DeletionDate 2 2 Uint64 gg?ﬂél‘?ﬂgﬁ?@
CMK ZAMRIEEE , BKMSRIERYS ¢ KMS , HARFRSARIZEES
Origin = = String EXTERNAL
~BI{E : EXTERNAL
_ = o . f£Origin/s EXTERNAL RIEX , RRERMHAIENER , 0 FRNIH
ValidTo = = Uint64 _
HHE : 0
Resourceld o < Strin ZIRID , 38, : creatorUin/$creatorUin/$keyld
= a g R~BIE : creatorUin/12345/6cdf26d1-44ff-11eb-841c-5254006d0810
_ . IR
RotateDays B = Uint64 Sl - 365
. . E—IRECHRART E
= =
LastRotateTime A = Uint64 & : 1730716649
WhiteboxKeyInfo

BEZRER

WA TEEOS|A : DescribeWhiteBoxKey, DescribeWhiteBoxKeyDetails

BFR Wik FREFFNULL 38 A
: RPN RE—RRR
K I = @
eyld = . String ENE : 9971f40f-69d2-11ef-9d7c-525400dc620c

ENEHERZIOR | BERSWABENRE , FAURZ, 1-601MFEE
Alias = = String  F-_MAS , BEFFTUANFERERF. FUES

~BHE . weijiali_testabc_0000000000000

|

CreatorUin = e Uint64 el

& : 700001028674
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Description

CreateTime
Status

OwnerUin

Algorithm

EncryptKey

DecryptKey

Resourceld

DeviceFingerprintBind

Tag

IRESRRE(E

D

el

il

il

i

el

el

FIEFNULL

&=
A

iy

iy

iy

iy

iy

iy

iy

el

String

Uinte4

String

Uint64

String

String

String

String

Bool

AN TEOS|A : CreateKey, CreateWhiteBoxKey

=

TagKey

TagValue

TagFilter

RIS IERE

#HaNTEOSIA : DescribeWhiteBoxKeyDetails, ListKeyDetail

B

WAL : TCloudFinanceZone

=
=

el

FBEFNULL

=
[=]

iy

FBEFNULL

EREERSE (KMS)

fiaik

ZEARTIAER
E : weijiali_test_00000000000001

EIABIEEATIA) , UnixA AR
AIfE © 1725353871

HEZEHIRZ , BYES : Enabled

ellfee=y
& : 100000007998

IRRTAREIAE
hHE : SM4

HEINZEZE , base644wi3

~MFHE : AACAAAAAYBDDg3NeCzKNLANR/
gVVEOgDIxrhXykeO******77c7A0xfrlvizVPYzyn2CeYYLyagRV/
jn2PtQgMdl4uj/sXsPs4jQvtHhBaKA48+28gLk

HEMRZEH , base644mi3
~f5lE : AACAAAAAYBDDg3NeCzKNLANR/
gVVEOg****vtHhBaKA48+28gLk

HIRID , #8= : creatorUin/$creatorUin/$keyld
~BUE
creatorUin/700001028674/9971f40f-69d2-11ef-9d7c-525400dc620c

BEARBIEXNSHFIZEE
TMFNE - false

ESid] iR
Strin PR
J TBUE : env
String rEE
~MFHE : dev
eSS ik
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BFR Wik

TagKey =

TagValue &
TsmLicense

TSM SDK#EZ#License

#HAN O3 A : DescribeTSMLicenses

B Wik FeEFNULL
Version & &

TsmAppld & S
Cert & &
Key
REICMKFIFRER

WA EEOS IR : ListKeys

BR WhisE FEFFNULL
Keyld = B

WAL : TCloudFinanceZone

EREERSE (KMS)
FBEFNULL &St i
. IR
& St —
. fing RHE : env
. EE
& A f St —
(=) rray o ring T_RWME - dev
E-Sid] N
Strin Licensefrs
9 ~5IE : tsm_license vl
. TSM Appld
SIS i« icnt.com
IR |, XBERENSFRFEEI
String  wBME : ----- BEGIN PUBLIC KEY----- dsadJskgxMIIBJANBgkg*****|kl6VPnA/
eyOTftt/FW19VOcehhg9c46mMV OWIDAQAB ----- END PUBLIC KEY-----
. CMKRY2BHE—RR,
String
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%:I:I: A = ﬁ%
B 1X=

TheeniA
NSRRI R Error 352 , WM APLECIAM, B0 -

{
"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”
17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79¢6"

}

Error A Code T RIEIRAD , Message RRZEIRNEREE,

THIRISY IR

NIHIEIRI

e WiBA
AuthFailure InvalidSecretld ZRAE% ( AE2= API 2482588 )
AuthFailure.MFAFailure MFA &R,

BRAEE. FEEHENERRESCHRMREESR  REE

AuthFailure.SecretldNotFound . e _ N i
B, SNETHRTESIER  IRRIEAEETE.

BRUH, Timestamp MRS HESEEENGBIR ST , BORES

AuthFailure.SignatureExpire . s
9 P oA EL R AR S AR,

BRER. ERUEER  BYREALNPROSSCHEEES

AuthFailure.SignatureFailure s
9 SitEiE,

AuthFailure. TokenFailure token f&5iR.
AuthFailure.UnauthorizedOperation  i53k>k CAM 1Y,

DryRunOperation DryRun #E , ({RIBEKESEMINNT , REZ(ET DryRun &%,
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FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

J.Lgia =5

'f'alseﬁq

ResourceUnavailable.CloudResourceBindingNotFound
ResourceUnavailable.KeyDisabled
InvalidParameterValue.InvalidType

FailedOperation.CmkUsedByCloudProduct

WAL : TCloudFinanceZone
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BRAFRL.
REBEEIR,
EOREE.
SEGER,
SHEEIRIR,
B ECERpRE,
ROSHERIR,
EORAAFE,
TERADREGEID T SEPRE.
RIS,
RIFAB.
BRIRFE.
RIFAA R,
RIZIURLE,
RINSEGEIR,
BEAST,

http(s)iERHMYEEIR , R3ZHF GET #1 POST 153K,

BROARSFRrE bR,

Lz

EREHRERA.

Type2£HIR.
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SRR
ResourceUnavailable. TokenExpired

InvalidParameterValue.TagKeysDuplicated

UnsupportedOperation.UnsupportedKeyUsageInCurrentRegion

LimitExceeded.KeyLimitExceeded
LimitExceeded.CmkLimitExceeded
ResourceUnavailable.CmkStateNotSupport
ResourceUnavailable.CmkShouldBeDisabled
InvalidParameterValue.InvalidAlias
InvalidParameterInvalidPendingWindowInDays
InvalidParameter.DecryptMaterialError
UnauthorizedOperation
InvalidParameterValue.DuplicatedKeyld
LimitExceeded.FingerprintsLimitExceeded
InvalidParameterValue.TagsNotExisted
InvalidParameterValue.AliasAlreadyExists
InvalidParameterValue.MaterialNotMatch
InvalidParameterValue
UnsupportedOperation.ServiceTemporaryUnavailable
UnsupportedOperation.ExternalCmkCanNotRotate
AuthFailure

ResourceUnavailable.CmkNotFound

UnsupportedOperation.NotExternalCmk

InvalidParameterValue.InvalidCiphertext

InvalidParameter

WAL : TCloudFinanceZone 2026/7/11 07:30:55
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TokenE213H5.

ERES,
InEFSHAELRIregionAR3THF,
BIEREZIA NGB PR,
CMKEECIL LR,

CMK RS STHFZIRAE,

R EEFRICMKAREBI RIS,
BlEtE R,
THRIMBRETEISEEAEE.

R EncryptedKeyMaterial 520,
RIZRURLE,

KeyldES,
IREBISLAN BT IR,

IR REIREEFE.

BB BEEFE.
SANREHHHEMBESARE,
SHEYEEIR.

RS ERIART A,
FBRESAFEENCMKEE i,
CAMER/EREIR
CMKAFF,

CMKZEREIR | (N3Z¥FExternal
CMK,

BHEUEIR,

SHBEIR.
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SRS 28R
InvalidParameterValue.InvalidPlaintext Plaintext~&i%,
FailedOperation.DecryptError R,
UnsupportedOperation.NotUserCreatedCmk (XX B 2 eIZ2RICMKIEHr.
InvalidParameterValue.InvalidKeyld Keyld~&i%.
InvalidParameterValue.InvalidKeyUsage KeyUsageZS#i8iR.
ResourceNotFound RIRAFE.

InternalError HEREIR.
ResourceUnavailable.NotPurchased ARZRRSHARTHE,
ResourceUnavailable.CmkDisabled CMKE#HZER.

CMKAZH HIBRIASABERHTEGE
THEIRR.

ResourceUnavailable.CmkNotPendingDelete

FailedOperation BMERIL.
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