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13. FEIRIEIREE D | IR EER.

15. FE4miBRIRUHE |, MR BRTRIEAESR. | ML RIBRZA.

"version": "2.0",
"statement”: [{
"action": [
"tcr:DescribeRepositories”,
"tcr:PullRepository”,
"tcr:DescribeNamespaces”
1,
"resource": [
"qes:terirepository/ter-xxxxxxxx/team-01/repo-demo/*"
I,

"effect":

n,on

allow"

"action": [
"tcr:Describelnstance*"

1,
"resource": [
"gcs:ter:instance/ter-xxooooxxx”

1,

"effect":

n,on

allow"

16. BEAE5ERk . FoRIESRIBIE A CIE B E MRIBRIR(E.

SRESECE

EEERENRESRE JSON , F2thkEN CAM 19 API 513 LK REEEX.

WAL : TCloudFinanceZone 2026/7/11 07:33:09

BRGESES (TCR)

3 3370t 29811



2 AT TCE

TR RERECE

e QcloudTCRFullAccess : Be8E%IRSS ( TCR ) £IEENE,
FKSHEXRIEE , BEE TCR £IFFNSIHRENR , 82 BWAREN AR,

"version": "2.0",
"statement”: [{
"action": [
"ter*"
1
"resource": "*",
"effect": "allow"

1]

¢ QcloudTCRReadOnlyAccess : TCR RIERR,

FIKSHEZRIE  HEASRRERSEFZTFENRZNR | BEEWR AR,

"version": "2.0",
"statement”: [{
"action": [
"tcr:Describe*”,
"tcr:PullRepository*"

1,

n, ngn

"resource"; "*",
"effect": "allow"
1
}
HANA S RIREE

pEI=

R REISRE R RERZ SR,

o BFFUKS TCR BAWhRAEEPRFNE IS ERIFIIR.

"version": "2.0",
"statement”: [{
"action™: [
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“ter:*"

1,

"resource": [
"qcs:teriiinstance/*",
"qcs::ter:irepository/*”

1,

"effect": "allow"

1]

o BFFIKS TCR AR EEBRIFAIRIZRIEER.

{
"version": "2.0",
"statement”: [{

"action": [
"tcr:Describe*",
"tcr:PullRepository*"

1

"resource": [
"qcs::ter:iinstance/*",
"qcs::ter:irepository/*"

L

"effect": "allow"

1
}

o BIUTICSEEEELA. FII0 dev-guangzhou , HILHIID 79 term00000006,

"version": "2.0",
"statement”; [{
"action": [
"ter*"
1
"resource": [
"qcs::ter:instance/ter-xxxxxxxx",
"qes:ter:irepository/ter-xxxxxxxx/*"
1,

"effect": "allow"

1
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{
"version": "2.0",
"statement”: [{
"action": [
"ter*"
1
"resource”; [
"qcs:ter:irepository/ter-xxooxaxaxxx/team-01",
"qcs::ter:irepository/ter-xxxxxxxx/team-01/*"
1
"effect": "allow"
2
{
"action": [
"tcr:Describelnstance*”
1
"resource"; [
"qcs::ter:instance/ter-xxxxxxxx"
1
"effect": "allow"
}
]
}

o RNFHRSRIERMEGRCE | (NERBZCERNRR  TiEMIREE. BRECEREMEEFRS. FIanscpl

ter-xxxxxxxx T team-01 FA2=SEIARY repo-demo,

"version": "2.0",
"statement”: [{
"action": [
"tcr:Describe*”,
"tcr:PullRepository”

1,

"resource": [
"qcs::ter:instance/ter-Xxxxxxxx",
"qcs::ter:irepository/ter-xxxaxxxxx/team-01",
"qes:ter:irepository/ter-xxxxxxxx/team-01/repo-demo”,
"qes:ter:repository/ter-xxxxxxxx/team-01/repo-demo/*"

1,

"effect": "allow"
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2. 7£ Helm Chart TUEIRIET &5 & HA01sLFIRIAY Helm Chart 53k, SNEYHASLE , iSHERE LA RISLHI TRIFIZE
R TIERR,
Chart FIRBELA ™S ERIRE
o B#R : Helm Chart BfR , BEHEAIFEA Chart FIBR , JEEHEIE Chart EMRAE , AIEERER
TEREEZMRA Chart B RISHEESRS,
o #43%50E : Helm Chart Fi@d&=Sa,
o BIERE : Helm ENRIEIXZECERIATEL
o BMF : REREESIRBURMESRICERNREES | BINE(EHESESE £ Helm EF IR HEER T
Helm Chart ; SaABRUARIBR S BIGEE,
3. BH1EE Helm Chart BFESR , HENIZBEFBR.
o RAEHE : WRHEBRHEIICENEER Chart iiA , Bl NEEkMlFRIEREIRAS.
o BEAER | WRETNSISE Chart IRARANEASE , 40 Chart.yaml,
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EREHE EEATE Helm Chart
H{EAM Helm Chart &

1. ERBREERSEHS | EEFEENSI=FrIHelm Chart,
f£'Helm Chart" TUEBITEE HaIsLHIRA Helm Chart BEEFIR., WETIMRSLE] , BERE EARY"SLAIE
R TR ZRPEHATIRRE,

2. BF HE , £ L& Helm Chart"&0O+ , & LI TRERHTRE.

o FR/ESLH - 24RUFmsEsLf,
o A=A : Helm Chart FiBISmB=iE , AIRFNFRAZT |, iBFAEZEAIA FHiEma=E.,
o Chart & : BHEEEABE TEHHAY Helm Chart &,

TR

{N32#F tgz 18ZURY Helm Chart/E488) , S DIERMRAIY M, HER , LERSXHHES
B8 Chart , BIEEEE,

3. B HERDAIFHA E1&1Z Helm Chart &, H{ESSRE | AIECEYIREE S LAY Helm Chart , & L&
89 Helm Chart £;8853MAY Helm Chart GFE , EBaiEE— Chart G,

T& Helm Chart @&EAMHD

1. 7EHelm ChartlREIEEHRISLAIART Helm Chart GFEFIR. BREEECRE , BIR#EHAIZ Helm SEERIMRA
B,

2. %&#Fi% Chart SERIEEMA , BEIZIRAFREITANA T BB FEIZRARY Chart BEZ M, RiE
MR EENECERIARRE | FIIGEIEE PRI,

£ Helm ZFig EE KR T# Helm Chart
T4 Helm ZPim
Si=1:z]
o HIEHEEIHRLEEEIIRSS TKE F{FER Helm |, 5% Helm v3.xx kRAS, BJ#1#T7 helm version -¢ @<
BECTENEFimRA.
o AXLME Linux BERFN T R EZEAF , R FEETEE FEXNTER.
HORPATLAT S |, TEFHLRE Helm B,

curl -fsSL -o get_helm.sh https://raw.githubusercontent.com/helm/helm/master/scripts/get-helm-3

chmod 700 get_helm.sh
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2 AT TCE

./get_helm.sh

7N Helm G

1. ERBFREERSENEG | " LHFIRTUmIERLAIEMR , HALOIFBR.

2. &% FRAELIEREIE SRR RERE.

3. R EHITUAT &S | iININAEATEE Helm Chart &G EERMHE Helm GF.
==
PITA SR ERHHRREENI NLIRI AR AR RE EHHERIFAB ML VPC & |, FIBES I 2 Ri5aE
i, PRIEIEE,

helm repo add $instance-$namespace https://$instance.cloudcr.com/chartrepo/$namespace --us

ername $username --password $instance-token

o $instance-$namespace : /9 helm repo EfR , EINEALAIETR + i 2T AZFRESHIL A

LMBEFX D BN LA N apE=E.
o https://$instance.cloudcr.com/chartrepo/$namespace : 79 helm repo f9imimibit,

= $username : A T2 FEREBIEFA.
» $instance-token : #3 £E2 hEFFEHIEREL,

LRI TMER.

™ bash
"$instance-$namespace” has been added to your repositories

¥#E9% Helm Chart

1. &% Helm Push 1§
=1
B%% v0.10.0 LA ERRARY helm-push ff | BREMARRS EIEM T EEEEX helm
chart,

A0{EFE v0.10.0 LARIMRZA , EEIE helm cm-push a9 helm push 155,

&8 Helm CLI & Chart 8FEEZL% helm-push 14 | 1ZEESZIFHER helm push 15$HEX helm chart
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EI87E repo , BRI LIEERNERES.

helm plugin install https://github.com/chartmuseum/helm-push

2. TR EMTLATES | elE—1 Chart,

helm create tcr-chart-demo

3. FUTLA T &< | TEEEXIEEERE Chart BFF (HIIE ) .

helm cm-push tcr-chart-demo $instance-$namespace

Hrp $instance-$namespace AERINNAMCEEETR,

4. TLAT S | AIREIRERR | FHEEE Chart B,

tar zcvf ter-chart-demo-1.0.0.tgz tcr-chart-demo/

helm cm-push tcr-chart-demo-1.0.0.tgz $instance-$namespace

Hrp $instance-$namespace AERINNAMCEZTR,

#7EY Helm Chart

1 EHRERITLATES | SREUEHTRY Chart (512,

helm repo update

2. PUTLAT RS |, RIBUYEENRZA Helm Chart,

helm fetch <AIBGEZFR>/<Chart ZFR> --version <Chart jr2~>

PAM B ARSI ter-demo BR7ENEs 42 %S project-a A ter-chart-demo 1.0.0 iRA /94 :

helm fetch tcr-demo-project-a/tcr-chart-demo --version 1.0.0
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HEIEIASL

BIEmS

RIENBIMAESRRERIRSS TCR FhiHER. IRAPIARSLA),

BUIIRSRAS
BRI MLl EREEd , B2 migfEMS BE1ZsLAr9mIBRI R
FE

HERELBIRSEIE , SBFLESLORRM | B RTEMRRSE 2 Bi5sMIFRSEA FRIFFE S 2 A ERE |
TUSEAITTIERRTOMIER.

BAFLE
EREHIaHR
1. BRBRRERSBEH S,
2. BEFAEMSAV=PRISSHIEE | ELfEE AR EHER/BRRLAIEMNNES > HE/RE
TERHRIAE O | TR FESCAIMIBRRERRY COS 1=EE".
==

o TB{FAIRIEHER/IRIASLHIRIERIRT. SEHRFRSHR SR E RSP iER R P EdE R E
KECE , BAAKRE %1%?5};&1’!50

o NN BHREEABTRRERS ARSI EPFEITFERR. Helm Chart FREHIE | 15
AERESLHIMIRRSiRTERE COS Bucket , B4R EZHH,

o INRBFWAELTRERTS | WRFEIRS A ALIFERMBIBRREL COS Bucket , IEAERIEIXIE
IN , IEEMBRSEGIERIE MSFHE f=Hl &% COS Bucket,

3. REIATTRER.

{58 API $HEEIA
1SR LA Deletelnstance #OMHIBRIEA.
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ST
Sl ISR\ nlayalls]

MENEA

SIS ERISHRES MRS | HERBMITAINESRES  LIRSHEERE | FEEISARRENA | 5
FEESMHASSIAED |, URERMEERZS MR CERSEEEERS  MEFNEE  NTRCEREE
EreEE. LAERT  BARESEREE— M EE M MERERN SIEHER SN SRRECRERSS ( Docker
Registry ) , FHmEMIAIEF Docker Push/Pull TMECESHEL. FRREIRS TCR BUAREIIRESHRERR
BhliEFELSMBLAISHEFIEEN BRI REEENESERARIEESN  ME DAmRIFER. BEF , MR
BENEBINTRE

SLHIRSE
EZNSLHIE ( JER—BEEE M b ) [ABaHRERLIEERR.
o REELS  ETEENXHNSTIS BIRLS] , FEESREGAUSIHITEERE,
- BaiES  FERLHIRGHEEERLAE . BacRLSEBFRLS.
« BEWSRL , IER—SKBERZ N EWS FRILHIBRE AHERE.
o Helm Chart RE=RHREwIE , JRXREL—FSENRREH .
o TEIRREFHEE , AT SMASRESER , SSHELSAINSEEREA.

SLAHISH

ABRANLGES MBHAEERIA (FL6 ) FHREITAIREES.
o B—3ff , ZHBERIGIARS , AERR—MRGEE/RARIR , RIFSHREER —.
o FUAAE , EZUEEREG RS |, SUTAEEMSRREEEE | REBBIIERISEME.
o PEHEAA , BUEANAERR B R EE L ARG CET RN AR ER A ELE A,
o BHWER  THREESNLA , ARELAIENESHN | TEXRUIEERENRPRE.

{E =

=1 | KBEEBRRS N FRERISERERSR

—HKARBPWABEZRTAF/BG , BENMNFATRERTSMSESR | AEEIRAY [T B, HR7EER FRIR
BIRBRE A | ZNFATEIRISEERFAENZFEERS. ZEFXATUTEE L7 2ERRERERY
HERZMNISERRELE.
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EF53 DevOps 2

4B, 7% - TCR =41

2R FoSFsiEe s @ FAF01-TR=H (48 4302 - TCR = S @ st - TCR 52650
l CES RET R l ! 4B 7= - TCR 25

4 FWsE01-TCR=H @%n%oz-rm;w

2R FusHEiEe

HFEHEREF , SPFAARS TLAEERE TEEWSSLOIRY , LU T AHRGIHE | TR FAFR , BEM
FENEERF—RESMSLARNEMREGRS | EEoWSA |, IURASAP LRI EEWETA |, Wik
EFMBRINES  ARTHEERA (tag ) SRS HREERNEMERIB IR,

pET=
LB SRR ASRNERDSR | B SEIENEGFHRO T EHEBSTFK.

ERT , EAMRSEASTFHERBENEHE , 55 DNS RS , ISCMEZNSLAFAR— MR |, #mstlEg RS
BCESR—NSHEHHIARMIGE , ELHIEIE EEINRIE.

#R{EISra

Il Ses
o BAIH ML RSER , SERIRIETIRERESLAINMS IR ERRES RAR . SEHISHITIRERESLAIME ISR
hR.

o MNRFERFWSHITRE BN BRI 570 RAIAFIKSIE T X NSRRI ERER.

BeESLAIRIE

BINEFEEIEEN RS EH-EELGIFE.
Hrh | SMPIRSHFEEWRSRL | JEIZRLSMNHTEE.

BeESLAHIEH

Bir g EERBE N B EH-EELEH,
Hep | SLOISHASHFSHBIELFIMIRIED , IBRMESEHERFEERIMEL,

HEf=1ER

1. SRS RY | Ak ?
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dJaiEmiEtE  EERXANREEZEE  FFEIMERE.

2. SLHISHIER |, iZzanEabeE ?

LHEHIEFERASIFEEENRCENEL AE | EOSFSFLASFERE | FRESEHFA" LRI EEEiAEE
5%,

3. WA EIE B R A EWERIZIE N FLHIR ?

LEHIEFSISEEREREES , TBYESFHATHEEEG O ESRBEGHNRSIRE

4. SR SIS SLAIEC AU ?
SRIER SRR SEEWSHSLANBRRLSEE | WEEZ R TS REKMATTE | BESHEPELE.

ft
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B IR
BenmiR kS EIhR

SLAFARSK Al

At A FEEEREA LI ATREUZESLA ?
TR ERFEA LG TAICZE AT e R TR RIS :
o SEAIBFRIZNERKENS - 5077 |, (CHFNEFH. HFH - WAE , BAGELL - FELEER | #ELRL
NEYRFR =T AT BlEEsLpl.
o LHIBFRERREZLGIRNHIIES | FIULAIRRESRRERS T RERERBE—, EHELEIRT , F
RATELPINBIR TS SR FTEALAINESRES | LSRR EAXLAINBIRES.
o BOLHIBRFREMREBIFR , TEATRAFEEAIER.

ERELHKBEAT ?

BRIAEEHRZFEPHT docker login SSFHMNERPEZRE,

BHORHEE -
1. ERIESEBRNIER ? EoEY BsRGRSEHE > LHFIER > BERLHBRENRRTES ML AIER.
2. ipAEIEREER ? BEEIRrhaEIEESEI A LN, FIEBES W SREELAE RSk,
3. LR B EHIBEERINEEREMNS ? FBEBES W WE5aizEiiA,

TRRIEKARR

HEX R AEGESRET 27~ "unauthorized: authentication required” f0{aJ4b 18 ?

{#5F3 Docker ZEFIRHEERBURIGR , FEEFimEBER Registry SIPINEIHER. BRISELUTSRHFITLE
I
1. BERIACERERANAIEIEHESEZS _ EITE docker login @< , H Docker ZFimEFM#ZLAIRY
BRIEIHER. FEESN XGRS,
2. HHEUHNEE EEHAT docker login &5 , AEERMTD , NIBEHIA DXERNERANIGINEBESNEEN
HAA.
NRERWRSLFIRIEIRLR S | B RBRILHAE SR E24/ N B |, BEAFEERTERK.

AT LAMBR R RROE —hR S ?

MEFMRRRERUIEERE. BFEIENRE  BMRREINRE—IRE , EttEBHERRNE (B SHA256 —2) RYHREMR
KSR | IFERERE.
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N EE PSR

AMABRHI A FIGEIE R R E A/ AR O 7
BRBERSTHELNIEE CAM AFKSEERRHITR , FHEESN SRS %70 .

LRI HIER BT

fATFIB{E AR RAMNIER M ?
VPC BUAERAN , 3F VPC BUAMERAKM, FIFESN iEHIraESE@mIARiLE COS ?

ELEHIEXERR
OIS RISBISHEH ARSI ?

INEFNE
o SLAOIRETHREMERTMNSLR , BN SEhlZ EREEIRZAT.
o SLOISHITREERT— LR | SLHWENFESLHY , AJTER thithis 812 7SLh).

BERAE
» LAIRPRIEIERIZFRY | RIFRFEEXEZERZMN.
o IPISHRIBIEREEEST , WS SERERNNAREGRH TR —EE.

JRESLHAE

SLHISHIET COS NEHIRELSEENSIIM | SHFREEETIHRIAES | BESTLHIRL.
SLHISHINRESHFRRR , BASIFEESH.

H{th/a)

M AERE TR EMNEERBTRIRERNA—E?
ENRGECEREEFMEERSR. ISR RE.
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NS

A =R

FRFXEERIREGCRER Helm Chart BTHERIRGSRIERT |, BURRIISERE. Hl0  MNaiEEERFHEE "%
ARG CENERNSE.

IRFEIE

EBRREGRST  ERTERXLONBRERERES. HHRAFPR5ZFERFRI UIN 88 |, ZBAEREEIA
24\ RBEXYIGRT .

il lalh

BN ERRGIRSINISESEERNEEE , BFAER Docker EFIRIEEIZNIENHS , HITEREM, HER
HEERGSERE.

RECE

BIRCE (Repository ) FBF&FHL Docker 1%, BNMEECEAXIMEBENERR Docker KA , FHEEZN A
EhRAS , BN CERARERANESRRES (dockerimage ) , FHTFEBEERMRSS.
GEE=RSE]

o EARERRGRST  RTEILHRNBERER , SLF DockerHub Y Organization & Harbor FE
Project , AT REARIE. BE\FELRNRECE. waTENTLAIRCEZE , HipRfkilEtE
BERE T WHRECENLAT. FAEEMY. HP , FEECER Helm Chart BER] 2 RmE=E,
BHREGRS
BESEMAIRS ( Container Registry , TCR ) RaFEEIRENS S RERIWITEIRS . 385 Docker 5.
Helm Chart ZF#ESD R , AEWREFRE T AT EREINREIRMIMEIREESD . FEGAss o
WEEWREFFERASS CI/CD TERNEXR. BEEARSREGRS  ErBREEEAEHPRGITER
% M= LEERESMNREITE. 2&RIRS |, FUS5E8RS TKE S5 | X588 L=mluaik
LR
SKY]|

o ERRBREH , BEXI— N EHS IS/ — L0 |, XERSEHZERNTFETIR LA,

o EARSRRGRST IO HBFEEER WM ZRRRBEITERS | LTHNEEIRS RIZOEEEF
ESEMAFRILBIESZ, 7E Docker JFERLEH |, SLHIETERTFIRIZAY Docker Registry fRSS |, tBeJLATERE
FEBPESHWSLHERE TFABM Docker Registry fRSS.
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APISZHY
R REIRSS (ter)
BN (2019-09-24)
APL {53

APIRRZR

V3

Helm Charttgx#ZE0

EOZR
DescribeChartDownloadInfo

DownloadHelmChart

GRS I EP SEm

EORR
CreateImmutableTagRules
CreateNamespace
CreateSignaturePolicy
DeleteImmutableTagRules
DeleteNamespace
DeleteSignaturePolicy
DescribeImmutableTagRules
DescribelnstanceAllNamespaces

DescribeNamespaces

HRIFTE : TCloudFinanceZone 2026/7/11 07:33:09

EOINRE
HfFChart@ THEE

TZHelm Chart

EZMOIhEE
BIEREAT AN
BlEar R =]
Bl E SRR
TBRSREA T A
TR &=

TR R =SR] A SR
HIHREA TN
EiRTa LR

EERETEER

BEBIRES (TCR)
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EORFR
ModifyImmutableTagRules

ModifyNamespace

sSLAIRISERERO

EORR

CreateReplicationlnstance
DeleteReplicationlnstance
DescribeReplicationInstanceCreateTasks
DescribeReplicationInstanceSyncStatus
DescribeReplicationInstances

ManageReplication

SChIEEEREO

EOSZWR

CheckInstance
CheckInstanceName
CreatelmageAccelerationService
Createlnstance
CreatelnstanceCustomizedDomain
CreatelnstanceToken
DeleteImageAccelerateService
Deletelnstance
DeletelnstanceCustomizedDomain

DeletelnstanceToken

WAL : TCloudFinanceZone

BEBIRES (TCR)

EOTeE

BRI

EHaETEER
EOIhee
BIEEMLHI
AR ST

ERESEMNSTHHES RS
EANLHIESIRE
EIANLHIFIE
BELAIELS

EZOIheE

RBESLHNSE
RERFEEILAIZMRESTEITE
BRI INERSS

Bl

BIEEENIEE

BIEZESLAIHIRFEIE

SR INIEARSS
ARIRRSCA
RRE E X8

TR EHRAIA)FIE
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EORR
DescribelImageAccelerateService
DescribelnstanceCustomizedDomain
DescribelnstanceStatus
DescribelnstanceToken
Describelnstances

ModifyInstance
ModifylnstanceToken

Renewlnstance

WA REERR

EORR
CreateTagRetentionExecution
CreateTagRetentionRule
DeleteTagRetentionRule
DescribeTagRetentionExecution
DescribeTagRetentionExecutionTask
DescribeTagRetentionRules

ModifyTagRetentionRule

BEXKSHEXZD

EORFR
CreateServiceAccount
DeleteServiceAccount

DescribeServiceAccounts

WAL : TCloudFinanceZone
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BEBIRES (TCR)

EOT8E
EREINERS RS
BB E MR IE
ESLHPRES
ERKEDREILHER
ELHIER
BEHSLONSE
EHSLANERRIREIE

2255

EOI8E
FEHITHRARE
BIEERR AR RN
PRBRhR A CREE RN
EIRARBHITICR
ERARERITES
B RERN
EHTRARERIN

EOIheE
BIEARSRKS
MERARSS RS

ERSRKS
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& BRTTCE

EORR

ModifyServiceAccount

LY SEEGEP S

EORR
CreateWebhookTrigger
DeleteWebhookTrigger
DescribeWebhookTrigger
DescribeWebhookTriggerLog

ModifyWebhookTrigger

gl iE P S

EORR
CreatelnternalEndpointDns
CreateMultipleSecurityPolicy
CreateSecurityPolicy
DeletelnternalEndpointDns
DeleteMultipleSecurityPolicy
DeleteSecurityPolicy
DescribeExternalEndpointStatus
DescribelnternalEndpointDnsStatus
DescribelnternalEndpoints
DescribeSecurityPolicies
ManageExternalEndpoint

ManagelnternalEndpoint

2026/7/11 07:33:09

BEBIRES (TCR)

EOThAE

EHIRS RS

EOT8E

Bl fRA RS
MIRR kA =5
it es
SREN A =R HS
B RS

EOIheE

BIEEFAE IR AT

ellfe NN =EA= P v
BIEESEAI A MR 542 SRR
RRFATS I3 AT
FRBRSEAI N R 22 42 BA SRS
FRBRSEAI 22 M1 542 BR SRR
EILBIARIERINRE
EIFAE RS
BEILFIRRIIEVPCEHEE
ELAIAMIHIE e 2 SRR
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EESLHI R RERVPChEE
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EORR

ModifySecurityPolicy

RERCERXEN

EORR
CreateRepository
CreateSignature
Deletelmage
DeleteRepository
DeleteRepositoryTags
DescribeGClobs
DescribelImageManifests
Describelmages
DescribeRepositories
DuplicateImage

ModifyRepository

WAL : TCloudFinanceZone

EOThaE

BEHISLHIARILEEZR

#EOThaE

BIERGCRE
BIERGES

TR EE R

il St Sed
#itEMikRRepository Tag
GC s
HiAAEHEEManifestiZ8
ERASHRREERER
BERRECERER
SHIE VIR CESRERA
FHRECERER
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AR
EOSRV]

TCloudFinanceZone API X8 MAIRIEKHITEMILE , B MEREFTEELAHIERSHHEESES]
( Signature ) LABGIEERE S,

BEEEHTLETER , TLEIFEIE Secretld 1 SecretKey ; EFRFPIRSERLEL , iERIE=APIZAREH
B, BUFEEER=APE.

Tilf

B

N pa - \
1. HisREFEIE
EEIXERATAPIZE , iBRIESAPIZHRE A BRLEEIE.
L& EIFEIE Secretld # SecretKey :
« Secretld FBF1RR APl ABES®D
o SecretKey FAFINZEE FRIBEFIRS SRS Z FRABNEA.
s AFPVFERERSEIE | BRtEE,
RIS ZIENEARLTRNT :

1. &R]TCloudFinanceZone&IEF MEHI 4.
2. BIE=APIZEREHI & TRE
3. E=APIZHINE , /& [F2] BPAJLABIE—XISecretld/SecretKey

IR FREKSRSILURERXY Secretld / SecretKey,

2. £ R
BT Ze i Secretld #1 SecretKeyfg , M ERERERT .. U TREMSZBIVFMIE :

RIS FAFRY Secretld # SecretKey SRIE :

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERERA , 1ERIERFLFREAIERY Secretld #1 SecretKey HH{TREURE |

LZ=IRSGSeeEESLHIFIZR(Describelnstances)igsk 9l , HRAPERX—ZORN , HiEk&3A880T:

SEBR 233% (I
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SR 257 SHE

Action Ve = Describelnstances

Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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2 BRETCE SRS (TR

REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

BRGESES (TCR)

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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BRGESES (TCR)

2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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2 AT TCE

IR[Bl55

IFfRREIEEER

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

TEIRIREIZER

HERKRW , EREHETAIINTS :

"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”

17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.

Resourcelnsufficient RIEAE,
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

SHEWR ESis ik A
Acti , = BrrEOEMR. BESEROXETMASHATLSH Action AR, HINZ=IRSSER
ction String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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SHER
Timestamp
Nonce

Secretld
Signature
Version
SignatureMethod

Token

stis IR

ok
2

Integer

Integer

String

String

String

String

String

WAk

2l

il

il

D

i

i

iy

BRGESES (TCR)

Tk

2450 UNIX BHEE , BlicSA#C APLiEkAYRdE), 1901529223702 , iR 5LEIRTEHE
ETX , S5 ESFTHER.

BEHLIEEEEY , 5 Timestamp EXG#Ek , BTFRHLEERINE.

HFE=APIEH ERIBAITRRSADRY Secretld , —4™ Secretld X$RME—RY SecretKey , T
SecretKey & FRARIEXKEHE Signature,

BRESR , FRBRIERERNGEN | FERFRIELMRBASETEEH. Bkt
BI5ESIEROLER0H,

BFRY APLEORRA., BUESEROXEPASATSE Version BREE, HIAN=ARSSEEAY
iR 2017-03-12,

w275, BaisgiEs HmacSHA256 #1 HmacSHAL, REIEEILEE09 HmacSHA256
B , 8 HmacSHA256 EiXIIFER , EbiERN9#EA HmacSHAL IRIESE.

IBRHIEBETARRY Token | FEESIGIIZR—REMER. IRRIEHE Token FEEHEE
EIRSERZORE. KHZHPAFE Token .

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,

WAL : TCloudFinanceZone
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Helm Chartf8x3Z0
=ZfChartE& TEER

L. FZOfER

EOEKER : terapi3.finance.cloud.tencent.com,
RAFERWARFIREICharthiI FEHER
BONZEOIBIERERIRE © 200R/%D.

RO E#ATE) : 2023-11-28 15:19:05,

EOBINER NEN.

2. WANSEY

UNBRSEGIRGVH T ZOBRSENRO AHSEH , mBAHSHGIRD A TSRS,

SHBFR gk AIEFENULL 28 U
. . NHSEH , AEOBE :
A t = =~ £2N
ction = = String DescribeChartDownloadInfo
Version 2 & String NHESE, AEOBE : 2019-09-24
Region = B String  AHESH, WEEEAEOAZTEEBLLSEL
Registryld = = String E‘EWID
A :
. mA=Ta
NamespaceName = = Strin T
P = | 9 e -
. Chart&HIZFR
ChartName = = St _
= | " "
ChartVersion = ra String (ihart@,El’xJH)iZlS
~AHE :

3. IHBE
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SHER

PreSignedDownloadURL

Requestld

4. SEIRAY

BRGESES (TCR)

Hk

BF FEHurliIFnss & ittt
~HE :

E—iEK D, SIRIERESIREl. EAARATHEERHZRIER
Requestld,

LIMMXAIHE T O S ZAEERRNEIRED | EfiERDIF N A THE RS,

HEiRAI

InternalError
InvalidParameter
UnsupportedOperation

ResourceNotFound

WAL : TCloudFinanceZone

R
REREIR.
SEGEIR.
BAFAST,
BRI,
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T#Helm Chart

L. O

ZEOiEKE2 : tcrapil.finance.cloud.tencent.com,

BFETCRFTEHhelm chart

BOMZCIERIERIRS] © 200%/7D,

EOEHASE : 2023-

EARBER LN,

2. INSE

UNBRSEGIFRGE T2 OERSERIES

SHEWR
Action
Version

Region

Registryld
NamespaceName
ChartName

ChartVersion

3. I SE

SHER

TmpToken

WAL : TCloudFinanceZone

11-28 15:34:08,

A1 FeIFNULL

= =
= =)
=
= ray
=
= =
=
P i
=
= =
=
P ray
= =
= =)
e e
E-3it iR

String  lmAYtoken

\
PaVN!

W

String

String

String
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BRGESES (TCR)

S8, TRBAHBHGIRN A TSRS,

RESE, AEOBYE : 2019-09-24

>
\

RNESY  WEERRNZROFFEEGELLSH.

SLAIID
HNE :

AR AIRTR
THNE

Helm chart&#R
~EHE :

Helm charthz 2
~HE :
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SHER

TmpSecretld
TmpSecretKey
Bucket

Region

Path
StartTime

ExpiredTime

Requestld

4. SEIRMY

LUMRFIH 7O S5 EEAXANEIRS . EfttERBiFER

%Elﬁ%ﬁg
InternalError

InvalidParameter

String

String

String

String

String

Int64

Int64

String

UnsupportedOperation

ResourceNotFound

WAL : TCloudFinanceZone

fik
~HE :

IEATAYsecretld
NE :

Bt AYsecretKey
~E :

FEEER
~E :

SEAIID
THUE :

chartis&

~EHE :

FHaRIIBIAT AR,
THUE :

tokenid BAAEIRT 1E)&
~HE :

E—iEK ID , SIRIERESIRE]. AR FER AL

5t

HiA
REREIR.
SEGEIR.
BRI,
BRI,
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1ZRiEKEY Requestld,
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REEIERED
EliE i Emaps

<7 A

1. Ok

EOiEkE2 : terapil.finance.cloud.tencent.com,
IR B RA T AN

FRAEZ BRI IRS : 200R/FD,

O SEFATE : 2023-09-05 10:07:01,

EORIGER NEN,

A s
2. BINSEY
TR ESBIFTHI T EOMREHARA ASEH | REARBHPIEN A4,

SHAFR Pk IEFENULL R HEA

RNESE, AEOBE :

Action = B Stri
= = g CreateImmutableTagRules
Version = e String ~HESE, AEOBYE : 2019-09-24
T AR
Region = = String L\:Véﬂl , W ERAEORNTEERILL
2;&0
: : scf5) 1d
Registryld = = Strin _
I = " J I
: CEE=RS ]
NamespaceName = & Strin il
P = |7 J IE
Al
Rule = e ImmutableTagRule A

HE : EE

3. IS

o C KA

i
15
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SHER St ik

Requestld String ME—igK ID , ®RiEkEPSIRE]l, EfRAFEERAIZRIEKE Requestld,

4. SEIRAS

PAIMXGIE T O SSZEERREIRN | BEERASF N A THERS,

HiRt fER
InternalError.Unknown FRAEEHR,
InternalError EBEIR,
InvalidParameter SRR,
InvalidParameter.ErrorTcrinvalidParameter ToHAITCRIFK,
ResourceNotFound RIFEFE,
InternalError.ErrorTcrResourceConflict TersCRIEIRIEE,
AuthFailure CAMEZ/ERGER.

FailedOperation ERERIL,

KRARFFE : TCloudFinanceZone 2026/7/11 07:33:09 % 105 # 298 T



BT TCE SRS (TR)

el EgasE]

Eod m Br=n
1. Ok

ZEOiEKE2 : tcrapil.finance.cloud.tencent.com,
BFEeIRFEERE = E

FOAZOEKRITERRS : 200R/F0,

BEOEEHRE : 2023-09-05 10:07:01.

}§ D 7 \H_L g Té*y

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR Wik FIEFENULL 368U )%
IN\HsE = :

ACtion zEE E.: Strlng L\/\/é& I} ZK;RDH'R{E
CreateNamespace

Version =2 & String &8, AZEOBYE : 2019-09-24

. - . NHSBEH , HRERAROFTELSE

Region = B String B

Registryld B = String EEWD
~HNE
WRTENER (KE2-30M=F/F , R
BEANEFE., HFERDRERT

NamespaceName £ & String (.ot BARBELAD IR,
FEREEESR )
~HNE
EK/\ \.

IsPublic g 5 Bool RELH , rueyRFT , falesths
A :

e . P TIRESHRIA
TagSpecification =5 5 TagSpecification _
9°p = | B gopecticat T EE
IsAutoScan ey = Bool B iR |, truesBsh |, falseAF

5]
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SEER W% REFNULL 8 HA

A

ZEBEMRE |, truenBnf , falsesF
IsPreventVUL & &5 Bool ]

A

FEkTREESR , BRSF ow,
Severity &= & String medium, high

A

i I
CVEWhitelistItems = B Array of miRE SRR

CVEWhitelistitem ~HE : &

3. iS5

SHBR St fiid

Requestld String ME—igK ID , 8RiEkEPSIRE]., EfRAFEERMIZRIEKE Requestld,

4. EiRtS

PAIMMXGIE T 2O SSZEERRNEIRN | BEERASFE N A THERS,

$EIRES A
MissingParameter RAOSEEEIR.
InternalError N ERFEIR.
InvalidParameter SRR,
InternalError.DbError HHREEIR,
UnsupportedOperation BMEASTHE,
InternalError.ErrorTcrinternal TersCA5 P9 EREER,
InternalError.ErrorTcrUnauthorized IRB T2 R,
InvalidParameter.ErrorTcrlnvalidParameter ToAITCRIBK,

ResourceNotFound RIBEMFE.
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FEIRD
InternalError.ErrorTcrResourceConflict
InternalError.ErrorTcrlnvalidMediaType
OperationDenied

FailedOperation
FailedOperation.DependenceError
FailedOperation.OperationCancel
FailedOperation.ErrorTcrUnauthorized
FailedOperation.ErrorTcrResourceConflict

FailedOperation.ErrorTcrinvalidMediaType

WAL : TCloudFinanceZone
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BRGESES (TCR)

ik

TerSLRIERIRIMER,
TersLffliEskFTaaHIHeardersE8,
BRFRIEE,

= S/

RERIRSS F =,

EAEEUH.

IRB TR FRUR,
TerSLRIBRIRIMER,

TersEfliE kT HeardersE8Y,

% 1083t 298 @



2 AT TCE

TRt

ﬁJI'T

BIEE 2

L. O

ZEOiEKE2 : tcrapil.finance.cloud.tencent.com,

BIERGERR
BOANZEOIBRERERIRE © 200/,
O SEFATE : 2023-09-05 10:07:01,

}§ D 7 \H_L g Té*y

2. WNSEY

BRGESES (TCR)

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHAR ik ARVFNULL
Action 2 5
Version =2 &
Region = &
Registryld 2 &
Name 2 &=
NamespaceName 2 iy
Kmsld 2 &
KmsRegion = B
Domain o =

WAL : TCloudFinanceZone

e
String
String

String

String

String

String

String

String

String

Bt

A
It

H24% , AMEOBYE : CreateSignaturePolicy

0>

HEE, NEOBYE : 2019-09-24

>

RNESY , WEERNZOFFEEGELLSH.

scf5) Id
THNE :

RIEETR
~HE :

AR EER
HE :

KMS %558
A :

KMS Z5BFRrEittiE;
~HHE :

FRRBEEXEE , AZRIER TCR SERRGAERZ 4R
82
THNE
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BRGESES (TCR)

SHER Wik AENULL KR A
Py Kﬂr ‘“ o

Disabled & & Bool Tﬁﬁﬂﬂ\_&ﬁfﬂﬁ . BROAJS false
g -

-\ sz
3. HSE
SEBR KA R
Requestld  String ~ Me—i&EKID , SRIEREPLIRE. EAIDEHBEIRMUZRER Requestld,

4. FERG

LU T # OS2 EEXAEIR
TR

UnsupportedOperation

InternalError.ErrorTcrUnauthorized

InvalidParameter.ErrorTcrinvalidParameter

WAL : TCloudFinanceZone

19, BfbEERADIFE I A TR,

A
BREARSS.
B TCHRERR.

FTIITCRIEK,
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2 AT TCE

MHIPRIRIEA AT ZE L

<7 4R

1. E A

ZEOiEKE2 : tcrapil.finance.cloud.tencent.com,
HBRIR A T TR

EOAEZOERIRERRS : 200K/70,

BEOEFAE : 2023-11-28 15:13:05,

EARBER LN,

2. INSE

LITNERSEGIRNGIH TEROBRSEMED AHSE , mBLHLSE

SEBR Wi FRUFFNULL k3

Action =2 &5 String
Version = & String
Region = = String
Registryld B2 & String
NamespaceName 2 B String
Ruleld P B Int64

3. IS

SHER St )

Requestld String Me—1E3k ID , Rk EPIREl., BRI HERZXIEREY Requestld,

/\

AN
7

RESY  WEHERRROFTEEGBLLSH.

S5 Id

U :
[E=gea ]
~HHE :

A 1d
e

WAL : TCloudFinanceZone 2026/7/11 07:33:09

NHSE, ANEZEOBYE : 2019-09-24

BRGESES (TCR)

NS, AEOEYE : DeletelmmutableTagRules
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4. $EIRAS

ARG T 5Ol S5 @8 KR E IR
IR
InternalError.Unknown
InternalError
InvalidParameter
ResourceNotFound
AuthFailure

FailedOperation

WAL : TCloudFinanceZone

, EERAGF R 1S

2026/7/11 07:33:09

1=f5,

R

REFEIR,

EBEIR.

SHER,
BIFRAFE,
CAME R /ERUEIR.

S SIS

BRGESES (TCR)
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fIfRAR 22 =S[E]

=z -
1. E=OfFR

ZEOiEKE2 : tcrapil.finance.cloud.tencent.com,
fpRaRE=SE]

EOAEZOERIRERRS : 200K/70,

BOEFAE : 2023-11-28 15:13:49,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER Wik FIFNULL Ry U
Action = & String S, AEOBYE : DeleteNamespace
Version b ® String NHSE, AEOBYE : 2019-09-24
Region P B String NHSEY , HRERAROFNFTELBELSE,
. : LD

Registryld = B Strin _

ISty = | H I e

. R TEIRFR
NamespaceName = 5 Strin T
P = | B I E -

3. IS

o C KA fEir

Requestld String H—iEXK ID , ®RiEkEPSIRE]l, EMRAEERAIZRIEKE Requestld,

4. TEIRAY
LRSI T BN S BRI | ERATI I/ 1200,
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IR

MissingParameter

InternalError

InvalidParameter

InternalError.DbError
UnsupportedOperation
InternalError.ErrorTcrinternal
InternalError.ErrorTcrUnauthorized
ResourceNotFound.TcrResourceNotFound
ResourceNotFound
InternalError.ErrorTcrResourceConflict
InternalError.ErrorTcrlnvalidMediaType
OperationDenied

FailedOperation
FailedOperation.GetDBDataError
FailedOperation.ErrorGetDBDataError
FailedOperation.ErrorTcrUnauthorized
FailedOperation.ErrorTcrResourceConflict

FailedOperation.PreconditionFailed

WAL : TCloudFinanceZone
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BRGESES (TCR)

Bt

SR

S

DEEGEIR.
REBTEIR.

SHGEIR.

HUERRER,
BAFARSZ:.
TersEfFIREREIR,

B TR FER,

Ter SEfIFRRYRITRARE!.
BRFE.

TersE IR,

TersCfEsk IoxaIHearder358Y,

BREIIELE,
BRAERL.
IRBEE R ARRIR.

IREEUR SRR,
B TCHRERR.
TersSEfIERITEE,

FRFNAHE.
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i

/d I'T

iR en 2 = BIINESS

L. O

ZEOiEKE2 : tcrapil.finance.cloud.tencent.com,
TR an = B INEESRER

BOMZCIERIERIRS] © 200%/7D,
O SEFATE : 2023-09-05 10:07:01,

}§ D 7 \H_L g Té*y

2. INSE

UUTERSEFIRNG I T EOBERSHE S A
SHER ik ARFFNULL
Action = =
Version = =
Region = ey
Registryld = g
NamespaceName = B

A Y 4
3. FiHE#
SHER i TR
Requestld String HW—EXID, ®XiE

4. SE1RAY

H245,

Sl
String
String

String

String

String

REPRIR

LUMRFIH 7O SSZEAXA%ERD , EtERiFER

WAL : TCloudFinanceZone
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BRGESES (TCR)

NS, AEOBYE : DeleteSignaturePolicy
AHSE, AZEOBYE : 2019-09-24
AHBH , WEHEENMEORTEERILL S,

SCAIID
~HHE :

RATEIETR
~HE :

B, EfeRAEERZXIEKRE Requestld,

HERD,
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IR

MissingParameter

InternalError

InvalidParameter
UnsupportedOperation
InternalError.ErrorTcrinternal
InternalError.ErrorTcrUnauthorized
ResourceNotFound.TcrResourceNotFound
ResourceNotFound
InternalError.ErrorTcrResourceConflict
InternalError.ErrorTcrinvalidMediaType
OperationDenied

FailedOperation
FailedOperation.GetDBDataError
FailedOperation.ErrorGetDBDataError
FailedOperation.ErrorTcrUnauthorized

FailedOperation.ErrorTcrResourceConflict

WAL : TCloudFinanceZone

2026/7/11 07:33:09

BRGESES (TCR)

ERTEIR,

SRR,

BRI,
TersSLAIREREIR,

IRB TR ERER,

Ter LR RYERIRARE!.
BRAFE.
TerSERIERIRIMER,
TersLER TR AIHearder58Y,
BRAEIELE,
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\

\N
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AHBE, AEORE : 2019-09-24

BRGESES (TCR)

RNESY  WEHERRNROFFEEGELLSH.

SEHIIDFIZR (=R
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Requestld String

4. SEIRAY

ARG T 2O S EERREIRID | BERAFE N A TR,

FEIRG
MissingParameter
InternalError
InvalidParameter

InternalError.DbError

UnsupportedOperation

UnauthorizedOperation

UnknownParameter

OperationDenied

T
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THNE

EHNSEFIE
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FailedOperation
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LINBERSEGIFRNGIH T EROBERSERE D 22

SHEWR
Action
Version

Region
Registryld

RegistryType

DeletionProtection

3. S

SHER KRB

WAL : TCloudFinanceZone
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String
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String
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SCEIMBRERIF | false/aXiF)
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4. SEIRAS

LAIMXGIE T OSSP RREIRE , B ERAFE N AT

HiRt
InternalError.ErrNotExist
MissingParameter
InternalError
InvalidParameter
InternalError.DbError
InternalError.ErrorConflict
UnsupportedOperation
UnauthorizedOperation
UnknownParameter

OperationDenied

WAL : TCloudFinanceZone
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REREIR.
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EOARGER NEN,
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SHEWR DSvi
Action =
Version 2
Region =2
Tokenld 2
Enable =5
Registryld =
Desc &5

ModifyFlag B
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WAL : TCloudFinanceZone

FIFNULL
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[=]
T
[

P
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Iy
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LITNERSEGIFRNGIH T EOBRSEMBH 2 HS
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String
String

String

String

Bool

String

String
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o
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>
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A
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ARG T 2O S EERREIRD | B ERADFE N A TR,

IR
InternalError.Unknown
InternalError
InvalidParameter
InternalError.DbError
UnsupportedOperation
UnauthorizedOperation

UnknownParameter

WAL : TCloudFinanceZone
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HERREIR.
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LITNERSEGIFRNGIH T EOBRSEMBH 2 HS
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Action = &g
Version 2 =
Region 2 &
Registryld = &
RegistryChargePrepaid 2 ey
Flag 2 5

3. S

WAL : TCloudFinanceZone
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String
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Requestld String HE—iEXK ID , ®RIEKREIRE, EACRIFEREIZRIEK Requestld,

4. SEIRRY

UMRFIH 7O S5 ZEAXANEIRS . EftERBiFER

$HIRAG

InternalError.ErrNotExist
InternalError.ErrConflict
MissingParameter

InternalError

InvalidParameter
InternalError.DbError
InternalError.ErrorConflict
UnsupportedOperation
UnauthorizedOperation
UnknownParameter
InternalError.ErrorOverLimit
InvalidParameter.UnsupportedRegion
InvalidParameter.ErrorRegistryName
InvalidParameter.ErrorTagOverLimit

InvalidParameter.ErrorNameExists

WAL : TCloudFinanceZone

NIRRT,
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BRAFE,
BiRHR,
RDSEGEIR,
WEBTEIR,
SEGER.
HUERRER.
BREHFE.
BRI,
HRIZRURLE.
RINSEGEIR,
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LUTEKRSEHFIRNGIE TOBRSHNHs 2HS
SR Wk SFFNULL 38
Action B - String
Version 2 =5 String
Region = ) String
Registryld 2 B String
RetentionId 2 Fi Int64
DryRun =B =B Bool

g X

3. S
SHBFR i) A
Requestld String

WAL : TCloudFinanceZone

Ny
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ARAREERINIID
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E—IEK ID , ®REREEIRE. EAIEEFEREHIZXIBEKAY Requestld,

% 178703t 298 @



2 AT TCE
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PATMNBI T #2058 AR AV RS
FEIRD
InternalError.ErrNotExist
InternalError.ErrConflict
MissingParameter
InternalError
InvalidParameter
InternalError.DbError
InternalError.ErrorConflict
UnsupportedOperation
UnauthorizedOperation
UnknownParameter
ResourceNotFound

InternalError.ErrorOverLimit
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RASEGHIR.
RIEAFE.
BIREISECHR,

#1793t 298]



2 AT TCE

BlIZhRAREE RN

<z A

1. ZOA

ZEOiEKE2 : tcrapil.finance.cloud.tencent.com,
Bl RRAREE AL
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SHAR ik FRFFNULL 258

Action = & String

Version = & String

Region B & String
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RetentionRule 2 B RetentionRule
CronSetting = & String
Disabled & & Bool
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Hk
+t

RNESE, AEOBE !
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REERER
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PATEHR , HRIREEIR
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3. IHSE
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InternalError.ErrorOverLimit
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LAY 7O SSiZIEEXAVEIRD , BEfttEnREFEN A E IR0,
FHIRAG A
InternalError.ErrNotExist B FE.
InternalError.ErrConflict Binsse,
MissingParameter RDSEEER,
InternalError EBFEIR.
InvalidParameter SRR,
InternalError.DbError HIEREFER,
InternalError.ErrorConflict RREFE.
UnsupportedOperation BMEAR.
UnauthorizedOperation RISTURME.
UnknownParameter RASEGEIR.
InternalError.ErrorTcrUnauthorized IRB TR,
InvalidParameter.ErrorTcrInvalidParameter TBITCRIGK,
ResourceNotFound RIFFE,
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UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,
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Action = & String NS, AEOEYE : DeleteTagRetentionRule
Version =2 & String &8, ANZEOBYE : 2019-09-24
Region b~ B String AHBE , WHEERNEOLRTE GBS,
. . F3LfiD
Registryld = a Strin _
gty = = 9 e -
E r]l-“ N
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~HE :
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4. TEIRAY
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InternalError.ErrNotExist ERAFE.
InternalError.ErrConflict BfmHse,
MissingParameter ROSEEEIR.
InternalError NEBFEIR.
InvalidParameter SRR,
InternalError.DbError HAREEIR.
InternalError.ErrorConflict BREFE.
UnsupportedOperation EMEARSTH,
UnauthorizedOperation RIZTURME.
UnknownParameter RANSEGEIR.
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ResourceNotFound RIFFE,

InternalError.ErrorOverLimit BIFBITECER,
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EOSEFRAYE : 2023-09-05 10:07:01,

EARBER LN,

2. INSE

LUTBERSEFIRGE TEROBKSHIE D aHESE , TRBAHSHFIRI TS
SEER Wik EENULL 28R U
Action = - String
Version =2 & String &8, ANZEOBYE : 2019-09-24
Region = B String  AHSH, tREENEOFATEEBILSH,
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Registryld = a Strin _
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. FnId
Retentionld = = Int64 _
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- > APageSize
Limit = = ntea 2=
= 2 A
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RetentionExecutionList  Array of IRAEREBHITIERFIER
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4. TEIRAY
IUTRRBI T LSS B ARG

e
InternalError.ErrNotExist
InternalError.ErrConflict
MissingParameter
InternalError
InvalidParameter
InternalError.DbError
InternalError.ErrorConflict
UnsupportedOperation
UnauthorizedOperation
UnknownParameter
InvalidParameter.ErrorTcrinvalidParameter
ResourceNotFound

InternalError.ErrorOverLimit
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\
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A
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BROSEEEIR.
IEBEEIR,
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RIFREFE.
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RIFAFE.
R ECER,
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Action = =
Version 2 &
Region = &
Registryld = =
Retentionld & =
Executionld 2 iy
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String
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Int64
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BRGESES (TCR)
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E—EKX ID , ®IREKESIRME., EREEHERMZXE
kB9 Requestld,

4. SEIRAY

UM 7O SSZEAXANEIRD , EfttERaFER 24t
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InternalError.ErrNotExist
InternalError.ErrConflict
MissingParameter
InternalError
InvalidParameter
InternalError.DbError
InternalError.ErrorConflict
UnsupportedOperation
UnauthorizedOperation
UnknownParameter
ResourceNotFound

InternalError.ErrorOverLimit
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UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR Wik FCIFNULL 258 )%
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Version 2 & String &8, ANZOBYE : 2019-09-24
Region 2 & String AHSE, ERERREOASTEEBILSE,
. . F31iD
Registryld = & Strin —
ISty = B 9 wuE -
. R TERIRFR
NamespaceName N a5 Strin T
P = | B I e
. > APageSize
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Offset & B Int64 7_3*
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RetentionPolicy
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BRGESES (TCR)

S
e . =5
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E—EK ID , IRIEKEPRIRE, EZRRATRERAZIX
153KAY Requestld,

ARG T 2O S5 EERREIRD | BERAFE N A TR,

e
InternalError.ErrNotExist
InternalError.ErrConflict
MissingParameter
InternalError
InvalidParameter
InternalError.DbError
InternalError.ErrorConflict
UnsupportedOperation
UnauthorizedOperation
UnknownParameter
InternalError.ErrorTcrinternal
InternalError.ErrorTcrUnauthorized
ResourceNotFound
InternalError.ErrorOverLimit

FailedOperation.EmptyCoreBody

WAL : TCloudFinanceZone
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BRI,
BRDSEGEIR,
REBTEIR.
SHGEIR.

IR IR,
RREFE.
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RANSEGEIR,
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BRAFE.
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2. INSE

LINERSEGIFRNGIH TEROBRSEMED AHSE , &

SR ik FREFNULL
Action = ray
Version 2 &
Region 2 &
Registryld =2 &
Namespaceld = B
RetentionRule 2 &=
CronSetting = ra
Disabled ey ray
Retentionld 2 =

WAL : TCloudFinanceZone

S

String

String

String

String

Int64

RetentionRule

String

Bool

Int64
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ModifyTagRetentionRule
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{REB SR
e . =5

PATREER , WRIESAERIRE
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InternalError.ErrorOverLimit
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LAY 7O SSiZIEEXAVEIRD , BEfttEnREFEN A E IR0,
FHIRAG A
InternalError.ErrNotExist B FE.
InternalError.ErrConflict BinssE,
MissingParameter RDSEEER,
InternalError NEBFEIR.
InvalidParameter SRR,
InternalError.DbError HIEREFER,
InternalError.ErrorConflict RRCFE.
UnsupportedOperation BMEAR.
UnauthorizedOperation RISHURME.
UnknownParameter RASEGEIR.
InvalidParameter.ErrorTcrinvalidParameter FToHITCRIZK,
ResourceNotFound RIFEFE,

J\I}?ﬁ_ @Eﬁ)w

% 19173t 298 1@



BT TCE SRS (TR)

BEMKSHEXEO
BIZIRSHIKS

< R
1. Ok

EOiEkE2 : terapil.finance.cloud.tencent.com,
BUERARSS R

FRAEZ BRI IRS : 200R/FD,

BEOSEFATE : 2023-09-11 02:44:07,
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UnsupportedOperation
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OperationDenied
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WAL : TCloudFinanceZone
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	  访问配置
	   访问凭证配置
	    • 用户级账号管理
	    • 服务级账号管理

	   访问网络控制
	    • 访问网络控制概述
	    • 配置公网访问控制
	    • 配置内网访问控制

	   访问权限控制
	    • 访问权限管理概述
	    • 基于 CAM 管理子账号权限


	  镜像创建
	   • 管理命名空间
	   • 管理镜像仓库

	  镜像分发
	   • 同实例多地域复制镜像
	   • 跨实例（账号）同步镜像

	  镜像安全
	   • 镜像版本不可变

	  镜像清理
	   • 清理 COS 存储空间
	   • 自动删除镜像版本

	  DevOps
	   • 触发器（Webhook）

	  OCI 制品管理
	   • OCI 制品管理概述
	   • 托管 Helm Chart

	  • 销毁退还实例

	 最佳实践
	  • 多地域间同步镜像实现就近访问

	 常见问题
	  • 容器镜像服务企业版

	 • 词汇表
	 API文档
	  容器镜像服务（tcr）
	   版本（2019-09-24）
	    • API 概览
	    调用方式
	     • 接口签名v1
	     • 接口签名v3
	     • 请求结构
	     • 返回结果
	     • 公共参数

	    Helm Chart相关接口
	     • 查询Chart包下载信息
	     • 下载Helm Chart

	    命名空间相关接口
	     • 创建镜像不可变规则
	     • 创建命名空间
	     • 创建签名策略
	     • 删除镜像不可变规则
	     • 删除命名空间
	     • 删除命名空间加签策略
	     • 列出镜像不可变规则
	     • 查询所有实例命名空间
	     • 查询命名空间信息
	     • 更新镜像不可变规则
	     • 更新命名空间信息

	    实例同步相关接口
	     • 创建从实例
	     • 删除从实例
	     • 查询创建从实例任务状态
	     • 查询从实例同步状态
	     • 查询从实例列表
	     • 管理实例同步

	    实例管理相关接口
	     • 校验实例信息
	     • 检查待创建的实例名称是否符合规范
	     • 创建镜像加速服务
	     • 创建实例
	     • 创建自定义域名
	     • 创建实例访问凭证
	     • 删除镜像加速服务
	     • 删除实例
	     • 删除自定义域名
	     • 删除长期访问凭证
	     • 查询镜像加速服务状态
	     • 查询实例自定义域名列表
	     • 查询实例状态
	     • 查询长期访问凭证信息
	     • 查询实例信息
	     • 更新实例信息
	     • 更新实例长期访问凭证
	     • 续费实例

	    版本保留相关接口
	     • 手动执行版本保留
	     • 创建版本保留规则
	     • 删除版本保留规则
	     • 查询版本保留执行记录
	     • 查询版本保留执行任务
	     • 查询版本保留规则
	     • 更新版本保留规则

	    自定义账号相关接口
	     • 创建服务级账号
	     • 删除服务级账号
	     • 查询服务级账号
	     • 更新服务级账号

	    触发器相关接口
	     • 创建触发器
	     • 删除触发器
	     • 查询触发器
	     • 获取触发器日志
	     • 更新触发器

	    访问控制相关接口
	     • 创建私有域名解析
	     • 创建实例公网访问多白名单策略
	     • 创建实例公网访问白名单策略
	     • 删除私有域名解析
	     • 删除实例公网访问多白名单策略
	     • 删除实例公网访问白名单策略
	     • 查询实例公网访问入口状态
	     • 查询私有域名解析状态
	     • 查询实例内网访问VPC链接
	     • 查询实例公网访问白名单策略
	     • 管理实例公网访问
	     • 管理实例内网访问VPC链接
	     • 更新实例公网访问白名单

	    镜像仓库相关接口
	     • 创建镜像仓库
	     • 创建镜像签名
	     • 删除指定镜像
	     • 删除镜像仓库
	     • 批量删除Repository Tag
	     • GC 历史
	     • 查询容器镜像Manifest信息
	     • 查询容器镜像信息
	     • 查询镜像仓库信息
	     • 复制企业版仓库镜像版本
	     • 更新镜像仓库信息

	    • 数据结构
	    • 错误码





