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Secretld Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp =Nl 1465185768

Nonce BEHIEZEES 11886

Region SEBIRTFE X, shjr

Instancelds.0 FEHAILHID ins-09dx96dg

Offset fmizE 0

Limit BRI 20

Version BEORAS 2017-03-12

2.1. WESEHEF

BRI RSHIRSHEBNTHRE ( ASCILTE ) FHFfF. T8 1) RIRSERHETHIF | SEEREXINED
8], RA&5tbAN ; 2) =2 ASCILRBEL A/ |, 40 Instancelds.2 EBHETE Instancelds.12 [5H , ARERFEE , AR
EE., R ILMERNREE S PRVERHEFRECRSTILX —I8E | 20 php #AY ksort BREY. EIARBISERIHIFLS
ST

'‘Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,
'Nonce' : 11886,
'Offset' : 0,
'‘Region’ : 'shjr',
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',
}

ERECEFRINESTARN , X EERAISRISERITHT | SRIINER R,

2.2, EEKRFRT R

IR RIERFFT R,

BB E—HIR TSRS EUE U SERETR = "S5 I | A0XT Action 287 , ESEEFRA "Action”
S¥E "Describelnstances” , EIHIEALEFLS Action=Describelnstances .

IR "SEE ARBEMmIFurmBEE.
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rb EAETCE VPCHi&#2H7 (VPCDNS )

REBEENS N SR HRE—R | REEMRNERFRS:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region
=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=20
17-03-12

2.3, RS BENFRH

P RE NE R F AT,
ERFEXFRFERBRLUTILNSE096L:

1. 183KAA: 3255 POST #1 GET A= , XEfER GET 15K , iTBHENEAE.

2. 1 BKFH.EESLIFZFE (Describelnstances)figkiE8Z 5 : cvm.finance.cloud.tencent.com, SCFRASIENKIE,
BREEOFEERRNARMAR | FSREOREA.

3. IBKER: BERA=APIHIERIBREERN / .

4. ERFFER: B E—ERRNIERF RS,

BRIFESCBRRFHERN . ERITIE + BREN +IBKERE + ? + I5KFHH
IR EEER Y
GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=2

0&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Ti
mestamp=1465185768&Version=2017-03-12

2.4 £ S

I BERSEE,

B5cfA HMAC-SHAL &3 F—3 3k ENS R FHEHTES , ABBERNSE L Base6d H1TH
15, IR ERENSEE,

B3N |, LA PHP SEES /961

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg
&Limit=208Nonce=118868&0ffset=08&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EX
AMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBINEREN:

EliPOYW3pW28FpsEdkXt/+WcGel=
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ERECEFRINESTAN , IR LERAIPRIFIGHTERINE , BRINERH5HFHaI—E0.

3. ARG

ERRIEREBRFHAERRIFABEREE , FEXYHBT URL 5.

N E— A RAEZ S ElIPOYW3pW28FpsEdkXt/+WcGel= , SRREZINEZ EIEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BISRTEMRLRATIER URL,

IR MRAFPKBEXAER GET |, si&iEk7558 POST EHY Content-Type 3 application/x-www-form-
urlencoded , MAIXEKITFTEIERSHIVEIIREM URL RS | SHEN=-FSAFERB. IF ASCII FRHE
URL #mASRIRE5thA UTF-8 H1T4A3.

TR BUREESH http ELBHMARESENHT urlencode , EXFERT , AR EXNSZBFHIT URL R
157 BUFR URL RIESLSHEZ LM,

IR e RELTEEHTHS , fMiBRA RFC 3986, R %XY SWRHFRAAIMIRFHITES LIRS , &
XY R NIEEFRF (0-9 -IREFE A-F) |, ERNEE5IKRER.

4. BEZEW

HRIESLPRIER | FEUTERRMAERD | BRIESSAREIRIAE

EiRAG ST
AuthFailure.SignatureExpire HRITH
AuthFailure.SecretldNotFound BEAAFE
AuthFailure.SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BHIEE (2 API ZEA2ERY )

5. BRER

TESCRRVARS API 3.0 B , #E7F(EAAECERTCloudFinanceZone SDK 3.0 , SDK TS ERITE , FRITRXE T~
IRV AEORIT, FMEESA SDK b, HRIFREES

e Python

e Java
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e PHP
e Go
e Node

AT EBRIFRERITRE , THULIMREES A6, B EANERTRERALIL. BREE. EREOTNS
HAEEERL LA R SR , ABRABEERTRE  AFESERE | ST ABREREMA SDK .

ERZEIHAY url BJ8ES @ https://cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=shjr
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt%2F%2BWc
Gel%3D&Timestamp=1465185768&Version=2017-03-12

IR B RAIPREAREGER , BB ARRSLAIAE , EanREL url TEXEEESHFTHFEER curl &
SBRANSIREEGER | SZiIH., ATER— N LAEERERY url |, FEERURGIFE Secretld F1 SecretKey
HAESTIESA | FHERRF SRS ERSES Timestamp ,

IR ETETGT  ARHEES | EER—IESEXITEEIR url JEEEBRAR , RIASHRIVFA
[, (BXAAHINERE. REFESHEME , BESHEIERRIA.

TR L IMUB(NERT APL 3.0 , FEEERATHANERME | BIERIARA APl , BT FHEALEFBRSE
EBRUEER | BUXINAISERR S .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class CloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
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/] EBNERNSSEHTFHHER | H-ATreeMap{RIEIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException
{
StringBuilder url = new StringBuilder("https://cvm.finance.cloud.tencent.com/?");
/] ZBRERAurlFI SRR B EK
for (String k : params.keySet()) {
/] TESSERB#H TUrlencode , BT keyEERNFE , HULAM XS Hvaluei#iTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).app
end("&");
}
return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {
TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapralLABzhHER
// SEFRE PR R 24 {EFEREMLEYL , 140 : params.put("Nonce", new Random().nextInt(java.lang.Intege
rMAX_VALUE));
params.put("Nonce", 11886); // AHESE
// LA R ER RS LERTE , flf0 :  params.put("Timestamp”, System.currentTimeMillis() /
1000);
params.put("Timestamp", 1465185768); // ~AHS#
params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESEL
params.put("Action”, "Describelnstances"); // AH2#4
params.put("Version", "2017-03-12"); // ~IES#1
params.put("Region”, "shjr"); // ~"HEEL
params.put("Limit", 20); // \ES#
params.put("Offset", 0); // WSS
params.put("Instancelds.0", "ins-09dx96dg"); // WE&EL
params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE
", "HmacSHAL"); // ~NESH
System.out.printin(getUrl(params));
}

Python

FE  WNRETE Python 2 IMEHIETT , TESHLRE requests (KIfiE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_":
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

‘Version': '2017-03-12"
}
s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])
# A2 SCORAR | ATh/ERIRer~4£it 2%
# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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EOEZV3

TCloudFinanceZone APl X/ MATERHITEDIIIE , BB MEREPEEELAHBEKRSHFTIEEERER

( Signature ) LASRIFERESH.

BSEEERRLEIILR , T2EIFEIE Secretld F SecretKey ; HRFRSERLEL , BRI =APIZARIEE
1B, BUFEEER=APE.

1. HIEZERIE

EEIRERA=APIZE , iBRIESAPIZHREFBTLEEIE,
L EENFEE Secretld 7 SecretKey :

o Secretld FBF+m™R APl ARRESH
« SecretKey FAFINZERF TR RS BRIHIIEEZ ZFREHE.
o BFRITTHEIRE L 2EIE |, BAHE,

R EIENERESERUT :

1. ZFRTCloudFinanceZoneEIEd Mz4IE.
2. FIfF=APIZERYIEHI S TRE
3. A=APIESENE , /i [#r&] BIRILAIEE—XTSecretld/SecretKey

IR FFREKSHEZILUABMRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &8 5%

IR WFGETAE , R378F Content-Type: application/x-www-form-urlencoded #MY&=, XIFPOSTHX
Haisz#F Content-Type: application/json LI} Content-Type: multipart/form-data FFHMYER, , json Bk
INFFBNSES O . multipart R RERFEWSEOSS | ENZROAEEEER json I8=UAR , £F8AISE
EOSEREA,

THURSHE=A MXZHFIRIEAGIF , DEBNAEBRTEITE. BIBREITEILA5RNBR NS
0 : Limit #0 Offset , {58 GET /5%1EH.

BRiZFF/Y Secretld #0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. FEAEIE RS
AN ™S RAEIEKE ( CanonicalRequest ) :
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CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

o HTTPRequestMethod : HTTP i53k73i% ( GET. POST ) , A48 GET ;

e CanonicalURI : URI £%§ , API 3.0 EERIERHT (/) ;

o CanonicalQueryString : &i2 HTTP 153k URL FRIEIAFRFE , XIF POST 15K , EEATF/HE , XIF
GET 15Kk , W9 URL a5 (? ) EEMNFHFERS , AFIBUES : Limit=10&0ffset=0, & :
CanonicalQueryString Z£1d URL 4gfS.

« CanonicalHeaders : 258 ZRLEMER | EEE host 1 content-type FNSLER , BRI IIABREXAISL
WESBLURSESERNE—MNZSM. $HEIN : 1) &0 key 1 value B—RANE | HEIRERE
T, 1R keyivalue\n BHHHEE ; 2) Z4LEB | IRERLER key (/N ) AR FHITHEE, WHIH
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

« SignedHeaders : £5&8BALEMER | IRBALLRIEREMLLESETES | #1 CanonicalHeaders 81
SLERRBR—XIRAY, content-type I host JownEskEB, HHEMN : 1) k&8 key /NG ; 2) B4
SLES key (/NB ) IRERFHAEFHITHEE , HFELUDS () PR WHIFH : content-type;host

 HashedRequestPayload : IERIEXHIAHE , TESEN
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP {53KEEANEX payload ff SHA256 14
% Rt/ HERD | RERBSEEIRA/NEFTE. TR | X3F GET 153K , RequestPayload EEATFFF
BB, XJF POST i&k , RequestPayload BPy HTTP i&KIES payload,

HRIELL LN , ~BIPERIRIALBIEREIT (A7 RET , \n THIEE SEFTENFRII—TEK )

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. HEFERF/REH
RN TS HHE SRS S -

R

StringToSign =
Algorithm +\n +
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RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

o Algorithm : &88j% , BRIEE/ TC3-HMAC-SHA256 ;

 RequestTimestamp : i&EKATEE , BPiERLERRY X-TC-Timestamp BYE , a1 L5k 1539084154 ;

o CredentialScope : ‘EIEBHE , #85 Date/service/tc3_request , B HHEA. FMERARSFILRLEF/HFE
(tc3_request) , Date J§ UTC fnERIERYBHEE , BUEZEFIAHESE X-TC-Timestamp #&&EH/7 UTC 1R
HERTBIBAR—E ; service A mE , WRSRERANFREE I, 5170 cvm, W ERFliEK , BUESS
2018-10-09/cvm/tc3_request ;

» HashedCanonicalRequest : BIASBHHZFSHSEIEKRBEHE  itELERN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

=

1. Date WM ATIEIEL X-TC-Timestamp i+815% , BRXA UTC+0, MRIMARZAMHXER | Fia0
FI\K , BESHEXRMG LEANL  BER2RRMERVERW. RiIRAHEEDY 1551113065 , 5/ \X
HIEtE)Z 2019-02-26 00:44:25 , {BRITHSZIRY Date BX UTC+0 RIHHARN 9 2019-02-25 , TiAZ
2019-02-26,

2. Timestamp YRR HRIRFNE , BREHRAFNEMIRENEERELSH  iNREBEET O D PNSE
K. WNIFRKBSEAFIEREEL | AIReSBUET—RIJEE | EROERY (REERTHER) .

HRIELLERN , OIPERIRFERFAFRT (ATEREH  \n BITFRBESBRITENFIN—ITEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 18&ER
1) HEIREERENR  WIEBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

« SecretKey : [RIRAY SecretKey ;
o Date : BP Credential 98 Date =ER{=2 , a0 3~ , 792018-10-09 ;
« Service : B Credential 983 Service FER{=ZR , @05~ , 9 cvm ;
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2 AT TCE

2) HEEE , MIEBNT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILA EITESRIRNIRESZ A ;
o StringToSign : BIZ 2T HRERINGFEBFRE

2.4. $##= Authorization

AN T #HE Authorization :

Authorization =
Algorithm + "'
'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

+

o Algorithm : &&75% , EE/N TC3-HMAC-SHA256 ;
o Secretld : ZEXIHAY Secretld ;

« CredentialScope : WX , EiIEBEHE ;

« SignedHeaders : Lt , 258 BRLEMES ;

o Signature : £&(&

HRIELA RN |, ~EIHEZIRED

VPCiiZ & (VPCDNS )

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-typ

e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

RSTTENVERERAT

https://cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-1
0-09/cvm/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df458

2db9e9bf4672ba50567dbalbcbecfl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr
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3. LM

HRIESCRRER | FEUTERLAMANERE | BRIELRIERAE

iR oA
AuthFailure.SignatureExpire BEIIHR
AuthFailure.SecretldNotFound BIRAFHE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token 5%
AuthFailure.InvalidSecretld AR (A2 APL ZiHEE )

4 Vo I3 —

. EBER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUTtils;

public class CloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencode
d";

private final static String CT_JSON = "application/json";
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private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {
Mac mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);
return mac.doFinal(msg.getBytes(CHARSET));

public static void main(String[] args) throws Exception {
String service = "cvm”;
String host = "cvm.finance.cloud.tencent.com®;
String region = "shjr";
String action = "Describelnstances”;
String version = "2017-03-12";
String algorithm = "TC3-HMAC-SHA256";
String timestamp = "1539084154";
//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] EERK , SNBSS
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkhkkkkkkhkik _/IJJES‘?& 1 : T#?%%m;ﬁi%*% kkkkkkkkkkhkhkhk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host
+"\n";

String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryStri
ng + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkhkkkkk ./lj/:g% 2: T#}%?%:_gg?ﬁ% *kkkkkkkkkhkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCan
onicalRequest;

System.out.printin(stringToSign);

// kkkkkkkkkkkhkk .})J;g% 3 : .l.l.%g% *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);
byte[] secretService = sign256(secretDate, service);
byte[] secretSigning = sign256(secretService, "tc3_request");
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String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLow
erCase();
System.out.printIn(signature);

// kkhkkkkkkkkkhkk ./I’JI/:_B.;.?< 4 : T}‘:‘I'?g Authorlzatlon kkkkkhkhkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "https://" + host

region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkkkhkkkkhkkkikkik ﬁg;’% 1 : ?ﬁg%mﬁi%*% kkkkkhkkkkhkhkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"
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nn

payload =
if http_request_method == "POST":
canonical_querystring = ""
ct = "json"
payload = json.dumps(params)
canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"
hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +
hashed_request_payload)
print(canonical_request)

# *kkkkkkkkikkkk ./I)J;g;'% 2 ?#T%%Eg?ﬁ% *kkkkkkhkkhkkkik
credential_scope = date + "/" + service + "/" + "tc3_request"
hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkikkhkk 7‘5—3?% 3 .L_i_%gg *kkkkkhkkhkkkikkk
# TR B HERE
def sign(key, msq):
return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# kkkkkkkkkkkkk 555_% 4 ?#;% AUthorlzatlon *kkkkkkkkkkkk

noun

non

authorization = (algorithm + " " +
"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEGRINENERLER
headers = {
"Authorization": authorization,
"Host": host,
"Content-Type": "application/%s" % ct,
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"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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VPCiiZ & (VPCDNS )

2 BRETCE
TEKEET

L. frssHbtt

s ( Region ) 2E¥IEAYEHREHORIMIEXIK, TCloudFinanceZoneXX AR [E2RE | (RIERE
R RELIEE PRI,

AR AREREEIISEE. ATREHENE. RE TEHEE , #iliEik:

ERILAUEE APLEC Eiithiy R EEScARItESIZR.

2. WIS

TCloudFinanceZone APl BFRFEEO8EIT HTTPS #T&E(E , IRt LS MREEEE

3. 1BKAE
S HTTP 353k 755
e POST (#7F)

o GET

POST i53k3235H Content-Type 38! :

« application/json (##F ) , &R TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , ¥/ HmacSHAL 8, HmacSHA256 &&757%.,

e multipart/form-data (&R O ) |, WAREEA TC3-HMAC-SHA256 &£ 75%.

GET iEKRAGIERBA/NAGEET 32 KB, POST i5kERERTTIEAN HmacSHAL, HmacSHA256 BIASHET 1

MB, POST i&K(FHESE AN TC3-HMAC-SHA256 Az 10 MB,

4. FrmES

IEFAUTF-84%5.
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VPCiiZ & (VPCDNS )

2 AT TCE

IR[Bl55

IFfRREIEEER

URBRSS 20O BB LGIIRESIZE (DescribelnstancesStatus) 2017-03-12 frAA65 , HVERMKIN , EoTsERNR
BT -

{
"Response”: {
"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REWEFH Requestld 2EENFER , TiLIEKRMINEE , RE APIET |, NHERIREL,

* Requestld ABF— APLiEKAIE—HRR , 2N API HEIRE |, ATLABKERA] , FHEMIZ ID KBREA,

o [RTEIERIFRI  ERIABEMEOENIIFER , AEEOFMRENF RS EOSEPRIEN. HHH4
4 TotalCount #0 InstanceStatusSet $J DescribelnstancesStatus ZAENHFES , HFERSRINEF
RSB =RSESLA , Fib TotalCount FELLIER FHURENES 0, InstanceStatusSet FIFRAZ,

TEIRIREIZER

HERKRW , EREHETAIINTS :

"Response”: {
"Error": {
"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is cor
rect.”

17
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

o Error WHIIRFTE ZISKBALM. Error ZERZERIEMWERRY Code F1 Message FERETERELMAT RV ER

ISR
o Code FREMHIBRYEIRT , JEREBRTLSTRIEZERIBEATERBA SRR AN NMARHRIGI IR

BEEHRNNREFMERITE,
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» Message Bt TIXMERKENEARRRE , BEEWSKESAENN , WAFTRESEXBRIFEENE |,
P A RAREX MR ENE.
* Requestld F3F—> APLiERAYME—FRR , 4NR APL HIIZE |, STLABKRIA] , FHRANZ ID FRERAE,

NIRRT

IRBIERPUNRFE Error B, WA APLIZEOKRM.  Error Y Code FERERTEIRID | FrE L SSEBATRE
MABERIGANIIERD , TRIE T AHIERD,

FEIRAG =) ESEU
AuthFailure.InvalidSecretld FERAEE (AR API 53R ),
AuthFailure.MFAFailure MFA $8i%.
AuthFailure.SecretldNotFound BIHAFE.
AuthFailure.SignatureExpire TRITH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token fEIR.

AuthFailure.UnauthorizedOperation &3k CAM 41,

DryRunOperation DryRun #E , {RIEKESEMINNT , RES(ET DryRun &%,
FailedOperation BRERIL,

InternalError EREEIR.

InvalidAction BONFHE,
InvalidParameter SR,
InvalidParameterValue SEHIERIR.
LimitExceeded RIS BCEPRE .
MissingParameter ROSEEEIR.
NoSuchVersion BEORATFE,
RequestLimitExceeded TERADREGES T SRS,
ResourcelnUse RRE G A.
Resourcelnsufficient BIFAE.
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SRR FEIREIR

ResourceNotFound RIRAFE.

ResourceUnavailable BIEATTF,

UnauthorizedOperation RIZBURLE.

UnknownParameter RASEER.

UnsupportedOperation BEARSTRS.

UnsupportedProtocol http(s)iEXMYEEIR , R3Z#F GET #1 POST 153K,

UnsupportedRegion BEOASTRE TG,
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Z EAETCE VPCHi&#2H7 (VPCDNS )

*[
NS
AHSHERTRRBFMROSNENNSE , A E | 8 MEOSMARO AT A BNXESEHITIRE  E2XEKIIFE

SHER
BHXLSH , FREERKEIEK,

BRBIE V3
{£F TC3-HMAC-SHA256 S&75A0 , AHSHFEZFH—HEI HTTP Header iEEBH , 41T :

BB ES

fr#

ik fEk

BEREOSR. BESESROXETRASHALSE Action R9RIAE. FINRIRSSENE

e A . =
X-TC-Action String = EELAIFIEED , BYES Describelnstances,

WIS . FSRIRRR B EI MbIERIEE. FOESAMEREESE Z OB S

X-TC-Region String =z ~HSE Region BUIREA. TR | RUROAFTEREBIZSE , HOSEPSIIAFRIREA |
IR BMEEIBZ S E AR LR,
X-TC- Integer | = 80 UNIX BJ[E)2K , RIICSRAHEE APLiEKAGETE). fign 1529223702, & : MR SHRSS=S
Timestamp T miEmsEEEsa , 25 SRS,
X-TC-Version Strin = #ERY APLRORRAS, EUESEEOSERANSLNHSEL Version RUE, BIMNEARSSERAIAR
9 % %x2017-03-12,
HTTP fRAESDIAUESLEBFER , a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : & 7% , BRIEER%E ;
- Credential : £8&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #R&RHEAIEHEE , BUE
FEMAHSE X-TC-Timestamp #ERY UTC tRERSIRIREI—EL ; service iF @ , LR
S5ARNFRIRE—5 , flglcvm ;
- SignedHeaders : 258 ZTERLEMSE | content-type #1 host AA%sLER ;
- Signature : EZHE,
T 5 BREA— D oDt TR FEET|
X-TC-Token String = IGESERATARY Token , EEEASIGRER—RMER. IGRIEEF Token FERIAEERMR

SHEAROREL. KEIEHEAFE Token,

o=yl

{£F HmacSHAL #1 HmacSHA256 &R 75750 , ARSHFEER—HMEEKEF , 4T

g C ESit] Wik fEk
. , = BEREORR,. BESEROXETRMASHALSE Action R9REE. FIIN=IRS:E
Action String =

RYEIESLAIFIZRZED , BUES Describelnstances,

WSy, FSRIRRA IR EIR MERIEE. RORZAMEEESE RO TREA
SH NS Region ROREA, 1R | RUEONAFTEECEZSH , BOMEFSMIS
BIRER , LATEMEEEZS A ERL.

Region String

el
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2 AT TCE

SHER
Timestamp
Nonce

Secretld
Signature
Version
SignatureMethod

Token

stis IR

ok
2

Integer

Integer

String

String

String

String

String

WAk

2l

il

il

D

i

i

iy

VPCiiZ & (VPCDNS )

Tk

2450 UNIX BHEE , BlicSA#C APLiEkAYRdE), 1901529223702 , iR 5LEIRTEHE
ETX , S5 ESFTHER.

BEHLIEEEEY , 5 Timestamp EXG#Ek , BTFRHLEERINE.

HFE=APIEH ERIBAITRRSADRY Secretld , —4™ Secretld X$RME—RY SecretKey , T
SecretKey & FRARIEXKEHE Signature,

BRESR , FRBRIERERNGEN | FERFRIELMRBASETEEH. Bkt
BI5ESIEROLER0H,

BFRY APLEORRA., BUESEROXEPASATSE Version BREE, HIAN=ARSSEEAY
iR 2017-03-12,

w275, BaisgiEs HmacSHA256 #1 HmacSHAL, REIEEILEE09 HmacSHA256
B , 8 HmacSHA256 EiXIIFER , EbiERN9#EA HmacSHAL IRIESE.

IBRHIEBETARRY Token | FEESIGIIZR—REMER. IRRIEHE Token FEEHEE
EIRSERZORE. KHZHPAFE Token .

s ( Region ) 2fSHIRAIEEES ORIMIRX IS, TCloudFinanceZone XX IR~ B 2MRE | (RIEARME R IR EITEE
HRAEY. ATHEEHOE. 25 TEHRRE | B SEEREIIEE PRI,

ERILAEIT APHEO EiMihiEG IR EEThRIES IR,

WAL : TCloudFinanceZone
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2 AT TCE

vpcdns

*EtVpcld

L. FZOfER

ZEOiEkE : vpcdns.api3.finance.cloud.tencent.com,

KEXVpcld

BOMZ AR : 200%/70,

O EHATE : 2025-06-24 05:01:07,

EORBEZREN,

2. WANSEY

VPCiiZ & (VPCDNS )

UNBRSEGIRGVH T ZOBRSENRO AHSEH , mBAHSHGIRD A TSRS,

SHAFR Y% RIEFENULL R

Action = &
Version 2 =
Region = ray
Domainld =2 =
VpclInfos B =

A sl
3. WS
SHEMR S
CreatedAt Datetime

Requestld String

WAL : TCloudFinanceZone

String
String

String

Uinte4

Array of VpcInfos

fik

T B AT 8]

& : 2014-08-03 12:00:00

B

S

N

NHESE , AEOBYE : BindVpcDnsDomain

HE¥ , AFOEYE : 2019-10-25

5>
\

N

\

AHBH, EEEAEOFRFTEEBLSEL,

& ID
THE : 3

VPCER
hHE - EF

E—IEK ID , ®RIEKRERIREl. EIEESFERAIZXIEKAY Requestld,
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Z EAETCE VPCHi&#2H7 (VPCDNS )

4. SEIRAY

ARG T 2O S5 EERREIRID | BhERAFE N A TR0,

HIRAD A
InvalidParameterValue.DomainNotExist WREARFE
InvalidParameter.lllegalVpcInfo VPCIEX
InternalError.UndefiendError FERAREN
InvalidParameterValue.VpcBinded VPCESEE BT
InvalidParameter. SHEEIR

InvalidParameterValue.BackupRecordOverLimit ZHAFERICRBIREIEE
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2 AT TCE

BIEERICR

L. O

EOiEKE2 : vpedns.api3.finance.cloud.tencent.com,

BIEERICR

BOMZCIERIERIRS] © 200%/7D,

EOSEFATE : 2025-07-02 20:40:21,

EARBER LN,

2. INSE

UNBRSEGIFRGE T2 OERSERIES

Jj/

SHEWR
Action
Version

Region

Domainld
RecordType
SubDomain
Value

MasterValue

3. iS5

WAL : TCloudFinanceZone

fi

2]

fim

2l

FIFNULL

=
==
Pz
[

=
[

Iy

Il

iy

i

iy

KRB
String
String

String

Uint64

String

String

String

String

VPCiiZ & (VPCDNS )

AHBH , TBAHBHGIRN A TLERSL,

J

o

A, AZEOEYE : CreateBackupRecord

HE4, AEOBYE : 2019-10-25

>

\

NESY , WEERRNZROFFREELLSH.

\

=id
HE : 2

ICRER . AMX
~EHE . A

TS

~HWE : www

ICRE
ElE : 3.24.1

FICRICRE
g : 43.1.1
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rb EAETCE VPCHi&#2H7 (VPCDNS )

SHETR KE A

. ZAICRID
BackUpRecordlId Uint64 —
ackUpRecor in =l - 3
Value String ICR{E

~EHE - 3.24.1

BXRICREE

RentBackupRecordCount Uint64 _
P ~HHE : 34

i 1B 3K N B E]
A D
CreatedAt atetime  — s -+ 2014-08-03 12:00:00
) W—iEk ID , &XiEkEPSIRE], EfaEIEERANZRIEK
Requestld String
Requestld,
4. 55m
EBE

ARG T 2O S5 iEERREIRD | BhERAFE I A TR,

FHIRAS fk

InvalidParameter. SR
InvalidParameterValue.DomainNotExist HBAFE
InvalidParameter.lllegalCidr JEACIDR
InvalidParameterlllegalDomain 12 AIEH
InvalidParameter.RecordLevelExceed ICREHRBII RS
InvalidParameterlllegalRecord IBRAEE
InvalidParameterlllegalDomainTId TRZR I8 4 A~ LEHf
InvalidParameterlllegalPTRRecord PTRIZRIEE
InvalidParameterValue.CnameNotPrivateZone R ECNAMER 4EIMK S FRIFAG I,
InvalidParameterlllegalRecordValue ToRHNCRIE
InvalidParameterValue.lllegalWeightValue WNEEVIZEL-1002 88

TXTEBRGIEREpunycode/RiBZ EKEMRE

InvalidP Value Illegal TXTVal
nvalidParameterValue €ga alue 1-2552|4]
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IR

InvalidParameter.WeightNotSupported
FailedOperation.CreateRecordFailed
InternalError.UndefiendError
InvalidParameterValue.BackupRecordNotSupport
InvalidParameterValue.RecordConflict
InvalidParameterValue.RecordExist
InvalidParameterValue.BackupRecordExceed

InvalidParameterValue.BackupRecordOverLimit

WAL : TCloudFinanceZone
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ik

LRICRAHFNERE
ICREEEM

HERAREN
LRIEEASIFEAICR
IERIHR

IBREEFE
AXFRREBT =/ Pt
ZH P& FICRBIREEE
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2 AT TCE

BlEREE AN

L. O

EOiEKE2 : vpedns.api3.finance.cloud.tencent.com,

BIEEE AN

BOMZCIERIERIRS] © 200%/7D,

EOEFATE : 2025-06-24 04:56:48,

EARBER LN,

2. INSE

LINERSEGIFRNGIH TEROBRSEMED AHSE , &

SHBFR DSV
Action =
Version 2
Region =
DomainldList 2
ForwardAddress 2
Remark 5
A sl
3. WS
SHBFR e i)
Array of

RuleldList

String

WAL : TCloudFinanceZone

FEVFNULL 258
= String
& String
a String
= Array of
String
= Array of
String
5 String
R
HEAFNID

HHE : ["40","41"]

2026/7/11 09:58:39

VPCiiZ & (VPCDNS )

HE8 , AEOEYE : 2019-10-25

D>

RESY  WEHERAROAFTELELLS
%&0

FAEIHID
whlE : 3

HRIP
g @ ["1.1.1.2:80", "1.2.3.4:80"]

=S
ThlE - XEEARNETE
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SHBFR KA A
VA FRETIE

CreatedAt | Datetime TRIE : 2014-08-03 12:00:00

ME—IEK ID , BRIERESIREl. EARAHRERAZRIERE

Requestld  String Requestld

4. FEIRAS

PIMMXAUHE T 2O S ZAEERR0EIRED | EfERBIF A5 IR,

BRI A
InvalidParameterValue. SEEER
InternalError.UndefiendError HEIRAREN
InvalidParameter. SEEER
InvalidParameterValue.RecordNotExist IERAFHE
UnknownParameter. KIS
InvalidParameterValue.RecordExist ICREEFRE

InvalidParameterValue.ForwardRuleOverLimit A HINFRIT R#HI2005%
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2 AT TCE

EliEvpcdnsigz3

L. O

EOiEKE2 : vpedns.api3.finance.cloud.tencent.com,

ElEvpcdnsizi&z

BOMZCIERIERIRS] © 200%/7D,

EOSEFATE : 2025-06-24 04:37:27,

}§ D 7 \H_L g Té*y

2. INSE

VPCiiZ & (VPCDNS )

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR
Action
Version

Region

Domain

Tags

DnsForwardStatus

3. S

SEBR KRB

fim

iy

iy

CreatedAt Datetime

WAL : TCloudFinanceZone

FIFNULL

=
[=]
a
[m=]

@=
[ ]

iy

iy

H

Tk

EKIR [ER A
~fGIfE : 2014-08-03 12:00:00

=]
String
String

String

String

Array of
Tag

String

2026/7/11 09:58:39

NHBH, AEOEYE : CreateVpcDnsDomain

\N

NHE2E, KIZEOEBYE : 2019-10-25
NHSEH , HFEEAEOFTEEBELSEH,
I

~GE : test.com

TREEA
TOHE : EE

EEFBEFIEZiBT , DISABLED : % ,
ENABLED : /=
~BME : ENABLED
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SHEWR i
Domainld Uinto4

Requestld String

4. SEIRAY

VPCiiZ & (VPCDNS )

fk

1HAID
HHE : 3

K—iEXK ID , ®XEKEIRE, EAICRIFEREIZRIEK Requestld,

PIMMXAIHE T 2O S ZAEERR0EIRED | BfERBIF AT 5=,

T R
InvalidParameterlllegalSubnet FRAREE
InvalidParameterlllegalDomain N N
InvalidParameter.lllegalRecord IERARIE
InternalError.UndefiendError EIRARTEN
InvalidParameterlllegalDomainTId TR I8 5 A~ LE B
InvalidParameter.lllegalCidr JE/%CIDR

InvalidParameter.
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2 AT TCE

BlfEvpcdnsEZ&EiE

=z -
1. O
EOiEKE2 : vpedns.api3.finance.cloud.tencent.com,
BlEvpcdnsigE&iE
EOAEZOERIRERRS : 200K/70,
EOEFETE : 2025-06-24 04:38:14,

EARBER LN,

2. INSE

LINERSEGIFRNGIH TEROBRSEMED AHSE , &

SEER Wik AEENULL 2R R
Action = - String nt
Version =2 & String &8, ANZOBYE : 2019-10-25
Region 2 & String 2HBY , WHERNMEORNTEEZRLSE,
. . %&ID
Domainld = = Uint64 _
= - A : 3
Remark = & String Bt

3. IS

o C et fk
15K N A [E]

CreatedAt Datetime

g : 2014-08-03 12:00:00

E . &iE

VPCiiZ & (VPCDNS )

t2¥ , ANEOBYE : CreateVpcDnsDomainRemark

Requestld String W—EK ID , ®XiEkEPIREl., EfRAHEERMZXIEKEY Requestld,
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4. SEIRAY

ARG T 2O S5 EERREIRID | BhERAFE N A TR0,

EESE) D%
InvalidParameterValue.DomainNotExist HEATFE
InternalError.UndefiendError BIREREN

InvalidParameter. SHGEIR
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2 AT TCE

BlE2vpcdnsicR

L. O

EOiEKE2 : vpedns.api3.finance.cloud.tencent.com,

ElEvpcdnsicH
FOANZOIBERIRIRE : 200%/F0,
EOEHATE : 2025-06-24 04:39:04,

EARBER LN,

2. INSE

VPCiiZ & (VPCDNS )

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHAR ik FeFFNULL e
Action =2 &= String
Version = & String
Region B & String
Domainld B & Uinte4
SubDomain = B String
RecordType P B String
Value = B String
Mx B &g Uint64
Weight -y & String

WAL : TCloudFinanceZone
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ANHBE, AEOBYE : CreateVpcDnsRecord
AHBE, AEOBYE : 2019-10-25
~HEBY , WHERAEOTTEGRNSEH,

&&ID
whE : 3

FHEE

R : www

1BR3EELA AAAA,MX,CNAME, TXT,PTR,SRV,SPF
THE : A

ICR{E
g : 1111

MX{L5EER
THNE : 45

NE
~fFHE : 100
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3. IHSE

VPCiiZ & (VPCDNS )

B, EAIRERFHEREIZRIEKE Requestld,

SHBFR ikl A
. BEXIRE]ATE
CreatedAt Datetime =& : 2014-08-03 12:00:00
18I
Dat R dId _
ata ecor il - 5=
Requestld  String KE—iEK ID , ERiEKRELSIR
+H 3
4, 'fEllEE

LIMXAUH T 2O S ZAEERR0EIRED | BfbiERBIFED

$HIRA

InvalidParameter.lllegalPTRRecord
InvalidParameterValue.RecordAAAACountExceed
InternalError.UndefiendError
InvalidParameter.lllegalRecordValue
InvalidParameterValue.CnameNotPrivateZone
InvalidParameterValue.RecordExist
InvalidParameterlllegalRecord
InvalidParameterValue.RecordUnsupportWeight
FailedOperation.CreateRecordFailed
InvalidParameterValue.RecordConflict
InvalidParameterValue.RecordMXCountExceed
InvalidParameterValue.DomainNotExist
InvalidParameterValue.RecordTXTCountExceed
InvalidParameter.

InvalidParameterValue.RecordACountExceed

WAL : TCloudFinanceZone
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AHIEIRIG,

AR

PTRICRIFE

AAAAICRIAEI SRR 50
SRAREN

ToRHNIERE
RETFCNAMERHRIMK S FHIFAR I3
ICREEFHE

IERAEE
LRNCREEAR NG

DR B

TR
MXiER A EIIEEERIT 50
HEAREFE
TXTICRABIIELEEIT10
SHUEIR

AlCRAEIIEEEHEIT50
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Z EAETCE VPCHi&#2H7 (VPCDNS )

THIRAS fais

TXTREHERIEpunycodefmid Z IS K EMEL-255
28

InvalidParameterValue.lllegalTXTValue
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rb EAETCE VPCHi&#2H7 (VPCDNS )

MR RICR

<z A

1. E A

EOiEKE2 : vpedns.api3.finance.cloud.tencent.com,
fpREZFICR

EOAEZOERIRERRS : 200K/70,

BEOEFAE : 2025-07-02 20:43:06,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR WAl FEFFNULL g it fEA
Action = & String AHSE , AEORYE : DeleteBackupRecord
Version 2 a String NHSE, AEOBYE : 2019-10-25
Region 2 & String AHBY , WRERNEOANTEERLSE,
. MPRARFICRIAES
RecordId = B Uint64 —
= a | T : 3
: . #&=id
D Id = B Uinte4 _
omain 2 5 in il - 34
A Y 4
3. IHEEL
SHEWR il A
BRI R H[E]

CreatedAt  Datetime e . 2014-08-03 12:00:00

Requestld String W—EK ID , ®XiEkEPIREl., EfRAHEERMZXIEKEY Requestld,
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2 AT TCE

4. SEIRAY

PUIMRFIEH 7O S5 ZEAXANEIRD , EtERaFER 4t

Hi=hg
InvalidParameterValue.RecordNotExist
InvalidParameter.
InvalidParameterlllegalDomain
FailedOperation.DeleteRecordFailed

ResourcelnUse.

WAL : TCloudFinanceZone 2026/7/11 09:58:39

tHIRMS.

VPCiiZ & (VPCDNS )

HER
ICRAFE
SEGEIR

fE A IER
ICRMIPRE

G da)at

% 104 145"



2 AT TCE

il =g

<z A

1. ZOA

EOiEKE2 : vpedns.api3.finance.cloud.tencent.com,
ARIBREE A RN

EOABEOEKIERRS] : 200K/70,

EOSEHATE : 2024-03-06 03:10:11,

EARBER LN,

2. INSE

VPCiiZ & (VPCDNS )

LINBRSHGIRGE T EZOBRSENO A HSH , RBAHSHIIRD A SRS,

SHER Wik RFNULL 2R R

Action 2 & String A2, KEOHYE : DeleteForwardRule

Version =2 & String nHE&E, AEOBYE : 2019-10-25

Region 2 & String AHBY , WRERNEONTEEZBULL S,

. . HRANID
RuleldList = & Array of Strin —
= |7 YOS e 12, 1147
A s

3. BitH24]

SHER KA it

: 15 KN KA E)
CreatedA D
reatedAt  Datetime e 2014-08-03 12:00:00
Requestld  String E—EK ID , RIBKERIRE], EARNHBERAIZRIBKAY Requestld,

4. SE1RAY

PUMRBIE 7O S5 ZEARANEIRD , EthEnRADFER 245

WAL : TCloudFinanceZone 2026/7/11 09:58:39

eI
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2 AT TCE

HiRh
InvalidParameterValue.
InternalError.UndefiendError
InvalidParameterValue.RecordNotExist

FailedOperation.DeleteRecordFailed

WAL : TCloudFinanceZone

2026/7/11 09:58:39

HR
SHEER
HIRATE X
ICRAFE
ICRMIPRK

VPCiiZ & (VPCDNS )
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2 AT TCE

ipRvpcdnsiz#z

L. O

EOiEKE2 : vpedns.api3.finance.cloud.tencent.com,

fIBRvpcdnsiz&
BOABOIBERITERIR S : 200%/%D,
FEOSEFATE : 2025-06-24 04:50:12,

EARBER LN,

2. INSE

LITNERSEGIRNGIH TEROBERSEMEO AHSE

SEBR ik FeFFNULL KA

Action =2 & String
Version = & String
Region = = String
Domainlds = & String

3. JHESH

SEBR St fik
15K N 6]

CreatedAt Datetime

>
\|
/)
o

N

/,

HRID , LIESHR
~HE : 324

& : 2014-08-03 12:00:00

VPCiiZ & (VPCDNS )

¥, A#EOBYE : DeleteVpcDnsDomain
AHSE, ANEORYE : 2019-10-25

AHBH, EEE T EOFTEERISE,

Requestld String W—iEk ID , ®XiEkEP<IRE, EfTRMAEERMZIXIEKE Requestld,

4. SE1RAY

LUMRFIH 7O SSZEAXA%ERD , EtERiFER

AHIEIRIG,

WAL : TCloudFinanceZone 2026/7/11 09:58:39
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2 AT TCE

IR
InvalidParameterValue.DomainNotExist
FailedOperation.DeleteDomainFailed
InternalError.UndefiendError

InvalidParameter.

WAL : TCloudFinanceZone

2026/7/11 09:58:39

fk
BT
10E IS S
HRAENX

SHRIR

VPCiiZ & (VPCDNS )
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2 AT TCE

MERvpcdnsicsx

L. O

VPCiiZ & (VPCDNS )

EOiEKE2 : vpedns.api3.finance.cloud.tencent.com,

flp&vpcdnsics
FOANZOIBERIRIRE : 200%/F0,
EOEHATE : 2025-06-24 04:49:11,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHBFR WhsE FEFNULL St R
Action = & String A2, AEOEYE : DeleteVpcDnsRecord
Version =2 &= String &8, ANEOBYE : 2019-10-25
Region = B String AHBY , WRERNEOANTEEZRULSEL
) ) 121D

Domainld = 5 Uinte4 _

= a RBIE : 3

. 18RID , ESDMR

RecordlIds = = Strin _

= = 9 TmUE: 345

A A 4
3. S
SHEMR i iR
) TE KRR E)

CreatedAt Datetime =l : 2014-08-03 12:00:00
Requestld  String HE—iEK ID , 8RIEKRESIRE], EMRNEEREIZRIERKA Requestld,

WAL : TCloudFinanceZone

2026/7/11 09:58:39
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Z EAETCE VPCHi&#2H7 (VPCDNS )

4. $EIRAS

ARG T 2O S5 EERREIRID | BhERAFE N A TR0,

IR fiA
InvalidParameterValue.DomainNotExist B FE
FailedOperation.DeleteRecordFailed ICRMPREM
InvalidParameterValue.RecordNotExist IERTFHE
InternalError.UndefiendError EIRARTEN

InvalidParameter. SEEIR
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rb EAETCE VPCHi&#2H7 (VPCDNS )

ERERICRYIR

=z -
1. O

EOiEKE2 : vpedns.api3.finance.cloud.tencent.com,
HRRAICRYIZE

EOAEZOERIRERRS : 200K/70,

EOEFETE : 2025-07-02 20:38:38,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER Wik FIFNULL K8 A

Action 2 & String AHSH, AEOEE : DescribeBackupRecordList
Version = a String  AHS¥, AEOBYE : 2019-10-25

Region = & String NHSH , MREEAEOFSTEEBI S,
Domainld 2 = Uintes  2eid

~HE © 39

IBFREE A

iy

String

il

RecordType

~HE : A
SubDomain = ) String iﬁﬁz W
A AY 4
3. FiHE#
BB i) A
Array of EHICR
BackupRecords BackupRecord =l : 5E
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Z EAETCE VPCHi&#2H7 (VPCDNS )

SHER RE U

E—IEK ID , IRIEREPSRE. EMIRTFERAZRIEK

Requestld String A9 Requestld

it\
4. 3g1=05
LAY 7O S ZEERAEIRD |, BEfERAEFERN A L8RS,
e A

InvalidParameter. SEEIR
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2 AT TCE

VPCiiZ & (VPCDNS )

IR SHICRAY P Ekx

L. O

EOiEKE2 : vpedns.api3.finance.cloud.tencent.com,

S0, FELIEEALED , MRRESHEHIERERBIURLNAE 1R

BOMZCIERIERIRS] © 200%/7D,

EOEFATE : 2025-06-24 05:05:04,

EOARGER NEN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHER

Action

Version

Region

Domainld

FileType

Filters

Wk AUENULL s

B

A

RNESE, AEOBE !

= i~ H
= = String DescribeExportFileUrl
= B String NHESE , AEOBYE : 2019-10-25
= - . ~HSH , W EEAEOATEEBLLS
2 A String a
#.

. 15&ID
= 5 Strin _
' B 9 BIME : 3

. SR xIsx, xls, csv
= = Strin _
= = g fGfE : csv
o o Array of NS4
= = DomainlListFilters THHE : EE

3. S

SHER

Url

WAL : TCloudFinanceZone

St feik
String SHHRTTHER | MRASFAFRUTERELLC

MHHE : vpcdns-records-storage-1255000002.cos.regionl.csp.xx.cn/export/
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2 AT TCE

SHER

CreatedAt

Requestld

4. SEIRAY

ESil

Datetime

String

VPCiiZ & (VPCDNS )

L)%
zone-110000000056_15_test2.com_GDPvMTrEIxX.csv?sign=77?

TR KN Rz AT TE]
& : 2014-08-03 12:00:00

E—IEK ID , ®RIEKRERIREl. EIEEITFERAIZXIEKAY Requestld,

ARG T 2O S5 EERREIRID | BbERAFE N A TR,

HIRAD A
InvalidParameterValue.DomainNotExist I BAFE
InternalError.UndefiendError ERAEN
InvalidParameter. SR
InternalError. EREEIR

InvalidParameter.InvalidZoneFileFormat NGBS

WAL : TCloudFinanceZone
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rb EAETCE VPCHi&#2H7 (VPCDNS )

AIEEZ AR

<7 4R

1. E A

EOiEKE2 : vpedns.api3.finance.cloud.tencent.com,
RIEEE ARG 2R

EOAEZOERIRERRS : 200K/70,

ZEOEFRAYE] : 2025-06-24 04:58:19,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHEWR ok SIFENULL 3R R
. . NHESEH , AEOBRE :
= s
Action = = String DescribeForwardRuleList
Version =2 & String &8, ANZEOBYE : 2019-10-25
Region 2 & String NHBY , WEHEERNEOREEZBILSH,
i DomainName, #%ip Forwardlp, FAH1E
. Array of .
Filters = = RuleListFilters ID Domainld
THHE . EE
fm#%
Offset = = Int64 _
= - RBIE : 0
Limit 2 5 Int64 KE

~HE : 20

3. S

SHER ESit] 0
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& BRTTCE

SHER

Total
ForwardRuleList
CreatedAt

Requestld

4. SEIRRY

ESil

Int64

Array of
ForwardRulelList

Datetime

String

VPCiiZ & (VPCDNS )

fiaid

St
BHE : 3

HRMNZIHE
~HE : E2E

15K M A 1]
g : 2014-08-03 12:00:00

E—iEK ID , ®RERERIRE, EMIENFERIZRIE
kB Requestld,

PIMMXAIE T O S ZAEERREIRED | BfERDIF N AT 5=,

%EIBEEF’J

InvalidParameterValue.

InternalError.UndefiendError

InvalidParameter.

WAL : TCloudFinanceZone

fEA
ﬁﬂ{E"ﬁEﬂi
FEIRARTEN

SEEIR
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& BRTTCE

BN AHSNICRER

L. O

VPCiiZ & (VPCDNS )

EOiEKE2 : vpedns.api3.finance.cloud.tencent.com,

BIXHSNICRER

BOMZCIERIERIRS] © 200%/7D,

EOSEFATE : 2025-06-24 05:06:01,

EOREIRE A IS,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEER Wik EENULL KA

Action 2 B
Version 2 =
Region = =

3. I SE

SHER KA

TemplateUrl  String

CreatedAt Datetime

Requestld String

4. SEIRAY

WAL : TCloudFinanceZone

String

String

String
fis
TRHRSHURL

fk
AHBE, AEOEYE : DescribelmportTemplateUrl

HE¥8 , AEOEYE : 2019-10-25

>

RNESY  WEERRNZOFFEEGELLSH.

MHHE : https://-x?q-sign-algorithm=27?7-
time=1624415309;1624422509&q-key-
time=1624415309;16244225098&q-header-list=&q-url

T5KE Rz A 8]

& : 2014-08-03 12:00:00

W—IEK ID , ®RiERESIRE. ERNFEERMHIZRIEKE Requestld,
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https://-x/?q-sign-algorithm=???-time=1624415309;1624422509&q-key-time=1624415309;1624422509&q-header-list=&q-url

& BRTTCE

LAIMXGIE T O S EERREIRND | BEfERADIF N A THERS,

Bi=E
InternalError.UndefiendError

InternalError.

WAL : TCloudFinanceZone

2026/7/11 09:58:39

U
HIRATEX
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2 AT TCE

IRENSAN R B Gk

L. O

VPCiiZ & (VPCDNS )

EOiEKE2 : vpedns.api3.finance.cloud.tencent.com,

IRENS N HRY_EAE5E
BOMZCIERIERIRS] © 200%/7D,
EOEHATE : 2025-06-24 05:07:45,

EOARGER NEN,

2. INSE

LITNERSEGIRNGIH TEROBERSEMEO AHSE
SEBR W5 FEFFNULL KA
Action = B String
Version = & String
Region = = String
Domainld = = String
FileType = B String

A A 4
3. FiHE#
o C KA 3%
s =AY EfEkiEbit
~HE - - -
SignedUrl String AUE - vpedns-records

TN

W

# , AEOHBYE : DescribeUploadUrl

>
\|
/)
o

H2%0 , AEORYE : 2019-10-25
NH2E , R ERAEOATELRILSE],

& ID
whHHE : 4

AR xIsx,xls,csv

MHHE : xIsx

storage-1255000002.cos.regionl.csp.yfm4.fsphere.cn/import/

zone-110000000056_15_test2.com_OIFXMGLw.xlsx?sign=77?

WAL : TCloudFinanceZone
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Z EAETCE VPCHi&#2H7 (VPCDNS )

SHER KA S
15K Nz A 1]

CreatedAt = Datetime TEME © 2014-08-03 12:00:00

Requestld  String H—iEX ID , RiEKRELIRE], EMARNEEREIZRIEKRKA Requestld,

4. SEIRAY

PIMMXAIHE T 2O S ZAEERR0EIRED | BfERBIF AT 5=,

BRI A
InvalidParameterValue.DomainNotExist WEBAFE

InvalidParameter. SEGER
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2 AT TCE

AIHYvpcdnsigZ 73R

L. O

EOiEKE2 : vpedns.api3.finance.cloud.tencent.com,

RiEvpcdnsig &5z
BIAREOIERSRERRS : 200%/70,
FEOSEFATE : 2025-06-24 04:32:24,

EARBER LN,

2. INSE

LITNERSEGIFRNGIH T EOBRSEMBH 2 HS

DB ik RRIFENULL k3

Action = & String
Version = & String
Region = 7w String
Limit & & Uint64
Offset & & Uint64
Filters & & Array of

DomainListFilters

3. S

SEBR St fik

WAL : TCloudFinanceZone

VPCiiZ & (VPCDNS )

/\

AHBE, FEORE !

DescribeVpcDnsDomainList
RIS, AEORYE : 2019-10-25

RESY  WEHERAROAFTELELLS

Wk

°

KE
~BE : 20

722
THHE : 0

~hHE - =5
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& BRTTCE

SHER

CreatedAt
Info
Domains

Requestld

4. FERng

ESil

Datetime

DomainCountInfo

Array of
DomainDetail

String

VPCiiZ & (VPCDNS )

U

15K N 6]
& : 2014-08-03 12:00:00

HRHERSR
e . =5

HAEE
HE : EE

E—iEK D, SRIERESIREl. EARATRERAHZRIERE
Requestld,

PIMMXAIE T O S ZAEERREIRED | BfERDIF N AT 5=,

HixRA3

InternalError.UndefiendError

InvalidParameter.

WAL : TCloudFinanceZone

R
TRIRAENX

SEGAIR
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2 AT TCE

RiEXvpcdnsid®FlzE

=z -
1. E=OfFR
EOiEKE2 : vpedns.api3.finance.cloud.tencent.com,
AIERvpcdnsicRyIFR
EOAEZOERIRERRS : 200K/70,
EOEFETE : 2025-06-24 04:34:40,

EARBER LN,

2. INSE

VPCiiZ & (VPCDNS )

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SHAR ik FRFFNULL 258
Action = & String
Version = & String
Region = B String
Limit B B Uint64
Offset & B Uint64
. Array of
Fil S S
lters = = RecordListFilters
Domainld 2 = Uinto4

3. I SE

WAL : TCloudFinanceZone 2026/7/11 09:58:39

RNHESH, XNEORYE
DescribeVpcDnsRecordList

RNHESEL, MEORYE : 2019-10-25

NESY , WEERNEOFFEREELLS

W

KE
HE : 20

=t 74
EHE : 0

UE  EE

1#§ZID
~HHE : 3
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O BATTCE
SHETR
CreatedAt
Info
Records

Requestld

4. SEIRRY

ESil

Datetime

RecordListCountInfo

Array of
RecordDetail

String

VPCiiZ & (VPCDNS )

fEiIA

BN SR A

f5HE : 2014-08-03 12:00:00
ICREEEIA

~hHE : =55

fRITCRER
THHE : EE

E—IEK ID , SIRIEKEIRE]l. EZEREFEERAZRIEREY
Requestld,

PAIMMXAIE T O SZEERRNEIRND | BfERDIFE N A THERS,

HixRA3

InvalidParameterValue.DomainNotExist

InternalError.UndefiendError

InvalidParameter.

WAL : TCloudFinanceZone

A
R
RN

SHGEIR
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Z ﬂé\l:HETCE VPCiiZ & (VPCDNS )
ST SN
PAW b S

L. O

EOiEKE2 : vpedns.api3.finance.cloud.tencent.com,

SNERE | REISANER , SAZR—BEHME | ABDescribeUploadUrBRENS N\ X4AY E1E5EEE -> Biim
PUTIZ/42I5E%E -> JERImportRecordsEflESA

BOAZOIBIIRERIRE © 200%/FD,
EOSEFATE : 2025-06-24 05:13:12,

EOREIRE A XIS,

2. INSE

UUNBRSEGIR(GE T ZOBRSENRO AHSH | mBAHBSHGIRN A HLERSLL,

dit

SHEWR D3vi FBIEFNULL A A
Action = & String AHSE , AEORE : ImportRecords
Version =2 & String &8, ANZEOBYE : 2019-10-25
Region 2 & String PHBE , WEHERREOARAT RGBS,
. . 131D
Domainld 2 ‘B Strin _
= = 9 a3
SKEF.-
FileType 2 = String SfRELxlsx s, csv

MHHE : xIsx

3. I SE

SHEWR il R
e
CreatedAt Datetime 1K RA 2]

g : 2014-08-03 12:00:00

PRINEE

SuccessfulCount Uint64 _
~pE : 12
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Z EAETCE VPCHi&#2H7 (VPCDNS )

SRR KA T
: Array of N
FailedRecords FailedRecordDetail ~WE  E=E
Requestid Strin E—EK ID , ®RERERIRE, EMTENFERIZR
q J BRAY Requestld,
%:H:‘I:I
S

PIMMXAUHE T 2O S ZAEERR0EIRED | EfERBIF A5 IR,

SRS fiER
InvalidParameterValue.DomainNotExist WREAARFE
InternalError.UndefiendError HEIRARTEN
FailedOperation.CreateRecordFailed ICREIEK
InvalidParameter. SRR
InvalidParameterImportedFileExpired XHEIIHA
InvalidParameterValue.InvalidZoneFileSize A K/ NRE]
InternalError.FetchCOSFileError RIENCOSIZ IR

InternalError. AEBEIR
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2 AT TCE

ERez =g

L. O

EOiEKE2 : vpedns.api3.finance.cloud.tencent.com,

(Eresz gl

BOMZCIERIERIRS] © 200%/7D,

EOEFATE : 2025-06-24 04:59:40,

EARBER LN,

2. INSE

SHEWR
Action

Version

Region
Ruleld
ForwardAddress

Remark

3. HitHE4y
sHE

Ruleld

WAL : TCloudFinanceZone

LINERSEGIFRNGIH TEROBRSEMED AHSE , &

Wik RPENULL 368
= = String
= & String
= a String
2 B String
= = Array of
String

) = String
ESid) R

, HAHANID
String

THE 12

2026/7/11 09:58:39

VPCiiZ & (VPCDNS )

HE8 , AEOEYE : 2019-10-25

D>

RESY  WEHERAROAFTELELLS
%&0

EEARMNID
~HE : 20

HRMNID
g @ ["1.1.1.2:80", "1.2.3.4:80"]

=S
E - XE&EE
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2 AT TCE

SHBFR it
ForwardAddress Arr.ay of
String
Remark String
CreatedAt Datetime
Requestld String
H >

5

B1X

LIMXAIHE T 2O S ZAERRRNEIRND | EfbEmRSFEN AR

RS
InvalidParameterValue.
InternalError.UndefiendError
InvalidParameter.

InvalidParameterValue.RecordNotExist

WAL : TCloudFinanceZone

VPCiiZ & (VPCDNS )

fik

R P

~EHE : ["1.1.1.2:80", "1.2.3.4:80"]
#iE

HHE . X2REE

15K N TE]
g : 2014-08-03 12:00:0

E—IEK ID , 8RIEKEBPIR
Requestld,

[, EERERE R HZRIEKAY

\

i
SHEER
FHRATEN
SRR

IERAEFE
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rb EAETCE VPCHi&#2H7 (VPCDNS )

{Z2vpcdnsiz 3

=z -

1. E=OfFR

EOiEKE2 : vpedns.api3.finance.cloud.tencent.com,
1&vpcdnsizi&z

EOAEZOERIRERRS : 200K/70,

BOEFAE © 2022-01-11 05:02:35,

EARBER LN,

2. INSE

UNBRSEGIRGE T ZOBRSENRD AHSH | mBAHBSHGIRN A HLERSLL,

SEER Wik FEFNULL SRR Y

Action = B String  AHES#, AZOBYE : ModifyVpcDnsDomain
Version 2 = String AHES#, KEOEYE : 2019-10-25

Region 2 a String  RHEBH, MEERRNEOFFTELBILSH,

HA&ID , LUESHE]

Domainlds 2 & String Bl 134
EEFEFEZiET , DISABLED : X4
DnsForwardStatus & e String  ENABLED : F¥/8
~B{E : ENABLED
A s\
3. WiHE#
SR it A
TBEXKIRERTE]

CreatedAt  Datetime e . 2014-08-03 12:00:00

Requestld String W—EK ID , ®XiEkEPIREl., EfuRHEERMZXIEKEY Requestld,
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Z EAETCE VPCHi&#2H7 (VPCDNS )

4. SEIRAY

ARG T 2O S5 EERREIRID | BhERAFE N A TR0,

HIRhg A
InvalidParameterValue.DomainNotExist HEZAFE
InvalidParameter. SRR
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